


Niagara Falls City Schools
District Technology Tools 2024-2025

	Program
	Application(s)
	Use
	Responsible User
	Funding
	Education Law 2-d Notes

	Adobe
	Adobe DC Pro
	Website design and maintenance
	T. Pratt
J. Glaser
	Erie 1 BOCES
	Software does not house or share Personal Identifiable Information or Teacher APPR


	Board Docs
	Administration

	Board Meeting software
	J. Glaser

	Broome / Tioga County BOCE
	





	Camtasia
	Administration
	Public Relations 
	J. Doerr
	IS Department Budget
	Software does not house or share Personal Identifiable Information or Teacher APPR 


	Camtasia
	Instructional
	High School – flipped classrooms
	Select teachers
	District
	Software does not house or share Personal Identifiable Information or Teacher APPR 


	Career Connections
	Resources for Carpenters
	Maintenance
	N/A
	NYSTL 
	Software does not house or share Personal Identifiable Information or Teacher APPR 


	ChatGPT
	ChatGPT
	AI
	Technology Committee
	District – Staff only
	Software does not house or share Personal Identifiable Information or Teacher APPR 

	Cisco Unified
	Cisco
	Manage telephone system
	H. Joyce
M. Cox
Erie 1 BOCES
	Erie 1 BOCES
	Software does not house or share Personal Identifiable Information or Teacher APPR 


	Clever
	Rostering + Data Dashboard
	Administration
	BOCES and NFBOE Technology Integrators.
IS staff.
M. Adams.
	Vendor purchased
	



	CommonLit
	Teacher Resource
	ELA resources for teachers ONLY
	Select teachers
	No Cost
	Software does not house or share Personal Identifiable Information or Teacher APPR 
A portal.

	Cybersecurity
	Fortinet
	Enhanced cyber security
	A. Stom
	Erie 1 BOCES
	Software does not house or share Personal Identifiable Information or Teacher APPR

	Cybersoft
	Primero
	Cafeteria POS
	M. Adams
T. Skibinski
	Business Office 
	
 

	DeLage Landen Public Finance
	Docuware
	Records management
	TBD
	IS Department Budget
	


	Duo
	MFA for staff Outlook and Teams
	District staff
	A Stom
IS Techs
	Erie 1 BOCES
	Pending

	eGoldFax
	Email based Fax service
	District Staff
	H. Joyce
T. Pratt
M. cox
	Erie 1 BOCES
	


	EveryDay Labs
	Student Absence Management
	Grade level and School pilot
	TBD
	Erie 1 BOCES
	


	FastSprint
	Visual PST
	PowerSchool report card maintenance and development
	M. Adams
Erie 1 BOCES 
	IS Department Budget
	Software does not house or share Personal Identifiable Information or Teacher APPR 


	Finance Manager
	nVision
	School District business software
	District
	Erie BOCES
	


	Frontline
	AESOP
	Employee Absence Management
	HRO 
	IS Department Budget
	


	Frontline
	EHR & School Nursing Management System
	Student Health
	Dr. Jo Silvaroli
	Erie 1 BOCES
	


	Frontline
	Medicaid Direct
	Medicaid
	L. Carroll

	Erie 1 BOCES
	


	Frontline
	My Learning Plan
	APPR
	R. Carella
IS staff
	Erie 1 BOCES
	


	Frontline
	PDP Premier HRO
	Professional Development management system
	HRO
IS staff
	Erie 1 BOCES
	Pending - Erie 1 BOCES contract.

	Grammarly
	Grammarly
	Public Relations
	J. Doerr
	District
	Software does not house or share Personal Identifiable Information or Teacher APPR 

	HUDL
	HUDL
	Live Stream NFHS Gym and Main Field Athletics
	AV Techs
J. Contento
	Erie 1 BOCES
	


	IBoss
	Content filtering
	All district Internet traffic monitoring
	A Stom
	Erie 1 BOCES
	


	Incident IQ
	Work Flow and inventory management
	Help desk software
Inventory management
	J. Kroll
H. Joyce
T. Pratt
G. Littere
	Erie 1 BOCES
	



	Jamf
	Jamf
	Apple device management
	W. Quinn
Erie 1 BOCES
	Erie 1 BOCES
	Software does not house or share Personal Identifiable Information or Teacher APPR

	Master Library
	Master Library
	Resource / Room Reservation
	T. Pratt
W. Tedesco
J. Contento
S. Petrozzi
R. Meranto
	Erie 1 BOCES
	


	Mass Communication App
	Blackboard App
	All-call +++
	J. Doerr
T. Pratt
	Erie 1 BOCES
	Software does not house or share Personal Identifiable Information or Teacher APPR

	Meltwater
	Meltwater
	Media Tracking System
	J. Doerr
	District
	Software does not house or share Personal Identifiable Information or Teacher APPR 

	Metasys
	Metasys
	Manage HVAC controls
	E. Smeal
G. Littere
	District
	Software does not house or share Personal Identifiable Information or Teacher APPR

	Microsoft
	Office 365 – License
	Staff and student collaboration
	A Stom
M. Adams
Erie1 
Integration Team
	Erie 1 Budget
	


	PowerSchool 
	District 
	Student Management System – all instructional staff
	M. Adams
T. Pratt 
	Erie 1 BOCES
	


	PureData
	Powerschool
	Tardy attendance
	NFHS
	District
	


	Quickbooks
	Finance
	School Treasurers
	School treasurers
	District
	Software does not house or share Personal Identifiable Information or Teacher APPR 


	Raptor Visitor Management 
	District Security 
	Monitor visitor traffic
	M. Cox
	Erie 1 BOCES
	


	School Bus Logistics
	Support software for Tyler R/P
	District
	M. Cox
Transportation
	Transportation
	



	SCCM
	Network Administration
	Manage computer / laptop devices
	District Techs.
Erie 1 BOCES Techs
	IS Department Budget
	Software does not house or share Personal Identifiable Information or Teacher APPR 


	Smart Hall Pass
	Hall Pass
	Monitor Students in Hallways
	HS and Preps
	District
	Pending

	Smore
	Communication
	Teachers/staff only, no parents yet.  Weekly newsletter, design flyers.  
	Pilot at Kalfas and NFHS
	District on the next renewal.
	Pending - Vendor Contract
Security settings enabled so that information cannot be forwarded or accessed by anyone other than the recipient list.

	Textbook Tracker
	Instructional
	Textbook management
	D. Day
School based employees (PSA, +)
	Erie 1 BOCES
	Software does not house or share Personal Identifiable Information or Teacher APPR

	Tyler
	Versatrans routing & portal (eLink).  Sunset 2024_25 school year.
	Student busing
	IS Techs
Transportation Department
	Transportation Department Budget
	



	Tyler
	Traversa
	Student busing
	IS Techs
Transportation Department
	Transportation Department Budget
	Pending

	Video Expert (Stark)
	Video Expert
	Security Camera Management
	K. Howey
M. Adams
	District
	Software does not house or share Personal Identifiable Information or Teacher APPR
Managed by network security protocols.
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Board Docs.pdf
SERVICES AND DISTRIBUTION AGREEMENT

THIS AGREEMENT (“Agreement”) is made as of July 1, 2021 (“Effective Date”),
between New York State School Boards Association (“ASSOCIATION”), and Broome-Tioga
Board of Cooperative Educational Services (“BOCES”) and supersedes any and all prior existing
agreements between the parties.

BACKGROUND

Both the ASSOCIATION and BOCES provide resources and assistanceto school districts
in the State of New York.

ASSOCIATION is the exclusive provider of a proprietary, web-based software application
known as BoardDocs that was developed and is supported by Emerald Data Solutions, Inc.
(“EMERALD?”). The application allows school districts to enhance aspects of the governance
process and communications between the administration, the public and the school board, all as
described in Exhibit A (“Application”).

Subject to the terms and conditions set forth herein, the ASSOCIATION and BOCES wish
to enter into an agreement to provide such services to school districts served by the BOCES. School
districts that are members of ASSOCIATION will receive services at the member rate. Districts
that are not members of ASSOCIATION will be able to receive services at the then- current
nonmember rate.

Accordingly, for value received, the parties agree as follows:
AGREEMENT
1. SERVICES

11 Initial Set-Up. On and subject to the terms and conditions in this Agreement,
ASSOCIATION will use commercially reasonable efforts to make a version of the Application
available to each of the BOCES members who subscribe to the service. Such Application will be
co-branded with ASSOCIATION. ASSOCIATION may add names of the school districts, as
appropriate for provision of the Services. The parties agree that additional set-up work may be
required to provide the Services to individual BOCES member school districts.

12 Marketing. Subject to the terms and conditions set forth in this Agreement, the
ASSOCIATION is the primary marketing and representative of the Services and the Application
to ASSOCIATION’s member and nonmember school districts in the State of New York. BOCES
and the ASSOCIATION will cooperate in good faith to develop a marketing program for BOCES
member and nonmember school districts. The BOCES agrees to host at least one training webinar
annually to participating component districts. ASSOCIATION will use its best efforts to market
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and promote the Application and the Services to school districts in the State of New York and
specifically within the BOCES geographic area, using ASSOCIATION’s standard marketing and
promotion channels and through whatever other means the ASSOCIATION reasonably deems
appropriate, in accordance with all applicable laws, rules and regulations. ASSOCIATION will
bear all costs of its marketing activities under this Section, including, without limitation,
production and distribution of marketing materials, state trade shows as the ASSOCIATION
deems appropriate and ads in ASSOCIATION publications. All demonstrations, access and use of
the Services or Application for such marketing purposes will be performed by the ASSOCIATION.

13 Provision of Services. On and subject to the terms and conditions of this
Agreement, ASSOCIATION will provide the Services to those member and nonmember school
districts that subscribe for the Services by executing an agreement with the BOCES. Subject to the
terms and conditions of this Agreement, ASSOCIATION grants to BOCES a non-exclusive, non-
transferable license to use the Application during the term of this Agreement at no charge, with
the exception of the standard set-up fee of $1,000 which will be duly billed to and paid by BOCES.
ASSOCIATION and BOCES will jointly engage school districts interested in the Services and will
pursue such lead and negotiate the BOCES Agreement with each such district as appropriate. Each
member and nonmember of BOCES component districts that subscribes to BoardDocs will be
required to execute a BoardDocs end-user agreement (“EUA”) prior to the provision of services.

14 Coordinator. BOCES will appoint and maintain an authorized representative that has
the authority to make binding decisions on behalf of BOCES under this Agreement (the “Project
Coordinator”’). BOCES may replace its Project Coordinator upon notice to the ASSOCIATION.

2. COMPENSATION AND PAYMENTS

2.1 Invoicing and Payments. BOCES will be responsible for all billings and collections with
respect to the Services provided to school districts, and will use commercially reasonable efforts to accurately
and timely bill and collect the amounts owed by the school districts. BOCES will invoice each of the school
districts for the Services annually. BOCES will retain all amounts collected from the school districts for the
Services, except that as compensation for the Services, BOCES will pay to ASSOCIATION:

A. the fees forth in Exhibit B for any and all pre-existing member and nonmember school
districts that have contracted with BOCES prior to July 1, 2021 until such time as the ASSOCIATION is
advised by EMERALD of price increases which affect such pre-existing member and nonmember school
districts; and

B. the fees set forth in Exhibit C for any and all brand new member and nonmember
school districts executing agreements with BOCES after June 30, 2021.

If BOCES is paid less by the school districts than what is due for the Services for the applicable billing
period, then BOCES will pay to ASSOCIATION, in accordance with the timetable in the foregoing paragraph,
a pro rata portion of the fee based on how much the BOCES did receive from the school districts for the
applicable billing period, and will pay additional amounts as further payments on such overdue amounts are
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paid by the school districts. In the event that full payment is not rendered, the BOCES will owe no additional
amount to ASSOCIATION but the BOCES agrees that any component district that fails to forward the
necessary payments to the BOCES will lose its status as a consumer of the BoardDocs Platform. Following
the Term, ASSOCIATION agrees to provide advance notice of any price increases that may be necessary for
ASSOCIATION to maintain the quality of the Services or account for any upgrades in technology or systems
necessary to maintain the competitiveness of the Services.

3.  TERM AND TERMINATION

31 Term. Unless otherwise terminated by the parties in accordance with this Section,
the Term of this Agreement will commence as of July 1, 2021 and continue until June 30, 2022
(the “Term”). At the end of the Term, the BOCES will have the opportunity to cancel contract with
no penalty, upon written notification to ASSOCIATION.

This Agreement can be extended but any extension to the term of this Agreement must be
in the form of a written amendment to the Agreement and signed by both Parties at least thirty (30)
days prior to the expiration of the agreement.

32 Termination. Notwithstanding anything to the contrary in this Agreement, either
party, by written notice to the other party, may terminate this Agreement if the other party
materially breaches this Agreement, or if website accessibility issues preclude BOCES’ use of the
Application, if breach or website accessibility issues are not cured within thirty (30) days of
receiving written notice of such breach.

33 Survival. Notwithstanding anything to the contrary herein, Sections 2, 3, 4, and 5
(except for the licenses granted therein) will survive expiration or termination of this Agreement.

34 Upon Termination. Upon termination of this Agreement, BOCES will pay
ASSOCIATION all unpaid amounts then due to ASSOCIATION and will notify each school
district to pay all remaining payments by such school district with respect to the Services to
ASSOCIATION. BOCES will no longer be entitled to any payments for the Services, and will
remit to ASSOCIATION all payments received by it following termination. BOCES will cease all
marketing activities and other activities relating to the Services or the Application after the
termination. ASSOCIATION will offer all then-subscribed school districts the use of the then-
current version of the Application, on and subject to the ASSOCIATION’s then-current terms,
conditions and pricing. Upon ASSOCIATION’s request, BOCES will reasonably assist
ASSOCIATION in presenting such school districts with such offer (including, without limitation,
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providing information and participating in communications) and in securing the continued use of
the Services by the school districts that wish to continue such use.

4. DISPUTES
41 Management. If a dispute arises out of this Agreement, then the party raising such
dispute will notify the other, and the parties will cause their respective management representatives

to endeavor to settle such dispute within thirty (30) days following such notice.

42 Limitation of Claims. Neither party may bring or assert any claim, action or
proceeding relating to this Agreement more than one (1) year after such cause of action arose.

5. FORCE MAJEURE

ASSOCIATION will not be liable to BOCES for any delay or failure to perform any
provision of this Agreement (other than failures to make payments required under Section 3 hereof)
to the extent such delay or failure to perform is caused by an event beyond the reasonable control
of such party, including, without limitation, an act of God; flood; riot; fire; explosion; judicial or
governmental act; terrorism; military act; strike or lockout; third party act or omission; failure of
utility or telecommunications facilities; virus, worm, trojan horse or other code, command, file or
program designed to interrupt, destroy or limit the functionality of any software, hardware or
equipment; Internet slow-down or failure; lightning or other weather condition or event.

6. MISCELLANEOUS

61 Severability. If any one or more of the provisions in this Agreement or any
application of such provision is held to be invalid, illegal or unenforceable in any respect by a
competent tribunal, the validity, legality and enforceability of the remaining provisions of this
Agreement and all other applications of the remaining provisions will not in any way be affected
or impaired by such invalidity, illegality or unenforceability.

62 Contractors and Assignment. The ASSOCIATION may use one or more
subcontractors to provide some or all of the Services under this Agreement. Neither party may
assign all or part of this Agreement without the other’s prior written consent (not to be
unreasonably withheld). This Agreement will be binding upon and will inure to the benefit of the
parties, their successors and permitted assigns.

63 Choice of Law. This Agreement will be governed by the laws of the State of New
York.
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64 Notices. Any notice, authorization, consent or other communication required or
permitted hereunder will be made in writing and will be sent to the addresses set forth in the
signature blocks below (unless such address is changed through written notice to the other party).

65 Independent Contractor. The parties acknowledge and agree that in the performance
of their respective duties and obligations hereunder, they are solely independent contractors of
each other, and neither party will represent that an employer/employee, partnership, joint venture,
or agency relationship exists between them, nor will either party have the power nor will it
represent that it has the power to bind the other party in any manner.

66 Counterparts. This Agreement may be executed in multiple counterparts, each of
which is deemed an original, but all of which together constitute one and the same instrument.

67 Headings and Exhibits. The headings in this Agreement are for convenience of
reference only and may not be referred to in the construction or interpretation of this Agreement.
The content and terms of all Exhibits are by this reference incorporated into this Agreement.

68 Interpretation. This Agreement will not be construed more strongly against any
party, it being agreed that this Agreement was fully negotiated by both parties.

69 Entire Agreement. This Agreement constitutes the entire agreement between the
parties with respect to the subject matter hereof, and supersedes any prior statement or writing not
a part of this Agreement, and neither party will be bound by any prior or contemporaneous
representation, statement, promise, warranty, covenant, or agreement pertaining thereto unlessset
forth in this Agreement. If there is a conflict between the terms and conditions of this Agreement
and those of any Exhibit, the terms and conditions of this Agreement control over those of the
Exhibit. However, to the extent possible, the parties will construe the terms and conditions of this
Agreement and the Exhibits as complementary to each other.

610  Amendments and Waiver. No amendment of this Agreement and no consent
pertaining hereto will be effective unless in writing signed by both parties. No waiver will be valid
unless signed by the party granting such waiver.

611  Complimentary LT Version. By this Agreement, the ASSOCIATION agrees to
provide the BOCES one complimentary copy of BoardDocs LT for its internal use during the term
of this Agreement. In the event that the BOCES desires to acquire the BoardDocs Pro version, the
ASSOCIATION agrees to provide it for the difference in price between LT and Pro.

612  Complimentary Pro Version. In the event that the BOCES secures and maintains
thirty percent (30%) of their component districts as subscribers, the ASSOCIATION agrees to
upgrade the BOCES complimentary BoardDocs LT version to a BoardDocs Pro version for its
internal use during the term of this Agreement.
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613  Pre-implementation Training. The BOCES agrees to provide any and  all pre-
implementation training on devices (i.e., tablets, laptops, etc.) to component school district users.

IN WITNESS WHEREOF, the authorized representatives of the parties have signed this
Agreement as of the Effective Date.

Broome-Tioga Board of Cooperative New York State School Boards Association
Educational Services (BOCES) (NYSSBA)

Nt B\ | M\/\/L/k/vu W N Ulewar

ﬁthorized Signaturé/ ) Authorized Signature

Kristina M. Oliver, CPA

John D. Harvey, Chief Operating Officer ; ; .
Chief Financial Officer

Printed Name and Title Printed Name and Title
4151
Date: j / Date:  June25,2021
Address: 435 Glenwood Road Address: 24 Century Hill Drive, Suite 200
Binghamton, NY 13905 Latham, NY 12110-2116
Phone: Phone: 518.783.0200
Fax: Fax: 518.783.0211
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John D. Harvey, Chief Operating Officer



lbesemer
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435 Glenwood Road



lbesemer

Typewritten Text

Binghamton, NY 13905
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Typewritten Text

June 25, 2021





EXHIBIT A

Services and Application Description

BoardDocs Pro is a service that provides governance organizations a quick and easy way to manage
documents associated with Governance. The result is a document workflow and information solution that
provides for the electronic collection, management and distribution of governance documents. BoardDocs
Pro Service includes:

BoardDocs Board Management Solution for Unlimited Users

BoardDocs Policy Services Development and Publication Solution

BoardDocs Library with Support for Events, News, Board Goals and Board Member Pages
Integrated Board Goals Management and Tracking

Development, Publication and Tracking of Strategic Plan

Separate, Customizable Packets for the Board, Staff and Public

Private Document Annotations for Governing Body Members

Advanced Document Workflow with Support for Unlimited Number of Document Submitters
Customizable Approval Trees and Collaborative Annotations

Meeting Control Panel (MCP) to Display and Record all Board Actions During the Meeting
On-line or Manual Voting with Support for Virtually Any Type of Vote

Automated Minutes Generation and Release

“Follow Me” so Governing Body Members Will Never Get Lost

Automated Public ScoreBoard with Voting Results and Speaker Timers

Customizable email Notifications

100% Web-based for access from Windows, Macintosh, Linux and iPad devices

Integrated Audio Player - Listen to Meetings Indexed by Agenda Item

Meeting Video Simplifies the Task of Managing and Associating Videos for Private or Public
Meetings

Access to BoardDocs MetaSearch

Search Functionality for Consolidated Searches on Any Content

7 x 24, Secure, Power-redundant Hosting with Daily Backups

Up to 20 Years of History with DVD Archiving of Data beyond 20 Years

User and Security Administration via BoardDocs Manager

XML Capabilities to Dynamically Drive BoardDocs Data Into Your Organization’s Website
Social Sharing via Twitter, Facebook and Email

No Extra Charge On-site Training

7 x 24, Toll-free, US-based End-user Technical Support

No Extra Charge for Customization

Access to All Software Enhancements, Including Version Updates and Fixes for the Term of the
Agreement

BoardDocs Pro Plus has all of the BoardDocs Pro features listed above, and it supports multiple groups
such as Boards, Administrative teams, Committees, etc., of the BoardDocs product.





BoardDocs LT is a service for smaller organizations looking to implement a simple paperless meeting
solution on a budget. BoardDocs LT has been designed for organizations that need a paperless meeting
solution that provides the power of BoardDocs Pro, without all of the features larger organizations need.
BoardDocs LT includes:

BoardDocs Board Management Solution for Unlimited Number of Users

User-customizable, Cloud-based Publishing Interface

BoardDocs Policy Services Development and Publication Solution, support for Web-based Policy
Solutions

Newly Refreshed Hardware Infrastructure with Redundant High-speed Internet Access

Ability to Edit and Attach Minutes to a Meeting

Access to BoardDocs MetaSearch for Procurement on a National Basis, Policy Research and More
Attach Virtually Any Type of Document to Agenda Items

On-site Training and 7 x 24, Toll-free, US-based Technical Support

Meeting Video Simplifies the Task of Managing and Associating Videos for Private or Public
Meetings

Integrated Audio Player - Listen to Meetings Indexed by Agenda Item

Search Functionality for Consolidated Searches on Any Content

Create and Save Draft Meetings

Create and Publish Administrative and Executive Level Content

Granular Ability to Withhold Sensitive Information from the Public

User and Security Administration via BoardDocs Manager

Social Sharing via Twitter, Facebook and Email

XML Capabilities to Dynamically Drive BoardDocs Data Into Your Organization’s Website
100% Web-based for access from Windows, Macintosh, Linux and iPad

7 x 24, Secure, Power-redundant Hosting with Daily Backups

Single Source, Secure Document Database Technology

Up to 20 Years of History with DVD Archiving of Data beyond 20 Years

Customized Printing of Agendas, Agenda Items and Meeting Packets

Access to All Software Enhancements, Including Version Updates and Fixes for the Term of the
Agreement

BoardDocs LT Plus has all of the BoardDocs LT features listed above, and it supports multiple groups
such as Boards, Administrative teams, Committees, etc., of the BoardDocs product.





EXHIBIT B

FEE SCHEDULE*

e Non-recurring implementation fee for each new
ASSOCIATION Member or Non-Member DIStriCt.......cc.coererierieieirininineniceieeeeececeeseees $1,000

e BoardDocs Pro ASSOCIATION Member District recurring
ANNUAL TEE PET AISTIICT ...eevvivieiieciieeieie ettt ettt sttt et et et e e e be e st ebesseessesessaessesseessessenssans $9,000

e BoardDocs Pro ASSOCIATION Non-Member District recurring
ANNUAL TE€ PET AISTIICT ...ecvviticiieiicteet ettt ettt et ettt et et e te et e st e eraebeereeasesteeaseseereennas $12,000

e BoardDocs Plus for Pro ASSOCIATION Member District recurring
ANNUAL TEE PET AISTIICT ...veeuvietieiieitie ettt ettt ettt ettt e st sateeteeteesbeesaeesnseenbeenseenseenes $17,500

e BoardDocs Plus for Pro ASSOCIATION Non-Member District recurring
ANNUAL TEE PET AISTIICT ...eeeutieiieiieitie ettt ettt sttt et e e bt e sbeesaeesnteeabeenseeseenaes $21,000

e BoardDocs LT ASSOCIATION Member District recurring
ANNUAL TEE PET AISTIICT ...eivviviiiecticeicie ettt ettt ettt et te et st e e e e b e stee s e beesaessesreenseseeesnans $2,700

e BoardDocs LT ASSOCIATION Non-Member District recurring
ANNUAL TEE PET AISTIICT ...eevvieieiertieiieie ettt ettt ettt ettt et e ste e e e seestebesseenseseesaesseeseensesseennans $3,300

e BoardDocs Plus for LT ASSOCIATION Member District recurring
ANNUAL TEE PET ISTIICT ...eovvivieeiiciieeieti ettt ettt ettt et ettt etae st e e ebesteess e beesaessesseensesseesnans $5,900

e BoardDocs Plus for LT ASSOCIATION Non-Member District recurring
ANNUAL T PET AISTIICT ...eevvetieieetieeieie ettt ettt ettt et e te e st e sbesseeneesseesaessesneensesseennans $6,700

*Prices in this fee schedule will remain constant throughout the term of this agreement unless the Association
experiences a fee increase from Emerald Data Solutions, Inc., at which point the BOCES will be responsible
for paying such fee increases.





EXHIBIT C

FEE SCHEDULE*

e Non-recurring implementation fee for each new
ASSOCIATION Member or Non-Member DIStriCt.......cc.coererierieieirininineniceieeeeececeeseees $1,000

e BoardDocs Pro ASSOCIATION Member District recurring
ANNUAL TEE PET ISTIICT ...evvetieeieiiciiet ettt sttt ettt et ettt e e ste et e b e steesaessesseessenseessessenseeneas $11,000

e BoardDocs Pro ASSOCIATION Non-Member District recurring
ANNUAL TEE PET AISTIICT ...ecvviviciiiiictiee ettt ettt ettt et e e et e st e eraebeere e s e teeaneseereennas $12,000

e BoardDocs Plus for Pro ASSOCIATION Member District recurring
ANNUAL TEE PET AISTIICT ...ueeuvieiieiieitie ettt ettt e st sateete e beesbeesaeessteenseenseeseennes $19,500

e BoardDocs Plus for Pro ASSOCIATION Non-Member District recurring
ANNUAL TEE PET AISTIICT ...eeeutieiiieiieiie ettt ettt et e b e sbeesaeesateeabeenseeneennes $21,000

e BoardDocs LT ASSOCIATION Member District recurring
ANNUAL TEE PET AISTIICT ...eovviviiiictieeicie ettt ettt ettt te b e st e e ebeste e s e beesaesseaseensesseesnans $3,000

e BoardDocs LT ASSOCIATION Non-Member District recurring
ANNUAL TEE PET AISTIICT ...eevvitieieetieeieie ettt ettt ettt ettt et et et e se e st ebesseenseseesaessesseensessennnans $3,300

e BoardDocs Plus for LT ASSOCIATION Member District recurring
ANNUAL TEE PET AISTIICT ....ovvivieieitieeieie ettt ettt ettt ae st e et e b e steess e beeraessesseensesseesnans $6,200

e BoardDocs Plus for LT ASSOCIATION Non-Member District recurring
ANNUAL T PET AISTIICT ...eevvitieieetieeieie ettt ettt ettt ettt et e te e st esbe s st ensesseesaessesneensesseennans $6,700

*Prices in this fee schedule will remain constant throughout the term of this agreement unless the Association
experiences a fee increase from Emerald Data Solutions, Inc., at which point the BOCES will be responsible
for paying such fee increases.
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SERVICES AND DISTRIBUTION AGREEMENT

THIS AGREEMENT (“Agreement”) is made as of July 1, 2021 (“Effective Date”),
between New York State School Boards Association (“ASSOCIATION”), and Broome-Tioga
Board of Cooperative Educational Services (“BOCES”) and supersedes any and all prior existing
agreements between the parties.

BACKGROUND

Both the ASSOCIATION and BOCES provide resources and assistanceto school districts
in the State of New York.

ASSOCIATION is the exclusive provider of a proprietary, web-based software application
known as BoardDocs that was developed and is supported by Emerald Data Solutions, Inc.
(“EMERALD?”). The application allows school districts to enhance aspects of the governance
process and communications between the administration, the public and the school board, all as
described in Exhibit A (“Application”).

Subject to the terms and conditions set forth herein, the ASSOCIATION and BOCES wish
to enter into an agreement to provide such services to school districts served by the BOCES. School
districts that are members of ASSOCIATION will receive services at the member rate. Districts
that are not members of ASSOCIATION will be able to receive services at the then- current
nonmember rate.

Accordingly, for value received, the parties agree as follows:
AGREEMENT
1. SERVICES

11 Initial Set-Up. On and subject to the terms and conditions in this Agreement,
ASSOCIATION will use commercially reasonable efforts to make a version of the Application
available to each of the BOCES members who subscribe to the service. Such Application will be
co-branded with ASSOCIATION. ASSOCIATION may add names of the school districts, as
appropriate for provision of the Services. The parties agree that additional set-up work may be
required to provide the Services to individual BOCES member school districts.

12 Marketing. Subject to the terms and conditions set forth in this Agreement, the
ASSOCIATION is the primary marketing and representative of the Services and the Application
to ASSOCIATION’s member and nonmember school districts in the State of New York. BOCES
and the ASSOCIATION will cooperate in good faith to develop a marketing program for BOCES
member and nonmember school districts. The BOCES agrees to host at least one training webinar
annually to participating component districts. ASSOCIATION will use its best efforts to market
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and promote the Application and the Services to school districts in the State of New York and
specifically within the BOCES geographic area, using ASSOCIATION’s standard marketing and
promotion channels and through whatever other means the ASSOCIATION reasonably deems
appropriate, in accordance with all applicable laws, rules and regulations. ASSOCIATION will
bear all costs of its marketing activities under this Section, including, without limitation,
production and distribution of marketing materials, state trade shows as the ASSOCIATION
deems appropriate and ads in ASSOCIATION publications. All demonstrations, access and use of
the Services or Application for such marketing purposes will be performed by the ASSOCIATION.

13 Provision of Services. On and subject to the terms and conditions of this
Agreement, ASSOCIATION will provide the Services to those member and nonmember school
districts that subscribe for the Services by executing an agreement with the BOCES. Subject to the
terms and conditions of this Agreement, ASSOCIATION grants to BOCES a non-exclusive, non-
transferable license to use the Application during the term of this Agreement at no charge, with
the exception of the standard set-up fee of $1,000 which will be duly billed to and paid by BOCES.
ASSOCIATION and BOCES will jointly engage school districts interested in the Services and will
pursue such lead and negotiate the BOCES Agreement with each such district as appropriate. Each
member and nonmember of BOCES component districts that subscribes to BoardDocs will be
required to execute a BoardDocs end-user agreement (“EUA”) prior to the provision of services.

14 Coordinator. BOCES will appoint and maintain an authorized representative that has
the authority to make binding decisions on behalf of BOCES under this Agreement (the “Project
Coordinator”’). BOCES may replace its Project Coordinator upon notice to the ASSOCIATION.

2. COMPENSATION AND PAYMENTS

2.1 Invoicing and Payments. BOCES will be responsible for all billings and collections with
respect to the Services provided to school districts, and will use commercially reasonable efforts to accurately
and timely bill and collect the amounts owed by the school districts. BOCES will invoice each of the school
districts for the Services annually. BOCES will retain all amounts collected from the school districts for the
Services, except that as compensation for the Services, BOCES will pay to ASSOCIATION:

A. the fees forth in Exhibit B for any and all pre-existing member and nonmember school
districts that have contracted with BOCES prior to July 1, 2021 until such time as the ASSOCIATION is
advised by EMERALD of price increases which affect such pre-existing member and nonmember school
districts; and

B. the fees set forth in Exhibit C for any and all brand new member and nonmember
school districts executing agreements with BOCES after June 30, 2021.

If BOCES is paid less by the school districts than what is due for the Services for the applicable billing
period, then BOCES will pay to ASSOCIATION, in accordance with the timetable in the foregoing paragraph,
a pro rata portion of the fee based on how much the BOCES did receive from the school districts for the
applicable billing period, and will pay additional amounts as further payments on such overdue amounts are
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paid by the school districts. In the event that full payment is not rendered, the BOCES will owe no additional
amount to ASSOCIATION but the BOCES agrees that any component district that fails to forward the
necessary payments to the BOCES will lose its status as a consumer of the BoardDocs Platform. Following
the Term, ASSOCIATION agrees to provide advance notice of any price increases that may be necessary for
ASSOCIATION to maintain the quality of the Services or account for any upgrades in technology or systems
necessary to maintain the competitiveness of the Services.

3.  TERM AND TERMINATION

31 Term. Unless otherwise terminated by the parties in accordance with this Section,
the Term of this Agreement will commence as of July 1, 2021 and continue until June 30, 2022
(the “Term”). At the end of the Term, the BOCES will have the opportunity to cancel contract with
no penalty, upon written notification to ASSOCIATION.

This Agreement can be extended but any extension to the term of this Agreement must be
in the form of a written amendment to the Agreement and signed by both Parties at least thirty (30)
days prior to the expiration of the agreement.

32 Termination. Notwithstanding anything to the contrary in this Agreement, either
party, by written notice to the other party, may terminate this Agreement if the other party
materially breaches this Agreement, or if website accessibility issues preclude BOCES’ use of the
Application, if breach or website accessibility issues are not cured within thirty (30) days of
receiving written notice of such breach.

33 Survival. Notwithstanding anything to the contrary herein, Sections 2, 3, 4, and 5
(except for the licenses granted therein) will survive expiration or termination of this Agreement.

34 Upon Termination. Upon termination of this Agreement, BOCES will pay
ASSOCIATION all unpaid amounts then due to ASSOCIATION and will notify each school
district to pay all remaining payments by such school district with respect to the Services to
ASSOCIATION. BOCES will no longer be entitled to any payments for the Services, and will
remit to ASSOCIATION all payments received by it following termination. BOCES will cease all
marketing activities and other activities relating to the Services or the Application after the
termination. ASSOCIATION will offer all then-subscribed school districts the use of the then-
current version of the Application, on and subject to the ASSOCIATION’s then-current terms,
conditions and pricing. Upon ASSOCIATION’s request, BOCES will reasonably assist
ASSOCIATION in presenting such school districts with such offer (including, without limitation,
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providing information and participating in communications) and in securing the continued use of
the Services by the school districts that wish to continue such use.

4. DISPUTES
41 Management. If a dispute arises out of this Agreement, then the party raising such
dispute will notify the other, and the parties will cause their respective management representatives

to endeavor to settle such dispute within thirty (30) days following such notice.

42 Limitation of Claims. Neither party may bring or assert any claim, action or
proceeding relating to this Agreement more than one (1) year after such cause of action arose.

5. FORCE MAJEURE

ASSOCIATION will not be liable to BOCES for any delay or failure to perform any
provision of this Agreement (other than failures to make payments required under Section 3 hereof)
to the extent such delay or failure to perform is caused by an event beyond the reasonable control
of such party, including, without limitation, an act of God; flood; riot; fire; explosion; judicial or
governmental act; terrorism; military act; strike or lockout; third party act or omission; failure of
utility or telecommunications facilities; virus, worm, trojan horse or other code, command, file or
program designed to interrupt, destroy or limit the functionality of any software, hardware or
equipment; Internet slow-down or failure; lightning or other weather condition or event.

6. MISCELLANEOUS

61 Severability. If any one or more of the provisions in this Agreement or any
application of such provision is held to be invalid, illegal or unenforceable in any respect by a
competent tribunal, the validity, legality and enforceability of the remaining provisions of this
Agreement and all other applications of the remaining provisions will not in any way be affected
or impaired by such invalidity, illegality or unenforceability.

62 Contractors and Assignment. The ASSOCIATION may use one or more
subcontractors to provide some or all of the Services under this Agreement. Neither party may
assign all or part of this Agreement without the other’s prior written consent (not to be
unreasonably withheld). This Agreement will be binding upon and will inure to the benefit of the
parties, their successors and permitted assigns.

63 Choice of Law. This Agreement will be governed by the laws of the State of New
York.
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64 Notices. Any notice, authorization, consent or other communication required or
permitted hereunder will be made in writing and will be sent to the addresses set forth in the
signature blocks below (unless such address is changed through written notice to the other party).

65 Independent Contractor. The parties acknowledge and agree that in the performance
of their respective duties and obligations hereunder, they are solely independent contractors of
each other, and neither party will represent that an employer/employee, partnership, joint venture,
or agency relationship exists between them, nor will either party have the power nor will it
represent that it has the power to bind the other party in any manner.

66 Counterparts. This Agreement may be executed in multiple counterparts, each of
which is deemed an original, but all of which together constitute one and the same instrument.

67 Headings and Exhibits. The headings in this Agreement are for convenience of
reference only and may not be referred to in the construction or interpretation of this Agreement.
The content and terms of all Exhibits are by this reference incorporated into this Agreement.

68 Interpretation. This Agreement will not be construed more strongly against any
party, it being agreed that this Agreement was fully negotiated by both parties.

69 Entire Agreement. This Agreement constitutes the entire agreement between the
parties with respect to the subject matter hereof, and supersedes any prior statement or writing not
a part of this Agreement, and neither party will be bound by any prior or contemporaneous
representation, statement, promise, warranty, covenant, or agreement pertaining thereto unlessset
forth in this Agreement. If there is a conflict between the terms and conditions of this Agreement
and those of any Exhibit, the terms and conditions of this Agreement control over those of the
Exhibit. However, to the extent possible, the parties will construe the terms and conditions of this
Agreement and the Exhibits as complementary to each other.

610  Amendments and Waiver. No amendment of this Agreement and no consent
pertaining hereto will be effective unless in writing signed by both parties. No waiver will be valid
unless signed by the party granting such waiver.

611  Complimentary LT Version. By this Agreement, the ASSOCIATION agrees to
provide the BOCES one complimentary copy of BoardDocs LT for its internal use during the term
of this Agreement. In the event that the BOCES desires to acquire the BoardDocs Pro version, the
ASSOCIATION agrees to provide it for the difference in price between LT and Pro.

612  Complimentary Pro Version. In the event that the BOCES secures and maintains
thirty percent (30%) of their component districts as subscribers, the ASSOCIATION agrees to
upgrade the BOCES complimentary BoardDocs LT version to a BoardDocs Pro version for its
internal use during the term of this Agreement.
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613  Pre-implementation Training. The BOCES agrees to provide any and  all pre-
implementation training on devices (i.e., tablets, laptops, etc.) to component school district users.

IN WITNESS WHEREOF, the authorized representatives of the parties have signed this
Agreement as of the Effective Date.

Broome-Tioga Board of Cooperative New York State School Boards Association
Educational Services (BOCES) (NYSSBA)

Nt B\ | M\/\/L/k/vu W N Ulewar

ﬁthorized Signaturé/ ) Authorized Signature

Kristina M. Oliver, CPA

John D. Harvey, Chief Operating Officer ; ; .
Chief Financial Officer

Printed Name and Title Printed Name and Title
4151
Date: j / Date:  June25,2021
Address: 435 Glenwood Road Address: 24 Century Hill Drive, Suite 200
Binghamton, NY 13905 Latham, NY 12110-2116
Phone: Phone: 518.783.0200
Fax: Fax: 518.783.0211
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EXHIBIT A

Services and Application Description

BoardDocs Pro is a service that provides governance organizations a quick and easy way to manage
documents associated with Governance. The result is a document workflow and information solution that
provides for the electronic collection, management and distribution of governance documents. BoardDocs
Pro Service includes:

BoardDocs Board Management Solution for Unlimited Users

BoardDocs Policy Services Development and Publication Solution

BoardDocs Library with Support for Events, News, Board Goals and Board Member Pages
Integrated Board Goals Management and Tracking

Development, Publication and Tracking of Strategic Plan

Separate, Customizable Packets for the Board, Staff and Public

Private Document Annotations for Governing Body Members

Advanced Document Workflow with Support for Unlimited Number of Document Submitters
Customizable Approval Trees and Collaborative Annotations

Meeting Control Panel (MCP) to Display and Record all Board Actions During the Meeting
On-line or Manual Voting with Support for Virtually Any Type of Vote

Automated Minutes Generation and Release

“Follow Me” so Governing Body Members Will Never Get Lost

Automated Public ScoreBoard with Voting Results and Speaker Timers

Customizable email Notifications

100% Web-based for access from Windows, Macintosh, Linux and iPad devices

Integrated Audio Player - Listen to Meetings Indexed by Agenda Item

Meeting Video Simplifies the Task of Managing and Associating Videos for Private or Public
Meetings

Access to BoardDocs MetaSearch

Search Functionality for Consolidated Searches on Any Content

7 x 24, Secure, Power-redundant Hosting with Daily Backups

Up to 20 Years of History with DVD Archiving of Data beyond 20 Years

User and Security Administration via BoardDocs Manager

XML Capabilities to Dynamically Drive BoardDocs Data Into Your Organization’s Website
Social Sharing via Twitter, Facebook and Email

No Extra Charge On-site Training

7 x 24, Toll-free, US-based End-user Technical Support

No Extra Charge for Customization

Access to All Software Enhancements, Including Version Updates and Fixes for the Term of the
Agreement

BoardDocs Pro Plus has all of the BoardDocs Pro features listed above, and it supports multiple groups
such as Boards, Administrative teams, Committees, etc., of the BoardDocs product.





BoardDocs LT is a service for smaller organizations looking to implement a simple paperless meeting
solution on a budget. BoardDocs LT has been designed for organizations that need a paperless meeting
solution that provides the power of BoardDocs Pro, without all of the features larger organizations need.
BoardDocs LT includes:

BoardDocs Board Management Solution for Unlimited Number of Users

User-customizable, Cloud-based Publishing Interface

BoardDocs Policy Services Development and Publication Solution, support for Web-based Policy
Solutions

Newly Refreshed Hardware Infrastructure with Redundant High-speed Internet Access

Ability to Edit and Attach Minutes to a Meeting

Access to BoardDocs MetaSearch for Procurement on a National Basis, Policy Research and More
Attach Virtually Any Type of Document to Agenda Items

On-site Training and 7 x 24, Toll-free, US-based Technical Support

Meeting Video Simplifies the Task of Managing and Associating Videos for Private or Public
Meetings

Integrated Audio Player - Listen to Meetings Indexed by Agenda Item

Search Functionality for Consolidated Searches on Any Content

Create and Save Draft Meetings

Create and Publish Administrative and Executive Level Content

Granular Ability to Withhold Sensitive Information from the Public

User and Security Administration via BoardDocs Manager

Social Sharing via Twitter, Facebook and Email

XML Capabilities to Dynamically Drive BoardDocs Data Into Your Organization’s Website
100% Web-based for access from Windows, Macintosh, Linux and iPad

7 x 24, Secure, Power-redundant Hosting with Daily Backups

Single Source, Secure Document Database Technology

Up to 20 Years of History with DVD Archiving of Data beyond 20 Years

Customized Printing of Agendas, Agenda Items and Meeting Packets

Access to All Software Enhancements, Including Version Updates and Fixes for the Term of the
Agreement

BoardDocs LT Plus has all of the BoardDocs LT features listed above, and it supports multiple groups
such as Boards, Administrative teams, Committees, etc., of the BoardDocs product.





EXHIBIT B

FEE SCHEDULE*

e Non-recurring implementation fee for each new
ASSOCIATION Member or Non-Member DIStriCt.......cc.coererierieieirininineniceieeeeececeeseees $1,000

e BoardDocs Pro ASSOCIATION Member District recurring
ANNUAL TEE PET AISTIICT ...eevvivieiieciieeieie ettt ettt sttt et et et e e e be e st ebesseessesessaessesseessessenssans $9,000

e BoardDocs Pro ASSOCIATION Non-Member District recurring
ANNUAL TE€ PET AISTIICT ...ecvviticiieiicteet ettt ettt et ettt et et e te et e st e eraebeereeasesteeaseseereennas $12,000

e BoardDocs Plus for Pro ASSOCIATION Member District recurring
ANNUAL TEE PET AISTIICT ...veeuvietieiieitie ettt ettt ettt ettt e st sateeteeteesbeesaeesnseenbeenseenseenes $17,500

e BoardDocs Plus for Pro ASSOCIATION Non-Member District recurring
ANNUAL TEE PET AISTIICT ...eeeutieiieiieitie ettt ettt sttt et e e bt e sbeesaeesnteeabeenseeseenaes $21,000

e BoardDocs LT ASSOCIATION Member District recurring
ANNUAL TEE PET AISTIICT ...eivviviiiecticeicie ettt ettt ettt et te et st e e e e b e stee s e beesaessesreenseseeesnans $2,700

e BoardDocs LT ASSOCIATION Non-Member District recurring
ANNUAL TEE PET AISTIICT ...eevvieieiertieiieie ettt ettt ettt ettt et e ste e e e seestebesseenseseesaesseeseensesseennans $3,300

e BoardDocs Plus for LT ASSOCIATION Member District recurring
ANNUAL TEE PET ISTIICT ...eovvivieeiiciieeieti ettt ettt ettt et ettt etae st e e ebesteess e beesaessesseensesseesnans $5,900

e BoardDocs Plus for LT ASSOCIATION Non-Member District recurring
ANNUAL T PET AISTIICT ...eevvetieieetieeieie ettt ettt ettt et e te e st e sbesseeneesseesaessesneensesseennans $6,700

*Prices in this fee schedule will remain constant throughout the term of this agreement unless the Association
experiences a fee increase from Emerald Data Solutions, Inc., at which point the BOCES will be responsible
for paying such fee increases.





EXHIBIT C

FEE SCHEDULE*

e Non-recurring implementation fee for each new
ASSOCIATION Member or Non-Member DIStriCt.......cc.coererierieieirininineniceieeeeececeeseees $1,000

e BoardDocs Pro ASSOCIATION Member District recurring
ANNUAL TEE PET ISTIICT ...evvetieeieiiciiet ettt sttt ettt et ettt e e ste et e b e steesaessesseessenseessessenseeneas $11,000

e BoardDocs Pro ASSOCIATION Non-Member District recurring
ANNUAL TEE PET AISTIICT ...ecvviviciiiiictiee ettt ettt ettt et e e et e st e eraebeere e s e teeaneseereennas $12,000

e BoardDocs Plus for Pro ASSOCIATION Member District recurring
ANNUAL TEE PET AISTIICT ...ueeuvieiieiieitie ettt ettt e st sateete e beesbeesaeessteenseenseeseennes $19,500

e BoardDocs Plus for Pro ASSOCIATION Non-Member District recurring
ANNUAL TEE PET AISTIICT ...eeeutieiiieiieiie ettt ettt et e b e sbeesaeesateeabeenseeneennes $21,000

e BoardDocs LT ASSOCIATION Member District recurring
ANNUAL TEE PET AISTIICT ...eovviviiiictieeicie ettt ettt ettt te b e st e e ebeste e s e beesaesseaseensesseesnans $3,000

e BoardDocs LT ASSOCIATION Non-Member District recurring
ANNUAL TEE PET AISTIICT ...eevvitieieetieeieie ettt ettt ettt ettt et et et e se e st ebesseenseseesaessesseensessennnans $3,300

e BoardDocs Plus for LT ASSOCIATION Member District recurring
ANNUAL TEE PET AISTIICT ....ovvivieieitieeieie ettt ettt ettt ae st e et e b e steess e beeraessesseensesseesnans $6,200

e BoardDocs Plus for LT ASSOCIATION Non-Member District recurring
ANNUAL T PET AISTIICT ...eevvitieieetieeieie ettt ettt ettt ettt et e te e st esbe s st ensesseesaessesneensesseennans $6,700

*Prices in this fee schedule will remain constant throughout the term of this agreement unless the Association
experiences a fee increase from Emerald Data Solutions, Inc., at which point the BOCES will be responsible
for paying such fee increases.
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Amendment to Master License and Service Agreement

This Extension No. 1 (this “Amendment”) to the Master License and Service Agreement dated as
of October 19, 2020 (the “Agreement”), by and between Clever Inc., a Delaware corporation (“Vendor”),
having its principal offices at 585 Market Street, Suite 1850, San Francisco, CA 94105; and the Board of
Cooperative Educational Services for the First Supervisory District, Erie County (“Customer™), having its
principal offices at 355 Harlem Road, West Seneca, NY 14224. This Amendment is effective as of the date
last signed below (the “Amendment Effective Date”). Unless otherwise stated in this Amendment, all terms
not otherwise defined herein shall have the meanings ascribed to them in the Agreement.

WHEREAS the Parties hereto desire to extend the term of the Agreement for a renewal term on the terms
and subject to the conditions set forth herein.

NOW, THEREFORE, in consideration of the mutual covenants, terms and conditions set forth
herein, and for other good and valuable consideration, the receipt and sufficiency of which are hereby
acknowledged, the Parties agree as follows:

1. Renewal of Agreement Term.

11 The Initial Term shall be extended for a three-year Renewal Term, commencing on July 1,
2023 and continuing until 11:59pm June 30, 2026. The Term may be extended for two remaining successive
renewal terms of three (3) years by mutual execution by the Parties of either a written Amendment to the
Agreement or a new Agreement.

2. Miscellaneous.

2.1 Except as expressly provided in this Amendment, all of the terms and provisions of the
Agreement are and will remain in full force and effect and are hereby ratified and confirmed by the Parties.
On and after the Amendment Effective Date, each reference in the Agreement or any Order Form to “this
Agreement,” “the Agreement,” “hereunder,” “hereof,” “herein,” or words of like import will mean and be
a reference to the existing Agreement as amended by this Amendment.

2.2 This Amendment shall inure to the benefit of and be binding upon each of the Parties and
each of their respective permitted successors and permitted assigns.

2.3 The headings in this Amendment are for reference only and do not affect the interpretation
of this Amendment.

24 This Amendment may be executed in counterparts, each of which is deemed an original,
but all of which constitute one and the same agreement.

[SIGNATURE PAGE FOLLOWS]
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IN WITNESS WHEREOF, the Parties have caused this Amendment to be executed by their duly authorized
representatives as of the dates set forth below.

CLEMVERsIgNGhy: ERIE1R(GES,:

oy Wendy \Qg‘* By: | James Fropludte

60943608277

~——UAEBSEED7ZB74AB. ..

wendy Yu James Fregelette

Name: Name:

Title: Head of Legal and Privacy Title: EXec Director
4/26/202

Date:4/26/2023 Date: /26/2023
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		Amendment to Master License and Service Agreement

		1. Renewal of Agreement Term.

		1.1 The Initial Term shall be extended for a three-year Renewal Term, commencing on July 1, 2023 and continuing until 11:59pm June 30, 2026. The Term may be extended for two remaining successive renewal terms of three (3) years by mutual execution by ...



		2. Miscellaneous.

		2.1 Except as expressly provided in this Amendment, all of the terms and provisions of the Agreement are and will remain in full force and effect and are hereby ratified and confirmed by the Parties. On and after the Amendment Effective Date, each ref...

		2.2 This Amendment shall inure to the benefit of and be binding upon each of the Parties and each of their respective permitted successors and permitted assigns.

		2.3 The headings in this Amendment are for reference only and do not affect the interpretation of this Amendment.

		2.4 This Amendment may be executed in counterparts, each of which is deemed an original, but all of which constitute one and the same agreement.
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Amendment to Master License and Service Agreement

This Extension No. 1 (this “Amendment”) to the Master License and Service Agreement dated as
of October 19, 2020 (the “Agreement”), by and between Clever Inc., a Delaware corporation (“Vendor”),
having its principal offices at 585 Market Street, Suite 1850, San Francisco, CA 94105; and the Board of
Cooperative Educational Services for the First Supervisory District, Erie County (“Customer™), having its
principal offices at 355 Harlem Road, West Seneca, NY 14224. This Amendment is effective as of the date
last signed below (the “Amendment Effective Date”). Unless otherwise stated in this Amendment, all terms
not otherwise defined herein shall have the meanings ascribed to them in the Agreement.

WHEREAS the Parties hereto desire to extend the term of the Agreement for a renewal term on the terms
and subject to the conditions set forth herein.

NOW, THEREFORE, in consideration of the mutual covenants, terms and conditions set forth
herein, and for other good and valuable consideration, the receipt and sufficiency of which are hereby
acknowledged, the Parties agree as follows:

1. Renewal of Agreement Term.

11 The Initial Term shall be extended for a three-year Renewal Term, commencing on July 1,
2023 and continuing until 11:59pm June 30, 2026. The Term may be extended for two remaining successive
renewal terms of three (3) years by mutual execution by the Parties of either a written Amendment to the
Agreement or a new Agreement.

2. Miscellaneous.

2.1 Except as expressly provided in this Amendment, all of the terms and provisions of the
Agreement are and will remain in full force and effect and are hereby ratified and confirmed by the Parties.
On and after the Amendment Effective Date, each reference in the Agreement or any Order Form to “this
Agreement,” “the Agreement,” “hereunder,” “hereof,” “herein,” or words of like import will mean and be
a reference to the existing Agreement as amended by this Amendment.

2.2 This Amendment shall inure to the benefit of and be binding upon each of the Parties and
each of their respective permitted successors and permitted assigns.

2.3 The headings in this Amendment are for reference only and do not affect the interpretation
of this Amendment.

24 This Amendment may be executed in counterparts, each of which is deemed an original,
but all of which constitute one and the same agreement.
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IN WITNESS WHEREOF, the Parties have caused this Amendment to be executed by their duly authorized
representatives as of the dates set forth below.

CLEMVERsIgNGhy: ERIE1R(GES,:

oy Wendy \Qg‘* By: | James Fropludte

60943608277

~——UAEBSEED7ZB74AB. ..

wendy Yu James Fregelette

Name: Name:

Title: Head of Legal and Privacy Title: EXec Director
4/26/202

Date:4/26/2023 Date: /26/2023
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		Amendment to Master License and Service Agreement

		1. Renewal of Agreement Term.

		1.1 The Initial Term shall be extended for a three-year Renewal Term, commencing on July 1, 2023 and continuing until 11:59pm June 30, 2026. The Term may be extended for two remaining successive renewal terms of three (3) years by mutual execution by ...



		2. Miscellaneous.

		2.1 Except as expressly provided in this Amendment, all of the terms and provisions of the Agreement are and will remain in full force and effect and are hereby ratified and confirmed by the Parties. On and after the Amendment Effective Date, each ref...

		2.2 This Amendment shall inure to the benefit of and be binding upon each of the Parties and each of their respective permitted successors and permitted assigns.

		2.3 The headings in this Amendment are for reference only and do not affect the interpretation of this Amendment.

		2.4 This Amendment may be executed in counterparts, each of which is deemed an original, but all of which constitute one and the same agreement.
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EXHIBIT A
DATA PRIVACY AND SECURITY TERMS AND CONDITIONS
for the Master Agreement between
City School District of The City of Niagara Falls{"District”) and Sybersort

{“Vendor”)

(collectively the “Parties”) Te<lhwo L@c-iue s bna.

WHEREAS, the District and Vendor are parties to a contract or ather written
Agreement for purposes of providing certain products or services to the District (“Master
Agreement”); and

WHEREAS, Education Law §2-d and Part 121 of the Regulations of the
Commissioner of Education (collectively referred to as “Section 2-d"} require the Parties
to have certain terms and conditions governing the privacy and security of certain data
the Vendor will receive pursuant to the Master Agreement; and

WHEREAS, the Parties are desirous to set forth such terms and canditions in
this Exhibit to the Master Agreement;

NOW THEREFORE, in consideration of the mutual promises set farth in the
Master Agreement, the Parties agree to the foliowing terms and conditions.

A. DEFINITIONS

1. "Student Data" means personally identifiable infermation froam the student
records of the District that Vendor receives pursuant to the Master Agreement.

2. “Teacher ar Principal Data” means personally identifiable information from
the records of the District relating to the annual professional performance reviews of
classroom teachers or principals that is confidential and not subject to release under
Education Law §§ 3012-c and 3012-d that Vendor receives pursuant to the Master
Agreement.

3. “Protected Data” means Student Data and/or Teacher or Principal Data,
as defined above.

B. PURPOSE

1 Pursuant to the Master Agreement, the Vendor will receive Protected Data
from the District for purposes of providing certain products ar services to the District.

2. To the extent that any terms contained in the Master Agreement, or any
terms contained in any other Exhibit(s) attached to and made a part of the Master
Agreement, conflict with these Terms and Conditions , these Terms and Conditions will
apply and be given effect. In addition, in the event that Vendor has ontine or written
Privacy Policies or Terms of Service (collectively, “TOS") that would otherwise be
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applicable to its customers or users of the products or services that are the subject of
the Master Agreement between the District and Vendor, these Terms and Conditions
shall supersede any conflicting terms of the TOS,

C. DATA SHARING AND CONFIDENTIALITY

1. Vendor Acknowledgments

i. Vendor acknowledges that the Protected Data it receives pursuant
to the Master Agreement originates from the District and that this Protected Data
belongs to and is owned by the District.

ii. Vendor will maintain the confidentiality of the Protected Data it
receives in accordance with federal and state {aw {including but not limited to
Section 2-d) and will comply with the District’s policy on data privacy and
security. The District will provide Vendor with a copy of its policy on data privacy
and security upon request.

2. Vendagr's Data Privacy and Security Plan

i. Vendor will implement all state, federal, and local data privacy and
security requirements and such requirements contained within the Master
Agreement and these Terms and Conditiens including but not limited to the
requirements set forth in the Parents’ Bill of Rights and the Supplemental
Information set forth below, cansistent with the District’s data privacy and security
policy.

ii. Vendor will have specific administrative, operational and technical
safeguards and practices in place to protect Protected Data that it receives from
the District under the Master Agreement.

iii. Vendor has provided or will provide training on the federal and state
laws governing confidentiality of Protected Data for any of its officers or
employees or assignees, if applicable, who will have access to Protected Data,
prior to receiving access.

iv. If Vendor uses any subcontractor(s), Vendor will require such
subcontractor(s) or ather authorized persons or entities to whom it may disclose
Protected Data to execute written agreements acknowledging that the data
protection obligations imposed on Vendor by state and federal law, the Master
Agreement, and these Terms and Conditions shall apply to the subcontractor.

v. Vendor will follow certain procedures for the return, transition,
deletion, and/or destruction of Protected Data upon termination, expiration or
assignment (to the extent authorized) of the Master Agreement as set forth in
detail in the Supplemental Information below.

vi. Vendor will manage data privacy and security incidents that
implicate Protected Data and will develop and implement plans to identify
breaches or unauthorized disclosures. Vendor will provide prompt notification to

)
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the District of any breaches or unauthorized disclosures of Protected Data in
accordance with the provisions of Section 3 herein.

3. Notification of Breach or Unauthorized Release

With respect to any breach or unauthorized release of Protected Data, including
any breach or unauthorized release of Protected Data by Vendor’s assignees or
subcontractors, Vendor acknowledges and agrees to the following:

i. Vendor will promptly notify the District of any breach or

unautharized release of Protected Data, in the mast expedient way possible and
without unreasonable delay, but no more than seven (7) calendar days after
Vendor has discovered or been informed of the breach or unauthorized release.

il. Vendor will provide such notification to the District by contacting the
Data Protection Officer directly by email at NRuffolo@NFSchoals.net or by calling
716-278-5860.

jil. Vendor will cooperate with the District and provide as much

information as possible directly to the Data Protection Officer or his/her designee
about the incident, including but not limited to: a list of users impacted, a
description of the incident, the date of the incident, the date Yendor discovered or
was informed of the incident, a description of the types of Protected Data
involved, an estimate of the number of records affected, the schools within the
District affected, what the Vendor has done or plans to do to investigate the
incident, stop the breach and mitigate any further unauthorized access or release
of Protected Data, and confact information for Vendor representatives who can
assist affected individuals that may have additional questions.

iv. Vendor acknowledges that upon initial notification from Vendor, the
District has an obligation under Section 2-d to in turn notify the Chief Privacy
Officer in the New York State Education Department (“CPO”). Vendor agrees not
to provide such notification to the CPO directly unless requested by the District or
otherwise required by law. In the event the CPO contacts Vendor directly or
requests more information from Vendor regarding the incident after having been
initially informed of the incident by the District, Vendor will promptly inform the
Data Protection Officer or his/her designee.

V. Vendor will cooperate with the District and law enforcement to
protect the integrity of investigations into the breach or unauthorized reiease of
Protected Data,.

vi. Vendor will pay for or promptly reimburse the District for the full

cost of notification, in the event the District is required under Section 2-d to notify
affected parents, students, teachers or principals of a breach or unauthorized
release of Protected Data attributed to Vendor, its subcontractors or assignees.






4. Additional Statutory and Regulatory Obligations

Vendor acknowledges additional obligations under Section 2-d and that any

failure to fulfill one or more of these statutory or regulatory obligations will be deemed a
breach of the Master Agreement and these Terms and Conditions. Vendar
acknowledges and agrees to the following:

i. To limit internal access to Protected Data to only those employees
or subcontractors that need access to the Protected Data in order to assist
Vendor in fulfilling one or more of its ebligations to the District under the Master
Agreement,

ji. To not use Protected Data for any purposes not explicitly
authorized in the Master Agreement or these Terms and Conditions.

iii. To not disclose any Protected Data to any other party, except for
authorized employees, subcontractors, or assignees of Vendor using the
information to carry out Vendor's obligations to the District and in compliance
with state and federal law, regulations and the terms of the Master Agreement,
unless;

a. the parent or eligible student provided prior written consent;
ar

b. the disclosure is required by statute or court order and notice
of the disclosure is provided to the District no later than the time of
disclosure, unless such notice is expressly prohibited by the statute or
court order,

iv. To maintain reasonable administrative, technical, and physical
safeguards to protect the security, confidentiality, and integrity of Protected Data
in its custody.

V. To use encryption to protect Protected Data in its custody while in
mation and at rest, using a technology or methodology specified or permitted by
the Secretary of the U.5. Department of Health and Human Services in guidance
issued under Section 13402(H){2) of Public Law 111-5.

vi. To adopt technologies, safeguards and practices that align with the
U.5. Department of Commerce National Institute for Standards and Technology
Framework for Improving Critical Infrastructure Cybersecurity, “NIST
Cybersecurity Framework” (Version 1.1).

vii. To not sell Protected Data nor use or disclose it for any marketing
or commercial purpose or facilitate its use or disclosure by any other party for
any marketing or commercial purpose or permit another party to do so.






D. PARENTS' BILL OF RIGHTS AND SUPPLEMENTAL INFORMATION
1. Parents’ Bill of Rights

Vendor acknowledges and agrees that the District’s Parents’ Bill of Rights as set
forth herein and as posted on the District’s website is incorporated into these Terms and
Conditions.

PARENTS' BILL OF RIGHTS FOR DATA PRIVACY AND SECURITY

City School District of The City of Niagara Falls is committed to protecting the
privacy and security of student data and teacher and principal data. In accordance
with New York Education Law Section 2-d and its implementing regulations, the
District informs the school community of the following:

1} A student’s personally identifiable information cannot be sold or released
for any commercial purposes.

2) Parents have the right to inspect and review the complete contenis of
their child's education record.

3) State and federal laws protect the confidentiality of personally identifiable
information, and safeguards associated with industry standards and best
practices, including but not limited to encryption, firewalls, and password
pratection, must be in place when data is stored or transferred.

4) A complete list of all student data elements collected by New York State is
available for puhlic review at the following website
hiip://www.nvsed.gov/data-privacy-security/student-data-inventory or by
writing to the Office of Information and Reporting Services, New York

State Education Department, Room 865 EBA, B9 Washington Avenue,
Albany, New York 12234,

5) Parents have the right to have complaints about possible breaches of
student data addressed. Complaints should be directed in writing to
Privacy Complaint, Chief Privacy Officer, New York State Education
Department, B9 Washington Avenue, Albany, New York 12234,
Complaints may also be submitted using the form available at the
following website
hitp://www.nysed.zav/data-privacy-security/report-improper-disclosure
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APPENDIX

Supplemental Infermation Regarding Third-Party Contractors

In the course of complying with its obligations under the law and providing
educational services to District residents, the City School District of the City of Niagara Falls
has entered into agreements with certain third-party contractors. Pursuant to these
agreements, third-party contractors may have access to “student data" and/or
"teacher or principal data," as those terms are defined by law and regulation.

For each contract or other written agreement that the District enters into
with a third-party contractor where the third-party contractor receives student data
or teacher or principal data from the District, the following supplemental
information will be included with this Bill of Rights:

1} The exclusive purposes for which the student data or teacher or principal
data will be used by the third-party contractor, as defined in the contract;

2} How the third-party contractor will ensure that the subcontractors, or
other authorized persons or entities to whom the third-party contractor
will disclose the student data or teacher or principal data, if any, will abide
by all applicable data protection and security requirements, including but
not limited to those outlined in applicable laws and regulations (e.g.,
FERPA; Education Law Section 2-d);

3) The duration of the contract, including the contract’s expiration date, and
a description of what will happen to the student data or teacher or
principal data upon expiration of the contract or other written agreement
(e.g., whether, when, and in what format it will be returned to the
District, and/ar whether, when, and how the data will be destroyed);

4} If and how a parent, student, eligible student, teacher, or principal may
challenge the accuracy of the student data or teacher or principal data
that is collected;

5} Where the student data or teacher or principal data will be stored,
described in a manner as to protect data security, and the security
pratections taken to ensure the data will be protected and data privacy
and security risks mitigated; and

6) Address how the data will be protected using encryption while in motion
and at rest.

2. Supplemental nformation

i The exclusive purpose for which Protected Data will be used is site
licenses to VENDOR . Vendor will not use the Protected Data for any other purposes not explicitly
authorized herein orwithin the Master Agreement.
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ii. in the event that Vendor engages subcontractors ar other
authorized persons or entities (“Subcontractors”) to perform one or more of its
obligations under the Master Agreement (including hosting of the Protected
Data), Vendor will require Subcontractors to execute legally binding agreements
acknowledging and agreeing to comply with all applicable data protection,
privacy and security requirements required of Vendor under the Master
Agreement, these Terms and Conditions, and applicable state and federal law
and regulations.

iiif, The Master Agreement commences on July 1, 2020 and expires on
June 30, 2021. Upon expiration of the Master Agreement without renewal, or
upon termination of the Master Agreement prior Lo its expiration, Vendor will
{select all that appiy):
JZ Securely delete or otherwise destroy all Protected Data - &
remaining in the possession of Vendor or any of its Subcontractors. (<. e _;‘:\/‘—‘z’
\,ﬁ Assist the District in exporting and returning all Protected Data WL Customen’
previously received to the District in such formats as may be disyv Cji')
reguested by the District,
Ccmtact the District requesting instruction for the deletion or
return of all Protected Data.

In the event the Master Agreement is assigned to a successor Vendor (to

the extent authorized by the Master Agreement), the Vendor will cooperate with
the District as necessary to transition Protected Data ta the successor Vendor
prior to deletion.

Neither Vendor nor any Subcantractors will retain any Protected Data,
copies, summaries or extracts of the Protected Data, or any de-identified
Pratected Data, on any storage medium whatsoever. Upon request, Vendor
and/or Subcontractors will provide the District with a certification from an
appropriate officer that these requirements have been satisfied in full.

iv. Parents or eligible students can challenge the accuracy of any
Protected Data in accordance with the District’s procedures for requesting
amendment of education records under the Family Educational Rights and
Privacy Act (FERPA). Teachers or principals may request to challenge the
accuracy of APPR data provided to Vendor by following the appeal process in
the District’s applicable APPR Plan.

v, Any Protected Data will be stored on systems maintained by
Vendor, or Subcontractor{s} under the direct control of Vendor, in a secure data
center facility. The measures that Vendor (and, if applicable, Subcontractor{s))
will take to protect Protected Data include adoption of technologies, safeguards
and practices that align with the U.S. Department of Commerce National Institute
for Standards and Technology Framework for Improving Critical Infrastructure
Cybersecurity, “NIST Cybersecurity Framework” (Version 1.1) and safeguards
associated with industry standards and best practices including, but not limited
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to, disk encryption, file encryption, firewalls, and password protection.

Vi. Vendor (and, if applicable, Subcontractor(s)) will use encryption ta
protect Protected Data in its custody while in motion and at rest, using a
technology or methodalogy specified or permitted by the Secretary of the U.S.
Department of Health and Human Services in guidance issued under Section
13402(H)(2) of Public Law 111-5.

3. Posting
In accordance with Section 2-d, the District will publish the Parents’ Bill of Rights

and Supplemental Information from these Terms and Conditions on its website. The
District may redact the Parents’ Bill of Rights and Supplemental Information to the
extent necessary to safeguard the privacy and/or security of the District’s data and/or
technology infrastructure,
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IN WITNESS WHEREOF, the Parties have indicated their acceptance of these Terms
and Conditions including the Parents’ Bill of Rights and Supplemental Information by
their sighatures below on the dates indicated.

BY THE VENDOR:
Sybersott Technologies, Bhaskal Tatel

Name (Print) e —

Signature
ice f)r‘ésmlmo}-

Title
07~ 08 20221

Date

BY THE DISTRICT:
Nicholas I, Ruffolo
Name (Print)
R pa ’ N
Signature
Teacher on Special Assignment (Information Services)
Title

12/21/2020

Date






Exhibit B
Daes your praduct or service utilize a clickwrap or clickthrough agreement? Yes or No
Are there any advertisements on your product? ¥es-Na
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EXHIBIT A
DATA PRIVACY AND SECURITY TERMS AND CONDITIONS
for the Master Agreement between

City School District of The City of Niagara Falls(“District”) and CopierFax Business Technologies

(“Vendor”)
(collectively the “Parties”)

WHEREAS, the District and Vendor are parties to a contract or other written
Agreement for purposes of providing certain products or services to the District (“Master
Agreement”); and

WHEREAS, Education Law §2-d and Part 121 of the Regulations of the
Commissioner of Education (collectively referred to as “Section 2-d”) require the Parties
to have certain terms and conditions governing the privacy and security of certain data
the Vendor will receive pursuant to the Master Agreement; and

WHEREAS, the Parties are desirous to set forth such terms and conditions in
this Exhibit to the Master Agreement;

NOW THEREFORE, in consideration of the mutual promises set forth in the
Master Agreement, the Parties agree to the following terms and conditions.

A. DEFINITIONS

1. "Student Data" means personally identifiable information from the student
records of the District that Vendor receives pursuant to the Master Agreement.

2. “Teacher or Principal Data” means personally identifiable information from
the records of the District relating to the annual professional performance reviews of
classroom teachers or principals that is confidential and not subject to release under
Education Law §§ 3012-c and 3012-d that Vendor receives pursuant to the Master
Agreement.

3. “Protected Data” means Student Data and/or Teacher or Principal Data,
as defined above.

B. PURPOSE

1. Pursuant to the Master Agreement, the Vendor will receive Protected Data
from the District for purposes of providing certain products or services to the District.

2. To the extent that any terms contained in the Master Agreement, or any
terms contained in any other Exhibit(s) attached to and made a part of the Master
Agreement, conflict with these Terms and Conditions , these Terms and Conditions will
apply and be given effect. In addition, in the event that Vendor has online or written
Privacy Policies or Terms of Service (collectively, “TOS”) that would otherwise be
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applicable to its customers or users of the products or services that are the subject of
the Master Agreement between the District and Vendor, these Terms and Conditions
shall supersede any conflicting terms of the TOS.

C. DATA SHARING AND CONFIDENTIALITY

1. Vendor Acknowledgments

i. Vendor acknowledges that the Protected Data it receives pursuant
to the Master Agreement originates from the District and that this Protected Data
belongs to and is owned by the District.

ii. Vendor will maintain the confidentiality of the Protected Data it
receives in accordance with federal and state law (including but not limited to
Section 2-d) and will comply with the District’s policy on data privacy and
security. The District will provide Vendor with a copy of its policy on data privacy
and security upon request.

2. Vendor’s Data Privacy and Security Plan

i. Vendor will implement all state, federal, and local data privacy and
security requirements and such requirements contained within the Master
Agreement and these Terms and Conditions including but not limited to the
requirements set forth in the Parents’ Bill of Rights and the Supplemental
Information set forth below, consistent with the District’s data privacy and security

policy.

ii. Vendor will have specific administrative, operational and technical
safeguards and practices in place to protect Protected Data that it receives from
the District under the Master Agreement.

iii. Vendor has provided or will provide training on the federal and state
laws governing confidentiality of Protected Data for any of its officers or
employees or assignees, if applicable, who will have access to Protected Data,
prior to receiving access.

iv. If Vendor uses any subcontractor(s), Vendor will require such
subcontractor(s) or other authorized persons or entities to whom it may disclose
Protected Data to execute written agreements acknowledging that the data
protection obligations imposed on Vendor by state and federal law, the Master
Agreement, and these Terms and Conditions shall apply to the subcontractor.

v. Vendor will follow certain procedures for the return, transition,
deletion, and/or destruction of Protected Data upon termination, expiration or
assignment (to the extent authorized) of the Master Agreement as set forth in
detail in the Supplemental Information below.

vi. Vendor will manage data privacy and security incidents that
implicate Protected Data and will develop and implement plans to identify
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breaches or unauthorized disclosures. Vendor will provide prompt notification to
the District of any breaches or unauthorized disclosures of Protected Data in
accordance with the provisions of Section 3 herein.

3. Notification of Breach or Unauthorized Release

With respect to any breach or unauthorized release of Protected Data, including
any breach or unauthorized release of Protected Data by Vendor’s assignees or
subcontractors, Vendor acknowledges and agrees to the following:

i Vendor will promptly notify the District of any breach or

unauthorized release of Protected Data, in the most expedient way possible and
without unreasonable delay, but no more than seven (7) calendar days after
Vendor has discovered or been informed of the breach or unauthorized release.

ii. Vendor will provide such notification to the District by contacting the
Data Protection Officer directly by email at RGranieri@nfschools.net or by calling
716-286-4292.

iii. Vendor will cooperate with the District and provide as much

information as possible directly to the Data Protection Officer or his/her designee
about the incident, including but not limited to: a list of users impacted, a
description of the incident, the date of the incident, the date Vendor discovered or
was informed of the incident, a description of the types of Protected Data
involved, an estimate of the number of records affected, the schools within the
District affected, what the Vendor has done or plans to do to investigate the
incident, stop the breach and mitigate any further unauthorized access or release
of Protected Data, and contact information for Vendor representatives who can
assist affected individuals that may have additional questions.

iv. Vendor acknowledges that upon initial notification from Vendor, the
District has an obligation under Section 2-d to in turn notify the Chief Privacy
Officer in the New York State Education Department (“CPO”). Vendor agrees not
to provide such notification to the CPO directly unless requested by the District or
otherwise required by law. In the event the CPO contacts Vendor directly or
requests more information from Vendor regarding the incident after having been
initially informed of the incident by the District, Vendor will promptly inform the
Data Protection Officer or his/her designee.

V. Vendor will cooperate with the District and law enforcement to
protect the integrity of investigations into the breach or unauthorized release of
Protected Data.

vi. Vendor will pay for or promptly reimburse the District for the full

cost of notification, in the event the District is required under Section 2-d to notify
affected parents, students, teachers or principals of a breach or unauthorized
release of Protected Data attributed to Vendor, its subcontractors or assignees.
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4. Additional Statutory and Regulatory Obligations
Vendor acknowledges additional obligations under Section 2-d and that any

failure to fulfill one or more of these statutory or regulatory obligations will be deemed a

breach of the Master Agreement and these Terms and Conditions. Vendor
acknowledges and agrees to the following:

i To limit internal access to Protected Data to only those employees
or subcontractors that need access to the Protected Data in order to assist

Vendor in fulfilling one or more of its obligations to the District under the Master

Agreement.

ii. To not use Protected Data for any purposes not explicitly
authorized in the Master Agreement or these Terms and Conditions.

iii. To not disclose any Protected Data to any other party, except for
authorized employees, subcontractors, or assignees of Vendor using the
information to carry out Vendor’s obligations to the District and in compliance
with state and federal law, regulations and the terms of the Master Agreement,
unless:

a. the parent or eligible student provided prior written consent;
or

b. the disclosure is required by statute or court order and notice
of the disclosure is provided to the District no later than the time of
disclosure, unless such notice is expressly prohibited by the statute or
court order.

iv. To maintain reasonable administrative, technical, and physical

safeguards to protect the security, confidentiality, and integrity of Protected Data

in its custody.

V. To use encryption to protect Protected Data in its custody while in

motion and at rest, using a technology or methodology specified or permitted by

the Secretary of the U.S. Department of Health and Human Services in guidance
issued under Section 13402(H)(2) of Public Law 111-5.

vi. To adopt technologies, safeguards and practices that align with the
U.S. Department of Commerce National Institute for Standards and Technology
Framework for Improving Critical Infrastructure Cybersecurity, “NIST
Cybersecurity Framework” (Version 1.1).

vii. To not sell Protected Data nor use or disclose it for any marketing
or commercial purpose or facilitate its use or disclosure by any other party for
any marketing or commercial purpose or permit another party to do so.
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D. PARENTS’ BILL OF RIGHTS AND SUPPLEMENTAL INFORMATION
1. Parents’ Bill of Rights

Vendor acknowledges and agrees that the District’s Parents’ Bill of Rights as set
forth herein and as posted on the District’s website is incorporated into these Terms and
Conditions.

PARENTS' BILL OF RIGHTS FOR DATA PRIVACY AND SECURITY

City School District of The City of Niagara Falls is committed to protecting the
privacy and security of student data and teacher and principal data. In accordance
with New York Education Law Section 2-d and its implementing regulations, the
District informs the school community of the following:

1) A student's personally identifiable information cannot be sold or released
for any commercial purposes.

2) Parents have the right to inspect and review the complete contents of
their child's education record.

3) State and federal laws protect the confidentiality of personally identifiable
information, and safeguards associated with industry standards and best
practices, including but not limited to encryption, firewalls, and password
protection, must be in place when data is stored or transferred.

4) A complete list of all student data elements collected by New York State is
available for public review at the following website
http://www.nysed.gov/data-privacy-security/student-data-inventory or by
writing to the Office of Information and Reporting Services, New York

State Education Department, Room 865 EBA, 89 Washington Avenue,
Albany, New York 12234.

5) Parents have the right to have complaints about possible breaches of
student data addressed. Complaints should be directed in writing to
Privacy Complaint, Chief Privacy Officer, New York State Education
Department, 89 Washington Avenue, Albany, New York 12234.
Complaints may also be submitted using the form available at the
following website
http://www.nysed.gov/data-privacy-security/report-improper-disclosure
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APPENDIX

Supplemental Information Regarding Third-Party Contractors

In the course of complying with its obligations under the law and providing
educational services to District residents, the City School District of the City of Niagara Falls
has entered into agreements with certain third-party contractors. Pursuant to these
agreements, third-party contractors may have access to "student data" and/or
"teacher or principal data," as those terms are defined by law and regulation.

For each contract or other written agreement that the District enters into
with a third-party contractor where the third-party contractor receives student data
or teacher or principal data from the District, the following supplemental
information will be included with this Bill of Rights:

1) The exclusive purposes for which the student data or teacher or principal
data will be used by the third-party contractor, as defined in the contract;

2) How the third-party contractor will ensure that the subcontractors, or
other authorized persons or entities to whom the third-party contractor
will disclose the student data or teacher or principal data, if any, will abide
by all applicable data protection and security requirements, including but
not limited to those outlined in applicable laws and regulations (e.g.,
FERPA; Education Law Section 2-d);

3) The duration of the contract, including the contract’s expiration date, and
a description of what will happen to the student data or teacher or
principal data upon expiration of the contract or other written agreement
(e.g., whether, when, and in what format it will be returned to the
District, and/or whether, when, and how the data will be destroyed);

4) If and how a parent, student, eligible student, teacher, or principal may
challenge the accuracy of the student data or teacher or principal data
that is collected;

5) Where the student data or teacher or principal data will be stored,
described in a manner as to protect data security, and the security
protections taken to ensure the data will be protected and data privacy
and security risks mitigated; and

6) Address how the data will be protected using encryption while in motion
and at rest.

2. Supplemental Information

i The exclusive purpose for which Protected Data will be used is site
licenses to CopierFax Business Technologies . Vendor will not use the Protected Data for any other
purposes not explicitly authorized herein orwithin the Master Agreement.
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ii. In the event that Vendor engages subcontractors or other
authorized persons or entities (“Subcontractors”) to perform one or more of its
obligations under the Master Agreement (including hosting of the Protected
Data), Vendor will require Subcontractors to execute legally binding agreements
acknowledging and agreeing to comply with all applicable data protection,
privacy and security requirements required of Vendor under the Master
Agreement, these Terms and Conditions, and applicable state and federal law
and regulations.

iii. The Master Agreement commences on July 1, 2020 and expires on
June 30, 2021. Upon expiration of the Master Agreement without renewal, or
upon termination of the Master Agreement prior to its expiration, Vendor will
(select all that apply):
1 Securely delete or otherwise destroy all Protected Data

remaining in the possession of Vendor or any of its Subcontractors.

1 Assist the District in exporting and returning all Protected Data
previously received to the District in such formats as may be
requested by the District.

1 Contact the District requesting instruction for the deletion or
return of all Protected Data.

In the event the Master Agreement is assigned to a successor Vendor (to

the extent authorized by the Master Agreement), the Vendor will cooperate with
the District as necessary to transition Protected Data to the successor Vendor
prior to deletion.

Neither Vendor nor any Subcontractors will retain any Protected Data,
copies, summaries or extracts of the Protected Data, or any de-identified
Protected Data, on any storage medium whatsoever. Upon request, Vendor
and/or Subcontractors will provide the District with a certification from an
appropriate officer that these requirements have been satisfied in full.

iv. Parents or eligible students can challenge the accuracy of any
Protected Data in accordance with the District’s procedures for requesting
amendment of education records under the Family Educational Rights and
Privacy Act (FERPA). Teachers or principals may request to challenge the
accuracy of APPR data provided to Vendor by following the appeal process in
the District’s applicable APPR Plan.

V. Any Protected Data will be stored on systems maintained by
Vendor, or Subcontractor(s) under the direct control of Vendor, in a secure data
center facility. The measures that Vendor (and, if applicable, Subcontractor(s))
will take to protect Protected Data include adoption of technologies, safeguards
and practices that align with the U.S. Department of Commerce National Institute
for Standards and Technology Framework for Improving Critical Infrastructure
Cybersecurity, “NIST Cybersecurity Framework” (Version 1.1) and safeguards
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associated with industry standards and best practices including, but not limited
to, disk encryption, file encryption, firewalls, and password protection.

vi. Vendor (and, if applicable, Subcontractor(s)) will use encryption to
protect Protected Data in its custody while in motion and at rest, using a
technology or methodology specified or permitted by the Secretary of the U.S.
Department of Health and Human Services in guidance issued under Section
13402(H)(2) of Public Law 111-5.

3. Posting
In accordance with Section 2-d, the District will publish the Parents’ Bill of Rights

and Supplemental Information from these Terms and Conditions on its website. The
District may redact the Parents’ Bill of Rights and Supplemental Information to the
extent necessary to safeguard the privacy and/or security of the District’s data and/or
technology infrastructure.
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IN WITNESS WHEREOF, the Parties have indicated their acceptance of these Terms
and Conditions including the Parents’ Bill of Rights and Supplemental Information by
their signatures below on the dates indicated.

BY THE VENDOR:
DAVID SCIBETTA

Nage (Print)

Signature
PRESIDENT

Title
5/2/2022

Date

BY THE DISTRICT:
Raymond Granieri

Name (Print)

e
. ///i// srrerect, /m///) i

Signature

Administrator for Information Services
Title

4/26/2022

Date
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Exhibit B
Does your product or service utilize a clickwrap or clickthrough agreement? Yes or No
Are there any advertisements on your product? Yes No

What user data is collected by your product, service or company?
NONE

Please identify how data at rest is protected by your product, service or company?
SOFTWARE INSTALLED ON YOUR SERVER

Please identify how data in transit is protected by your product, service or company?
SOFTWARE INSTALLED ON YOUR SERVER
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EXHIBIT A
DATA PRIVACY AND SECURITY TERMS AND CONDITIONS
for the Master Agreement between
City School District of The City of Niagara Falls(“District”) and eGoldFax (“Vendor”) {collectively
the “Parties”)

WHEREAS, the District and Vendor are parties to a contract or other written
Agreement for purposes of providing certain products or services to the District (“Master
Agreement”}; and

WHEREAS, Education Law §2-d and Part 121 of the Regulations of the
Commissioner of Education (collectively referred to as “Section 2-d”) require the Parties
to have certain terms and conditions governing the privacy and security of certain data
the Vendor will receive pursuant to the Master Agreement; and

WHEREAS, the Parties are desirous to set forth such terms and conditions in
this Exhibit to the Master Agreement;

NOW THEREFORE, in consideration of the mutuai promises set forth in the
Master Agreement, the Parties agree to the following terms and conditions.

A. DEFINITIONS

1. "Student Data" means personally identifiable information from the student
records of the District that Vendor receives pursuant to the Master Agreement.

2. “Teacher or Principal Data” means personally identifiable information from
the records of the District relating to the annual professional performance reviews of
classroom teachers or principals that is confidential and not subject to release under
Education Law §§ 3012-c and 3012-d that Vendor receives pursuant to the Master
Agreement,

3. “Protected Data” means Student Data and/or Teacher or Principal Data,
as defined above.

B. PURPOSE

1, Pursuant to the Master Agreement, the Vendor will receive Protected Data
from the District for purposes of providing certain products or services to the District.

2. To the extent that any terms contained in the Master Agreement, or any
terms contained in any other Exhibit(s) attached to and made a part of the Master
Agreement, conflict with these Terms and Conditions, these Terms and Conditions will
apply and be given effect. In addition, in the event that Vendor has online or written
Privacy Policies or Terms of Service (collectively, “TOS”) that would otherwise be
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applicable to its customers or users of the products or services that are the subject of
the Master Agreement between the District and Vendor, these Terms and Conditions
shall supersede any conflicting terms of the TOS.

C. DATA SHARING AND CONFIDENTIALITY

1. Vendor Acknowledgments

i. Vendor acknowledges that the Protected Data it receives pursuant
to the Master Agreement originatas from the District and that this Protected Data
belongs to and is owned by the District.

ii. Vendor will maintain the confidentiality of the Protected Data it
receives in accordance with federal and state law {including but not limited to
Section 2-d) and will comply with the District’s policy on data privacy and
security. The District will provide Vendor with a copy of its policy on data privacy
and security upon request.

2. Vendor’s Data Privacy and Security Plan

i. Vendor will implement all state, federal, and local data privacy and
security requirements and such requirements contained within the Master
Agreement and these Terms and Conditions including but not limited to the
requirements set forth in the Parents’ Bill of Rights and the Supplemental
Information set forth below, consistent with the District’s data privacy and security

policy.

ii. Vendor will have specific administrative, operational and technical
safeguards and practices in place to protect Protected Data that it receives from
the District under the Master Agreement.

flii. Vendor has provided or will provide training on the federal and state
laws governing confidentiality of Protected Data for any of its officers or
employees or assignees, if applicable, who will have access to Protected Data,
prior to receiving access,

iv. If Vendor uses any subcontractor(s), Vendor will require such
subcontractor(s) or other authorized persons or entities to whom it may disclose
Protected Data to execute written agreements acknowledging that the data
protection obligations imposed on Vendor by state and federal law, the Master
Agreement, and these Terms and Conditions shall apply to the subcontractor.

v. Vendor will follow certain procedures for the return, transition,
deletion, and/or destruction of Protected Data upon termination, expiration or
assignment (to the extent authorized) of the Master Agreement as set forth in
detail in the Supplemental Information below.

vi. Vendor will manage data privacy and security incidents that
implicate Protected Data and will develop and implement plans to identify
breaches or unauthorized disclosures. Vendor will provide prompt notification to
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the District of any breaches or unauthoerized disclosures of Protected Data in
accordance with the provisions of Section 3 herein.

3. Notification of Breach or Unauthorized Release

With respect to any breach or unauthorized release of Protected Data, including
any breach or unauthorized release of Protected Data by Vendor’s assignees or
subcontractors, Vendor acknowledges and agrees to the following:

i. Vendor will promptly notify the District of any breach or

unautharized release of Protected Data, in the most expedient way possible and
without unreasonable delay, but no more than seven (7) calendar days after
Vendor has discovered or been informed of the breach or unauthorized release.

ii. Vendor will provide such notification to the District by contacting the
Data Protection Officer directly by email at Rgranieri@nfschgols.net or by calling
716-286-4212.

iii. Vendor will cooperate with the District and provide as much

information as possible directly to the Data Protection Officer or his/her designee
about the incident, including but not limited to: a list of users impacted, a
description of the incident, the date of the incident, the date Vendor discovered or
was informed of the incident, a description of the types of Protected Data
involved, an estimate of the number of records affected, the schoolis within the
District affected, what the Vendor has done or plans to do to investigate the
incident, stop the breach and mitigate any further unauthorized access or release
of Protected Data, and contact information for Vendor representatives who can
assist affected individuals that may have additional questions.

iv. Vendor acknowledges that upon initial notification from Vender, the
District has an obligation under Section 2-d to in turn notify the Chief Privacy
Officer in the New York State Education Department (“CPO"). Vendor agrees not
to provide such notification to the CPO directly unless requested by the District or
otherwise required by faw. In the event the CPO contacts Vendor directly or
reguests-mereinformationfrom-Vendorregarding the ncidentafter-having been
initially informed of the incident by the District, Vendor will promptly inform the
Data Protection Officer or his/her designee.

V. Vendor will cooperate with the District and law enforcement to
protect the integrity of investigations into the breach or unauthorized release of
Protected Data.

vi. Vendor will pay for or promptly reimburse the District for the full

cost of notification, in the event the District is required under Section 2-d to notify
affected parents, students, teachers or principals of a breach or unautherized
release of Protected Data attributed to Vendor, its subcontractors or assignees.
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4. Additional Statutory and Regulatory Obligations

Vendor acknowledges additional obligations under Section 2-d and that any

failure to fulfill one or more of these statutory or regulatory obligations will be deemed a
breach of the Master Agreement and these Terms and Cenditions. Vendor
acknowledges and agrees to the following:

i To limit internal access to Protected Data to only those employees
or subcontractors that need access to the Protected Data in order to assist
Vendor in fulfilling one or more of its obligations to the District under the Master
Agreement,

ji. To not use Protected Data for any purposes not explicitly
authorized in the Master Agreement or these Terms and Conditions.

iii. To not disclose any Protected Data to any other party, except for
authorized employees, subcontractors, or assignees of Vendor using the
information to carry out Vendor’'s obligations to the District and in compliance
with state and federal law, regulations and the terms of the Master Agreement,
unless:

a. the parent or eligible student provided prior written consent;
or

b. the disclosure is required by statute or court order and notice
of the disclosure is provided to the District no later than the time of
disclosure, unless such notice is expressly prohibited by the statute or
court order.

v, To maintain reasonable administrative, technical, and physical
safeguards to protect the security, confidentiality, and integrity of Protected Data
in its custody.

v, To use encryption to protect Protected Data in its custody while in
motion and at rest, using a technology or methodaology specified or permitted by
the Secretary of the LS, Department of Health-and Human Servicesinguidance

issued under Section 13402(H}{2} of Public Law 111-5.

vi. To adopt technologies, safeguards and practices that align with the
U.S. Department of Commerce Naticnal Institute for Standards and Technology
Framework for Improving Critical Infrastructure Cybersecurity, “NIST
Cybersecurity Framework” (Version 1.1).

vii. Ta not sell Protected Data nor use or disclose it for any marketing
or commercial purpose or facilitate its use or disclosure by any other party for
any marketing or commercial purpose or permit another party to do so.
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D. PARENTS' BILL OF RIGHTS AND SUPPLEMENTAL INFORMATION
1. Parents’ Bill of Rights

Vendor acknowledges and agrees that the District’s Parents’ Bill of Rights as set
forth herein and as posted on the District’s website is incorporated into these Terms and

Conditions.
PARENTS' BILL OF RIGHTS FOR DATA PRIVACY AND SECURITY

City School District of The City of Niagara Falls is committed to protecting the
privacy and security of student data and teacher and principal data. In accordance
with New York Education Law Section 2-d and its implementing regulations, the
District informs the school community of the following:

1} A student's personally identifiable information cannot be sold or released
for any commercial purposes.

2) Parents have the right to inspect and review the complete contents of
their child's education record.

3) State and federal laws protect the confidentiality of personally identifiable
information, and safeguards associated with industry standards and best
practices, including but not limited to encryption, firewalls, and password
protection, must be in place when data is stored or transferred.

4} A complete list of all student data elements collected by New York State is
available for public review at the following website
http://www.nysed.gov/data-privacy-security/student-data-inventory or by
writing to the Office of Information and Reporting Services, New York

State Education Department, Room 865 EBA, 89 Washington Avenue,
Albany, New York 12234,

5) Parents have the right to have complaints about possible breaches of

— studentdata-addressed. Complaints should be directed inwriting to
Privacy Complaint, Chief Privacy Officer, New York State Education
Department, 89 Washington Avenue, Albany, New York 12234,
Complaints may also be submitted using the form available at the
following website
http://www.nysed.gov/data-privacy-security/report-improper-disclosure
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APPENDIX

Supplemental Information Regarding Third-Party Contractors

In the course of complying with its obligations under the law and providing
educational services to District residents, the City School District of the City of Niagara Falls
has entered into agreements with certain third-party contractcrs. Pursvant to these
agreements, third-party contractors may have access to "student data" and/or
"teacher or principal data," as those terms are defined by law and regulation.

For each contract or other written agreement that the District enters into
with a third-party contractor where the third-party contractor receives student data
or teacher or principal data from the District, the following supplemental
information will be included with this Bill of Rights:

1) The exclusive purposes for which the student data or teacher or principal
data will be used by the third-party contractor, as defined in the contract;

2)  How the third-party contractor will ensure that the subcontractors, or
other authorized persons or entities to whom the third-party contractor
will disclose the student data or teacher or principal data, if any, will abide
by all applicable data protection and security requirements, including but
not limited to those outlined in applicable laws and regulations (e.g.,
FERPA; Education Law Section 2-d);

3} The duration of the contract, including the contract’s expiration date, and
a description of what will happen to the student data or teacher ar
principal data upon expiration of the contract or other written agreement
{e.g., whether, when, and in what format it will be returned to the
District, and/or whether, when, and how the data will be destroyed);

4) If and how a parent, student, eligible student, teacher, or principal may
challenge the accuracy of the student data or teacher or principal data

that is collected;

5) Where the student data or teacher or principal data will be stored,
described in a manner as to protect data security, and the security
protections taken to ensure the data will be protected and data privacy
and security risks mitigated; and

6) Address how the data will be protected using encryption while in mation
and at rest.

2. Supplemental information

i The exclusive purpose for which Protected Data will be used is site
licenses to VENDOR . Vendor will not use the Protected Data for any other purposes not explicitly
authorized herein or within the Master Agreement.
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ii. In the event that Vendor engages subcontractors or other
authorized persons or entities (“Subcontractors”) to perform one or mare of its
obligations under the Master Agreement {including hosting of the Protected
Data), Vendor wilt require Subcontractors to execute fegally binding agreements
acknowledging and agreeing to comply with all applicable data protection,
privacy and security requirements required of Vendor under the Master
Agreement, these Terms and Conditions, and applicable state and federal law
and regulations.

iii. The Master Agreement commences cnJuly 1, 2024 and expires on
June 30, 2025. Upon expiration of the Master Agreement without renewal, or
upon termination of the Master Agreement prior to its expiration, Vendor will
(select all that apply):
O Securely delete or otherwise destroy all Protected Data

remaining in the possession of Vendor or any of its Subcontractors.

L] Assist the District in exporting and returning all Protected Data
previously received to the District in such formats as may be
requested by the District.

(1 Contact the District requesting instruction for the deletion or
return of all Protected Data.

in the event the Master Agreement is assigned to a successor Vendor {to

the extent authorized by the Master Agreement), the Vendor will cooperate with
the District as necessary to transition Protected Data to the successor Vendor
prior to deletion.

Neither Vendor nor any Subcontractors will retain any Protected Data,
copies, summaries cr extracts of the Protected Data, or any de-identified
Protected Data, on any storage medium whatsoever. Upon request, Vendor
and/or Subcontractors will provide the District with a certification from an
appropriate officer that these requirements have been satisfied in full.

iv. Parents or eligible students can challenge the accuracy of any

Protected Uata in accordance with the DISITict § procedures for Fequesting
amendment of education records under the Family Educational Rights and
Privacy Act (FERPA). Teachers or principals may request to challenge the
accuracy of APPR data provided to Vendor by following the appeal process in
the District’s applicable APPR Plan.

v, Any Protected Data will be stored on systems maintained by
Vendor, or Subcontractor(s) under the direct control of Vendor, in a secure data
center facility. The measures that Vendor {and, if applicable, Subcontractor{s))
will take to protect Protected Data include adoption of technologies, safeguards
and practices that align with the U.5. Department of Commerce National Institute
for Standards and Technology Framework for Improving Critical Infrastructure
Cybersecurity, “NIST Cybersecurity Framework” (Version 1.1) and safeguards
associated with industry standards and best practices including, but not limited

Page 7110





to, disk encryption, file encryption, firewalls, and password protection.

vi. Vendor {(and, if applicable, Subcontractor(s)) will use encryption to
protect Protected Data in its custody while in motion and at rest, using a
technology or methodology specified or permitted by the Secretary of the U.S.
Department of Health and Human Services in guidance issued under Section
13402(H)(2) of Public Law 111-5.

3. Posting
In accordance with Section 2-d, the District wiil publish the Parents’ Bill of Rights

and Supplemental Information from these Terms and Conditions on its website. The
District may redact the Parents’ Bill of Rights and Supplemental information to the
extent necessary to safeguard the privacy and/or security of the District’s data and/or
technology infrastructure,
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IN WITNESS WHEREOF, the Parties have indicated their acceptance of these Terms
and Conditions including the Parents’ Bill of Rights and Supplemental Information by
their signatures below on the dates indicated.

BY THE VENDOR:
Brendan Nolan

Name (%
N o
A i )
Signature
President
Title -
08/26/2024 -

bate

BY THE DISTRICT:
Ray Granieri
Name (Print)
Signature
Administrator for Information Services
Title

08/15/2024

Date
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Exhibit B

Does your product or service utilize a clickwrap or clickthrough agreement? Yes o

Are there any advertisements on your product? Ye

What user data is collected by your product, service or company?
We are a cloud faxing vendor. We process faxes on behalf of our customers. We do not have any knowledge or

access to the faxed data.

Please identify how data at rest is protected by your product, service or company?
All data is encrypted at rest and no eGoldFax employees have access to the data.

Please identify how data in transit is protected by your product, service or company?

All data.in transii uses TLS protocols to enceypt the data in transit
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EXHIBIT A
DATA PRIVACY AND SECURITY TERMS AND CONDITIONS
for the Master Agreement between
City School District of The City of Niagara Falls(“District”) and EveryDay Labs, Inc (“Vendor”)
(collectively the “Parties”)

WHEREAS, the District and Vendor are parties to a contract or other written
Agreement for purposes of providing certain products or services to the District (“Master
Agreement”); and

WHEREAS, Education Law §2-d and Part 121 of the Regulations of the
Commissioner of Education (collectively referred to as “Section 2-d”) require the Parties
to have certain terms and conditions governing the privacy and security of certain data
the Vendor will receive pursuant to the Master Agreement; and

WHEREAS, the Parties are desirous to set forth such terms and conditions in
this Exhibit to the Master Agreement;

NOW THEREFORE, in consideration of the mutual promises set forth in the
Master Agreement, the Parties agree to the following terms and conditions.

A. DEFINITIONS

1. "Student Data" means personally identifiable information from the student
records of the District that Vendor receives pursuant to the Master Agreement.

2. “Teacher or Principal Data” means personally identifiable information from
the records of the District relating to the annual professional performance reviews of
classroom teachers or principals that is confidential and not subject to release under
Education Law §§ 3012-c and 3012-d that Vendor receives pursuant to the Master
Agreement.

3. “Protected Data” means Student Data and/or Teacher or Principal Data,
as defined above.

B. PURPOSE

1. Pursuant to the Master Agreement, the Vendor will receive Protected Data
from the District for purposes of providing certain products or services to the District.

2. To the extent that any terms contained in the Master Agreement, or any
terms contained in any other Exhibit(s) attached to and made a part of the Master
Agreement, conflict with these Terms and Conditions , these Terms and Conditions will
apply and be given effect. In addition, in the event that Vendor has online or written
Privacy Policies or Terms of Service (collectively, “TOS”) that would otherwise be
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applicable to its customers or users of the products or services that are the subject of
the Master Agreement between the District and Vendor, these Terms and Conditions
shall supersede any conflicting terms of the TOS.

C. DATA SHARING AND CONFIDENTIALITY

1. Vendor Acknowledgments

i. Vendor acknowledges that the Protected Data it receives pursuant
to the Master Agreement originates from the District and that this Protected Data
belongs to and is owned by the District.

ii. Vendor will maintain the confidentiality of the Protected Data it
receives in accordance with federal and state law (including but not limited to
Section 2-d) and will comply with the District’s policy on data privacy and
security. The District will provide Vendor with a copy of its policy on data privacy
and security upon request.

2. Vendor’s Data Privacy and Security Plan

i. Vendor will implement all state, federal, and local data privacy and
security requirements and such requirements contained within the Master
Agreement and these Terms and Conditions including but not limited to the
requirements set forth in the Parents’ Bill of Rights and the Supplemental
Information set forth below, consistent with the District’s data privacy and security

policy.

ii. Vendor will have specific administrative, operational and technical
safeguards and practices in place to protect Protected Data that it receives from
the District under the Master Agreement.

iii. Vendor has provided or will provide training on the federal and state
laws governing confidentiality of Protected Data for any of its officers or
employees or assignees, if applicable, who will have access to Protected Data,
prior to receiving access.

iv. If Vendor uses any subcontractor(s), Vendor will require such
subcontractor(s) or other authorized persons or entities to whom it may disclose
Protected Data to execute written agreements acknowledging that the data
protection obligations imposed on Vendor by state and federal law, the Master
Agreement, and these Terms and Conditions shall apply to the subcontractor.

v. Vendor will follow certain procedures for the return, transition,
deletion, and/or destruction of Protected Data upon termination, expiration or
assignment (to the extent authorized) of the Master Agreement as set forth in
detail in the Supplemental Information below.

vi. Vendor will manage data privacy and security incidents that
implicate Protected Data and will develop and implement plans to identify
breaches or unauthorized disclosures. Vendor will provide prompt notification to

210





DocuSign Envelope ID: 91D0AD16-7DB9-4B46-8F4C-AAF872D8D4CC

the District of any breaches or unauthorized disclosures of Protected Data in
accordance with the provisions of Section 3 herein.

3. Notification of Breach or Unauthorized Release

With respect to any breach or unauthorized release of Protected Data, including
any breach or unauthorized release of Protected Data by Vendor’s assignees or
subcontractors, Vendor acknowledges and agrees to the following:

i Vendor will promptly notify the District of any breach or

unauthorized release of Protected Data, in the most expedient way possible and
without unreasonable delay, but no more than seven (7) calendar days after
Vendor has discovered or been informed of the breach or unauthorized release.

ii. Vendor will provide such notification to the District by contacting the
Data Protection Officer directly by email at NRuffolo@NFSchools.net or by calling
716-278-5860.

iii. Vendor will cooperate with the District and provide as much

information as possible directly to the Data Protection Officer or his/her designee
about the incident, including but not limited to: a list of users impacted, a
description of the incident, the date of the incident, the date Vendor discovered or
was informed of the incident, a description of the types of Protected Data
involved, an estimate of the number of records affected, the schools within the
District affected, what the Vendor has done or plans to do to investigate the
incident, stop the breach and mitigate any further unauthorized access or release
of Protected Data, and contact information for Vendor representatives who can
assist affected individuals that may have additional questions.

iv. Vendor acknowledges that upon initial notification from Vendor, the
District has an obligation under Section 2-d to in turn notify the Chief Privacy
Officer in the New York State Education Department (“CPQO”). Vendor agrees not
to provide such notification to the CPO directly unless requested by the District or
otherwise required by law. In the event the CPO contacts Vendor directly or
requests more information from Vendor regarding the incident after having been
initially informed of the incident by the District, Vendor will promptly inform the
Data Protection Officer or his/her designee.

V. Vendor will cooperate with the District and law enforcement to
protect the integrity of investigations into the breach or unauthorized release of
Protected Data.

vi. Vendor will pay for or promptly reimburse the District for the full

cost of notification, in the event the District is required under Section 2-d to notify
affected parents, students, teachers or principals of a breach or unauthorized
release of Protected Data attributed to Vendor, its subcontractors or assignees.
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4. Additional Statutory and Regulatory Obligations

Vendor acknowledges additional obligations under Section 2-d and that any

failure to fulfill one or more of these statutory or regulatory obligations will be deemed a
breach of the Master Agreement and these Terms and Conditions. Vendor
acknowledges and agrees to the following:

i To limit internal access to Protected Data to only those employees
or subcontractors that need access to the Protected Data in order to assist
Vendor in fulfilling one or more of its obligations to the District under the Master
Agreement.

ii. To not use Protected Data for any purposes not explicitly
authorized in the Master Agreement or these Terms and Conditions.

iii. To not disclose any Protected Data to any other party, except for
authorized employees, subcontractors, or assignees of Vendor using the
information to carry out Vendor’s obligations to the District and in compliance
with state and federal law, regulations and the terms of the Master Agreement,
unless:

a. the parent or eligible student provided prior written consent;
or

b. the disclosure is required by statute or court order and notice
of the disclosure is provided to the District no later than the time of
disclosure, unless such notice is expressly prohibited by the statute or
court order.

iv. To maintain reasonable administrative, technical, and physical
safeguards to protect the security, confidentiality, and integrity of Protected Data
in its custody.

V. To use encryption to protect Protected Data in its custody while in
motion and at rest, using a technology or methodology specified or permitted by
the Secretary of the U.S. Department of Health and Human Services in guidance
issued under Section 13402(H)(2) of Public Law 111-5.

Vi. To adopt technologies, safeguards and practices that align with the
U.S. Department of Commerce National Institute for Standards and Technology
Framework for Improving Critical Infrastructure Cybersecurity, “NIST
Cybersecurity Framework” (Version 1.1).

vii. To not sell Protected Data nor use or disclose it for any marketing
or commercial purpose or facilitate its use or disclosure by any other party for
any marketing or commercial purpose or permit another party to do so.
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D. PARENTS’ BILL OF RIGHTS AND SUPPLEMENTAL INFORMATION
1. Parents’ Bill of Rights

Vendor acknowledges and agrees that the District’s Parents’ Bill of Rights as set
forth herein and as posted on the District’s website is incorporated into these Terms and
Conditions.

PARENTS' BILL OF RIGHTS FOR DATA PRIVACY AND SECURITY

City School District of The City of Niagara Falls is committed to protecting the
privacy and security of student data and teacher and principal data. In accordance
with New York Education Law Section 2-d and its implementing regulations, the
District informs the school community of the following:

1) A student's personally identifiable information cannot be sold or released
for any commercial purposes.

2) Parents have the right to inspect and review the complete contents of
their child's education record.

3) State and federal laws protect the confidentiality of personally identifiable
information, and safeguards associated with industry standards and best
practices, including but not limited to encryption, firewalls, and password
protection, must be in place when data is stored or transferred.

4) A complete list of all student data elements collected by New York State is
available for public review at the following website
http://www.nysed.gov/data-privacy-security/student-data-inventory or by
writing to the Office of Information and Reporting Services, New York

State Education Department, Room 865 EBA, 89 Washington Avenue,
Albany, New York 12234.

5) Parents have the right to have complaints about possible breaches of
student data addressed. Complaints should be directed in writing to
Privacy Complaint, Chief Privacy Officer, New York State Education
Department, 89 Washington Avenue, Albany, New York 12234.
Complaints may also be submitted using the form available at the
following website
http://www.nysed.gov/data-privacy-security/report-improper-disclosure
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APPENDIX

Supplemental Information Regarding Third-Party Contractors

In the course of complying with its obligations under the law and providing
educational services to District residents, the City School District of the City of Niagara Falls
has entered into agreements with certain third-party contractors. Pursuant to these
agreements, third-party contractors may have access to "student data" and/or
"teacher or principal data," as those terms are defined by law and regulation.

For each contract or other written agreement that the District enters into
with a third-party contractor where the third-party contractor receives student data
or teacher or principal data from the District, the following supplemental
information will be included with this Bill of Rights:

1) The exclusive purposes for which the student data or teacher or principal
data will be used by the third-party contractor, as defined in the contract;

2) How the third-party contractor will ensure that the subcontractors, or
other authorized persons or entities to whom the third-party contractor
will disclose the student data or teacher or principal data, if any, will abide
by all applicable data protection and security requirements, including but
not limited to those outlined in applicable laws and regulations (e.g.,
FERPA; Education Law Section 2-d);

3) The duration of the contract, including the contract’s expiration date, and
a description of what will happen to the student data or teacher or
principal data upon expiration of the contract or other written agreement
(e.g., whether, when, and in what format it will be returned to the
District, and/or whether, when, and how the data will be destroyed);

4) If and how a parent, student, eligible student, teacher, or principal may
challenge the accuracy of the student data or teacher or principal data
that is collected;

5) Where the student data or teacher or principal data will be stored,
described in a manner as to protect data security, and the security
protections taken to ensure the data will be protected and data privacy
and security risks mitigated; and

6) Address how the data will be protected using encryption while in motion
and at rest.

2. Supplemental Information

i The exclusive purpose for which Protected Data will be used is site
licenses to VENDOR . Vendor will not use the Protected Data for any other purposes not explicitly
authorized herein orwithin the Master Agreement.
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ii. In the event that Vendor engages subcontractors or other
authorized persons or entities (“Subcontractors”) to perform one or more of its
obligations under the Master Agreement (including hosting of the Protected
Data), Vendor will require Subcontractors to execute legally binding agreements
acknowledging and agreeing to comply with all applicable data protection,
privacy and security requirements required of Vendor under the Master
Agreement, these Terms and Conditions, and applicable state and federal law
and regulations.

iii. The Master Agreement commences on July 1, 2020 and expires on
June 30, 2021. Upon expiration of the Master Agreement without renewal, or
upon termination of the Master Agreement prior to its expiration, Vendor will
(select all that apply):
Securely delete or otherwise destroy all Protected Data
remaining in the possession of Vendor or any of its Subcontractors.
1 Assist the District in exporting and returning all Protected Data
previously received to the District in such formats as may be
requested by the District.
[ Contact the District requesting instruction for the deletion or
return of all Protected Data.

In the event the Master Agreement is assigned to a successor Vendor (to

the extent authorized by the Master Agreement), the Vendor will cooperate with
the District as necessary to transition Protected Data to the successor Vendor
prior to deletion.

Neither Vendor nor any Subcontractors will retain any Protected Data,
copies, summaries or extracts of the Protected Data, or any de-identified
Protected Data, on any storage medium whatsoever. Upon request, Vendor
and/or Subcontractors will provide the District with a certification from an
appropriate officer that these requirements have been satisfied in full.

iv. Parents or eligible students can challenge the accuracy of any
Protected Data in accordance with the District’s procedures for requesting
amendment of education records under the Family Educational Rights and
Privacy Act (FERPA). Teachers or principals may request to challenge the
accuracy of APPR data provided to Vendor by following the appeal process in
the District’s applicable APPR Plan.

V. Any Protected Data will be stored on systems maintained by
Vendor, or Subcontractor(s) under the direct control of Vendor, in a secure data
center facility. The measures that Vendor (and, if applicable, Subcontractor(s))
will take to protect Protected Data include adoption of technologies, safeguards
and practices that align with the U.S. Department of Commerce National Institute
for Standards and Technology Framework for Improving Critical Infrastructure
Cybersecurity, “NIST Cybersecurity Framework” (Version 1.1) and safeguards
associated with industry standards and best practices including, but not limited
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to, disk encryption, file encryption, firewalls, and password protection.

vi. Vendor (and, if applicable, Subcontractor(s)) will use encryption to
protect Protected Data in its custody while in motion and at rest, using a
technology or methodology specified or permitted by the Secretary of the U.S.
Department of Health and Human Services in guidance issued under Section
13402(H)(2) of Public Law 111-5.

3. Posting

In accordance with Section 2-d, the District will publish the Parents’ Bill of Rights

and Supplemental Information from these Terms and Conditions on its website. The
District may redact the Parents’ Bill of Rights and Supplemental Information to the
extent necessary to safeguard the privacy and/or security of the District’s data and/or
technology infrastructure.
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IN WITNESS WHEREOF, the Parties have indicated their acceptance of these Terms
and Conditions including the Parents’ Bill of Rights and Supplemental Information by
their signatures below on the dates indicated.

BY THE VENDOR:
Emily Bailard
Name (Print)

v/

Signature
CEO

Title
10/12/2023

Date

BY THE DISTRICT:
Nicholas J. Ruffolo
Name (Print)
Nidites J i .
Signature
Teacher on Special Assignment (Information Services)
Title

12/21/2020

Date
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Exhibit B

Does your product or service utilize a clickwrap or clickthrough agreement? Yes or No
The first time a user logs on to EveryDay Pro, they are required to click to accept the terms of our privacy policy (pro.everydaylabs.com/privacy)

Are there any advertisements on your product? Yes No
No

What user data is collected by your product, service or company?
All user data collected by the software is listed in the privacy policy (pro.everydaylabs.com/privacy)

Please identify how data at rest is protected by your product, service or company?
Student data is encrypted at rest at all times, to a minimum 256-bit encryption standard

Please identify how data in transit is protected by your product, service or company?
Student data is encrypted in transit at all times, to @ minimum 256-bit encryption standard

10 | 10
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DATA SHARING AND CONFIDENTIALITY AGREEMENT (CONTINUED)
ERIE | BOCES

BILL OF RIGHTS FOR DATA SECURITY AND PRIVACY

Erie | BOCES is committed to protecting the privacy and security of student, teacher, and principal data.
In accordance with New York Education Law § 2-d, the BOCES wishes to inform the community of the
following:

(n A student's personally identifiable information cannot be sold or reieased for any commercial
purposes.

2) Parents have the right to inspect and review the complete contents of their child's education record.

3) State and federal laws protect the confidentiality of personally identifiable information, and
safeguards associated with industry standards and best practices, including but not limited to. encryption.
firewalls, and password protection, must be in place when data is stored or transferred.

{4) A complete list of all student data elements collected by the State is available for public review
at http://www.nysed.sov/data-privacy-securitv/student-data-inventorv, or by writing to the Office of
Information & Reporting Services, New York State Education Department, Room 863 EBA, 89
Washington Avenue, Albany, New York 12234,

(&) Parents have the right to have complaints about possible breaches of student data addressed.
Complaints should be directed in writing to the Chief Privacy Officer, New York State Education
Department, 89 Washington Avenue, Albany, New York 12234, Complaints may also be submitted using
the form available at the following website: hitp:/'www.nvsed.gov/data-privacv-security/report-improper-
disclosure.

BY THE VENDOR: MML D/B/A FINANCE MANAGER

foviodd J. Loveck

Signature

Ronald J. Bovich, President
Name/Title

6 /29 [30

Date 1. Ron Bovich, President of Finance Manager hercby state that my endorsement of the present
document is pro forma. Finance Manager does not recetve any P11 student mformation. Nor can
Finance Manager software be used in any way to personally Wdentify any PII student information
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DATA SHARING AND CONFIDENTIALITY AGREEMENT (CONTINUED)

SUPPLEMENTAL INFORMATION ABOUT A CONTRACT
BETWEEN MML DBA/FINANCE MANAGER AND ERIE | BOCES

Erie 1 BOCES has entered into a Contract with MML DBA/FINANCE MANAGER which governs the
availability to Participating Educational Agencies of the following Product(s):

Finance Manager/nVision

Pursuant to this Contract, Participating Educational Agencies (i.c., those educational agencies that are
authorized to use the above Product(s) by purchasing certain shared technology services and software
through a Cooperative Educational Services Agreement with Erie | BOCES) may provide to Vendor, and
Vendor will receive, personally identifiable information about students, or teachers and principals, that is
protected by Section 2-d of the New York State Education Law (“Protected Data™). Vendor has also entered
into a separate Data Sharing and Confidentiality Agreement (“DSC Agreement”) with Erie | BOCES
setting forth Vendor’s obligations to protect the confidentiality, privacy and security of Protected Data it
receives pursuant to the Contract.

Exclusive Purpose for which Protected Data will be Used:  The exclusive purpose for which Vendor
is being provided access to the Protected Data is to provide Participating Educational Agencies with the
functionality of the Product(s) listed above. Vendor agrees that it will not use the Protecied Data for any
other purposes not explicitly authorized above or in the DSC Agreement. Protected Data received by
Vendor, or any of Vendor's subcontractors, assignees, or other authorized agents, will not be sold, or
released or used for any commercial or marketing purposes.

Oversight of Subcontractors: In the event that Vendor engages subcontractors, assignees, or other
authorized agents to perform one or more of its obligations under the Contract {(including any hosting
service provider), it will require those to whom it discloses Protected Data to execute legally binding
agreements acknowledging their obligation under Section 2-d of the New York State Education Law to
comply with the same data security and privacy standards required of Vendor under the Contract and
applicable state and federal law. Vendor will ensure that such subcontractors, assignees, or other authorized
agents abide by the provisions of these agreements by: [ see attached Vendor MAML D/B A Data Privacy
and Security Plan]

Duration of Contract and Protected Data Upon Expiration:

®  The Contract commences on 2001 and renews annually.

» Upon expiration of the Contract without renewal, or upon termination of the Contract prior o
expiration, Vendor will securely delete or otherwise destroy any and all Protected Data remaining
in the possession of Vendor or its assignees or subcontractors or other authorized persons or
entities to whom it has disclosed Protected Data. If requested by Erie | BOCES and/or any
Participating Educational Agency, Vendor will assist a Participating Educational Agency in
exporting all Protected Data previously received back to the Participating Educational Agency for
its own use, prior to deletion, in such formats as may be requested by the Participating Educational
Agency.
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e In the event the Contract is assigned to a successor Vendor (to the extent authorized by the
Contract), the Vendor will cooperate with Erie | BOCES as necessary to transition Protected Data
to the successor Vendor prior to deletion,

» Neither Vendor nor any of its subcontractors or other authorized persons or entities to whom it
has disclosed Protected Data will retain any Protected Data, copies, summaries or extracts of the
Protected Data, or any de-identified Protected Data, on any storage medium whatsoever. Upon
request, Vendor and/or its subcontractors or other authorized persons or entities to whom it has
disclosed Protected Data, as applicable, will provide Erie 1 BOCES with a certification from an
appropriate officer that these requirements have been satisfied in full.

Challenging Accuracy of Protected Data: Parents or eligible students can challenge the accuracy of
any Protected Data provided by a Participating Educational Agency to Vendor, by contacting the student's
district of residence regarding procedures for requesting amendment of education records under the Family
Educational Rights and Privacy Act (FERPA). Teachers or principals may be able to challenge the accuracy
of any APPR data provided to Vendor by following the appeal process in their employing school district’s
applicable APPR Plan.

Data Storage and Sccurity Protections: Any Protected Data Vendor receives will be stored on
systems maintained by Vendor, or by a subcontractor under the direct control of Vendor, in a secure data
center facility located within the United States. The measures that Vendor will take to protect Protected
Data include adoption of technologies, safeguards and practices that align with the NIST Cybersecurity
Framework and industry best practices inciuding, but not necessarily limited to, disk encryption, file
encryption, firewalls, and password protection.

Encryption of Protected Data: Vendor (or, if applicable, its subcontractors) will protect Protected Data in
its custody from unauthorized disclosure while in motion or at rest, using a technology or methodology
specified by the secretary of the U.S. Department of HHS in guidance issued under Section 13402(H)(2) of
P.L. 111-5.
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@) FINANCE MANAGER

FINANCE MANAGER DATA PRIVACY AND SECURITY PLAN
OVERVIEW

Finance Manager provides financial and administrative software solutions to school districts and
municipalities in the state of New York. Based on region, we offer software licensing and support services
in one of two ways: {i) Through an authorized Board of Cooperative Educational Services (“BOCES")
Regional Information Center (“RIC") and/or Central Business Office {(“CBO"}; (ii) Directly with the school
district or municipality. Finance Manager's software is provided as a client server-based system which
can be hosted either by the school district or by a BOCES RIC or CBO. Finance Manager does not host data
far any clients.

As part of the Common Core Implementation Reform Act, Education Law §2-d, Section C "Parents’
Rights Under Education Law §2-d relating to Unauthorized Release of Personally Identifiable
information” Finance Manager has enclosed a copy of our “Data Privacy and Security Plan". We have
also outlined our response as it pertains to the handling of teacher and or principal APPR data required
by school districts and BOCES hereafter:

GENERAL

Physical Safeguards
Finance Manager’s offices are patrolled by security personnel. Our offices are equipped with
access control mechanisms and alarm systems. During normal business hours our staff has been
trained on data handling protocols as outlined in our Data Privacy and Security Plan.

SECTION 1
Q. “The exclusive purposes for which the student data, or teacher or principal data, will be used”

A: Access to “student data, or teacher or principal data” is limited to only staff members who would need
access to such data for the following reasons:

1) To provide requested software application support to a school district, RIC or CBO which may
potentially grant temporary access to the aforementioned data.

2} When extracting data from a third-party database for the purpose of converting a newly
contracted schoo! district’s data into our software system.

3) Upgrading an existing school district from a previous version of our software which would
require a change of database platform.

4) To assist when requested with the uploading of data into a school district’s database for the
purpose of storing current year or prior year staff ratings as required by New York State
Education Department.

CONFIDENTIAL
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SECTION 2

Q: "How the third party contractor will ensure that the subcontraclors, persons or entities that the third
party contractor will share the student data or teacher or principal data with, if any, will abide by data
profection and security reguiremenis”

A: Finance Manager does not share client data with any third-party contractors. It is at the sole discretion
of each client to provide said data to a third party without involvement from our staff.

If a schoo! district submits a formal request for a data extract to be created by Finance Manager for the
purpose of providing said data to a third party, we would create a file extract routine which could be run
within the school district’s network environment. It is then at the client’s discretion to provide the extracted
data to the third party without the involvement of Finance Manager staff and should comply with the entity’s
Data Security and Privacy Plan.

SECTION 3

Q. "When the agreement with the third-party contractor expires and what happens to the student data or
teacher or principal data upon expiration of the agreement”

A: In the event that data needs to be held in our secured data environment for a temporary period of time
for any of the purposes outline in SECTION 1 above and our agreement with that client has expired, the
data shall be deleted in its entirety within 90 days from the expiration of the agreement.

SECTION 4
Q: "If and how a parent, student, eligible student, teacher or principal may challenge the accuracy of the
student data or teacher or principal dala that is colfected”

A: Any data that is held temporarily by Finance Manager is never to be disdosed to anyone outside of our
company, unless disclosure is ordered by a court of law. Each employee at Finance Manager is required
to sign a confidentiality agreement that outlines company policies for non-disclosure and handling of
sensitive client data they may come in contact with during their employment.

CONFIDENTIAL
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SECTION S

Q: “Where the student data or teacher or principal dota will be stored {described in such a manner as to
protect data security), and the security protections taken to ensure such data will be protected, including
whether such data will be encrypted.”

A: Any client data that has been securely transmitted to Finance Manager premises shall be stored in
encrypted volumes and protected behind our firewall. Access to said data is limited to only staff member(s)
for the purposes outline in SECTION 1 above. In the event that our agreement with a dlient has expired,
said data shall be deleted in its entirety within 90 days from the expiration of the agreement. Finance
Manager also uses Absoiute Computrace as an added layer of protection in case of accidental loss or theft
of devices such as laptops, tablets, workstations, etc. Computrace allows for remote tracking (geolocation),
remote wipe, device freeze with message to user and theft recovery. Computrace is persistent and
embedded into the device firmware. Even if the agent is unloaded the persistence module will reinstal! the
agent automatically.

In the event of a breach of data, Finance Manager shall immediately notify BOCES and advise it as to the
nature of the breach and any steps we have taken to minimize said breach. Finance Manager employees

are required to immediately notify a senior staff member of any breach of data to ensure rapid response
to any breach which may occur while handling sensitive dient data.

CONFIDENTIAL
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FINANCE MANAGER DATA PRIVACY AND SECURITY PLAN INTERNAL GUIDELINES

1.0 Purpose

Every Finance Manager employee must protect restricted, confidential or sensitive data from loss to avoid
reputation damage and to avoid adversely impacting our contracted clients. The protection of data in scope
is a critical business requirement, yet flexibility to access data and work effectively is also critical.

It is not anticipated that this technology control can effectively deal with a malicious theft scenario. Its
primary objective is user awareness and avoidance of accidental loss. This policy outiines the requirements
for data leakage prevention, a focus for the policy and a rationale for such policies. Finance Manager and
its employees are expected to practice sound judgement when handling client data which should be
considered sensitive and confidential.

Finance Manager employees have been trained and must adhere to this policy regarding safe handling and
protection of dlient data. Failure to do so could result in, but is not limited to, termination, litigation, fines,
etc.

Finance Manager employees are expected to report to an officer of the company any
malfeasance/malice/mishandling with regard to client data. All visitors must be escorted by an authorized
employee at all times and should be restricted to appropriate areas only. If an unknown, unescorted or
unauthorized person(s) is seen on Finance Manager premises, employees must notify an officer of the
company immediately. Terminated employees are required to return all records, in any format, containing
company or client information.

2.0 Scope

A “client” Is defined as an entity under contract with Finance Manager directly or through BOCES. This
could include, but is not limited to, school districts, BOCES/RICs and CBOs. Sensitive client data ("data”) is
defined but not limited to information relating to personnel, financial, banking, personally identifiable
information (“PI1*) such as SSN, DOB, names, addresses, and bank account numbers, Family Educational
Rights and Privacy Act ("FERPA™), etc. or any items designated as Financial, Restricted/Sensitive,
Confidential or Intellectual Property.

3.0 Policies

Password/Passcode Protection Policy

All employees of Finance Manager are assigned a door passcode and are obligated to never divulge that
number to anyone who is not an officer of the company. Also, it is expected that all employees protect
their domain password in this same manner. In the event that an employee's password needs to be
changed/reset, a default password will be assigned and the employee is required to change the password
upon next successful login. Password protection goes beyond the Finance Manager internal domain. Any
outside services where a password Is used should be kept protected. Written lists of passwords, sticky
notes, etc. are not acceptable and could be considered a violation of the password protection policy.

CONFIDENTIAL
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Data Privacy and Security Plan

3.0 Policies - Continued

Remaote Troubleshooting/Support Poli

Finance Manager has a GoToAssist first policy where all remote troubleshooting and support cases should
attempt to use GoToAssist before using a fallback tool like RDP, etc. GoToAssist allows protections to the
company and client in instances where there may be questions about the work or steps performed to
resolve a case.

File and Data Transfer Policy

All attempts to remotely troubleshoot and solve support cases must be exhausted before considering
transmission of client data to our site. The preferred method of transferring data to Finance Manager is
through the use of Sharefile, If a dient does not allow online access to our Sharefile account, other
acceptable means include VPN (Virtual Private Network), RDP (Remote Desktop Protocol) and GoToAssist
as these means utilize encrypted connections., FTP, email or non-secure means are not acceptable.

Data Storage & Disposal

In the event that data needs to be held in our secured data environment for a temporary period of time
and our agreement with that client has expired, the data shall be deleted in its entirety within 90 days from
the expiration of the agreement. Contracted client data must be stored in encrypted volumes in the event
that remote diagnosis and/or troubleshooting steps prove unsuccessful and contracted client data has been
securely transmitted to Finance Manager premises. Regular and random audits will be performed for
contracted client data on employee workstations.

Email Use Policy

All employees must avoid the use of any email system to transmit sensitive, personally identifiable
information. Sharefile should be utilized to transmit any data between clients and Finance Manager. Use
of Finance Manager email systems for personal use Is strictly prohibited.

Removable Media Policy

Removable media defined as USB thumb drives (flash drives), external hard drives, CDs, DVDs, and
magnetic media should be handled with care to prevent loss or corruption. When not in use, media should
be secured In a locked cabinet, drawer, etc. Flash drives should be formatted regularly and any other media
should be destroyed when a support case has been closed. Flash drives should not be used to transport
data outside Finance Manager premises as these drives can be misplaced or stolen.

Printing Policy
Any printed documents that are the result of testing or troubleshooting a support issue should be destroyed
at close of the casg, if not sooner.

Safeguarding Physical and Mobile Devices Policy

All employees must immediately notify an officer of Finance Manager in the event that a device containing
in-scope data is lost (e.g., mobile phones, laptops, etc.). All assets holding data in scope should not be left
unduly exposed, for example visible in the back seat of a car. As an added layer of protection in case of
accidental loss or theft of devices such as laptops, tablets, workstations, etc., Finance Manager uses
Absolute Computrace for remote tracking (geolocation), remote wipe, device freeze with message to user
and theft recovery. Computrace is persistent and embedded into the device firmware. Even if the agent is
unloaded, the persistence module will reinstall the agent automatically.

CONFIDENTIAL
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Data Privacy and Security Plan

3.0 Policies - Continued

Workstation/Laptop Safe Use Policy

During normal business hours, workstations, laptops, and tablets should be locked when not in use. Unless
otherwise instructed, workstations should be powered down nightly. Outside of normal business hours,
laptops and tablets should be secured in a locked cabinet, locked desk drawer or locked in the server room.

Name: Rongid J Bovich Date: June E_?__. 2020
Ponaid J Boxch

Signature:

Title: President
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EXHIBIT H (CONTINUED)
ERIE 1 BOCES

BILL OF RIGHTS FOR DATA SECURITY AND PRIVACY

Erie 1 BOCES is committed to protecting the privacy and security of student, teacher, and principal
data. In accordance with New York Education Law § 2-d, the BOCES wishes to inform the
community of the following:

(1) A student's personally identifiable information cannot be sold or released for any
commercial purposes.

(2) Parents have the right to inspect and review the complete contents of their child's education
record.

3) State and federal laws protect the confidentiality of personally identifiable information, and
safeguards associated with industry standards and best practices, including but not limited to,
encryption, firewalls, and password protection, must be in place when data is stored or transferred.

(4) A complete list of all student data elements collected by the State is available for public
review at http://www.nysed.gov/data-privacy-security/student-data-inventory, or by writing to the
Office of Information & Reporting Services, New York State Education Department, Room 863
EBA, 89 Washington Avenue, Albany, New York 12234.

(5) Parents have the right to have complaints about possible breaches of student data
addressed. Complaints should be directed in writing to the Chief Privacy Officer, New York State
Education Department, 89 Washington Avenue, Albany, New York 12234. Complaints may also
be submitted using the form available at the following website: http://www.nysed.gov/data-
privacy-security/report-improper-disclosure.

BY THE VENDOR:

Y e
\amdia/ Uy Y
L ,,‘ *\ |] {{“ / .;'J‘/ v/

[

Signature
regory A. Doran

CFO

Title
August 13, 2020

Date
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EXHIBIT H (CONTINUED)

SUPPLEMENTAL INFORMATION ABOUT A CONTRACT BETWEEN

ERIE 1 BOCES AND FRONTLINE TECHNOLOGIES GROUP, LLC

Erie 1 BOCES has entered into a Master License and Service Agreement (“MSA”) with Frontline
Technologies Group, LLC which governs the availability to Participating Educational Agencies of
the following Product(s):

Absence & Substitute Management

Time & Attendance

Applicant Tracking

Professional Learning Management
Learning & Collaboration Resources
Employee Evaluation Management
Evaluator Training & Calibration
Frontline Central

EHR & School Nursing Management
Mental & Behavioral Health Management

Immunization Registry

Pursuant to this MSA, Participating Educational Agencies (i.e., those educational agencies that are
authorized to use the above Product(s) by purchasing certain shared technology services and
software through a Cooperative Educational Services Agreement with Erie 1 BOCES) may
provide to Vendor, and Vendor will receive, personally identifiable information about students, or
teachers and principals, that is protected by Section 2-d of the New York State Education Law
(“Protected Data). The MSA incorporates a Data Sharing and Confidentiality Agreement (“DSC
Agreement”) with Erie 1 BOCES setting forth Vendor’s obligations to protect the confidentiality,
privacy, and security of Protected Data it receives pursuant to the MSA.

Exclusive Purpose for which Protected Data will be Used: The exclusive purpose for
which Vendor is being provided access to Protected Data is to provide Participating Educational
Agencies with the functionality of the Product(s) listed above. Vendor agrees that it will not use
the Protected Data for any other purposes not explicitly authorized in the MSA, including the DSC
Agreement. Protected Data received by Vendor, or any of Vendor’s subcontactors, assignees, or





other authorized agents, will not be sold, or released or used for any commercial or marketing
purposes.

Oversight of Subcontractors: In the event that Vendor engages subcontactors, assignees,
or other authorized agents to perform one or more of its obligations under the MSA (including any
hosting service provider), it will require those to whom it discloses Protected Data to execute
legally binding agreements acknowledging their obligation under Section 2-d of the New York
State Education Law to comply with the same data security and privacy standards required of
Vendor under the MSA and applicable state and federal law. Vendor will ensure that such
subcontactors, assignees, or other authorized agents abide by the provisions of these agreements

by:

Frontline Education requires that all service providers it uses go through an initial
risk assessment. Frontline then qualifies its products/services for use based on
their need to process, store, or interact with sensitive data. Taking a risk-based
approach, service providers classified as medium risk or higher are assessed on a
periodic basis to ensure their security and privacy standards are in line with
Frontline Education requirements.

Duration of MSA and Protected Data Upon Expiration:

e The MSA commences on December 17, 2019 and expires on June 30, 2022.

e Upon expiration of the MSA without renewal, or upon termination of the MSA prior to
expiration, Vendor will securely delete or otherwise destroy any and all Protected Data
remaining in the possession of Vendor or its assignees or subcontractors or other
authorized persons or entities to whom it has disclosed Protected Data. If requested by
Erie 1 BOCES and/or any Participating Educational Agency, Vendor will assist a
Participating Educational Agency in exporting all Protected Data previously received back
to the Participating Educational Agency for its own use, prior to deletion, in such formats
as may be requested by the Participating Educational Agency.

e In the event the MSA is assigned to a successor Vendor (to the extent authorized by the
MSA), the Vendor will cooperate with Erie 1 BOCES as necessary to transition Protected
Data to the successor Vendor prior to deletion.

e Neither Vendor nor any of its subcontractors or other authorized persons or entities to
whom it has disclosed Protected Data will retain any Protected Data, copies, summaries
or extracts of the Protected Data, or any de-identified Protected Data, on any storage
medium whatsoever (except as otherwise specifically authorized in the MSA). Upon
request, Vendor and/or its subcontractors or other authorized persons or entities to whom
it has disclosed Protected Data, as applicable, will provide Erie 1 BOCES with a
certification from an appropriate officer that these requirements have been satisfied in full.

Challenging Accuracy of Protected Data: Parents or eligible students can challenge the
accuracy of any Protected Data provided by a Participating Educational Agency to Vendor, by
contacting the student's district of residence regarding procedures for requesting amendment of
education records under the Family Educational Rights and Privacy Act (FERPA). Teachers or





principals may be able to challenge the accuracy of APPR data provided to Vendor by following
the appeal process in their employing school district’s applicable APPR Plan.

Data Storage and Security Protections:  Any Protected Data Vendor receives will be stored
on systems maintained by Vendor, or by a subcontractor under the direct control of Vendor, in a
secure data center facility located within the United States. The measures that Vendor will take to
protect Protected Data include adoption of technologies, safeguards and practices that align with
the NIST Cybersecurity Framework and industry best practices including, but not necessarily
limited to, disk encryption, file encryption, firewalls, and password protection.

Encryption of Protected Data: Vendor (or, if applicable, its subcontractors) will protect
Protected Data in its custody from unauthorized disclosure while in motion or at rest, using a
technology or methodology specified by the secretary of the U.S. Department of HHS in guidance
issued under Section 13402(H)(2) of P.L. 111-5.





		Amendment to MSA RT 8-12-20

		Exhibits B-4 C-2 D-1 Frontline Amendment[1]
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EXHIBIT H (CONTINUED)
ERIE 1 BOCES

BILL OF RIGHTS FOR DATA SECURITY AND PRIVACY

Erie 1 BOCES is committed to protecting the privacy and security of student, teacher, and principal
data. In accordance with New York Education Law § 2-d, the BOCES wishes to inform the
community of the following:

(1) A student's personally identifiable information cannot be sold or released for any
commercial purposes.

(2) Parents have the right to inspect and review the complete contents of their child's education
record.

3) State and federal laws protect the confidentiality of personally identifiable information, and
safeguards associated with industry standards and best practices, including but not limited to,
encryption, firewalls, and password protection, must be in place when data is stored or transferred.

(4) A complete list of all student data elements collected by the State is available for public
review at http://www.nysed.gov/data-privacy-security/student-data-inventory, or by writing to the
Office of Information & Reporting Services, New York State Education Department, Room 863
EBA, 89 Washington Avenue, Albany, New York 12234.

(5) Parents have the right to have complaints about possible breaches of student data
addressed. Complaints should be directed in writing to the Chief Privacy Officer, New York State
Education Department, 89 Washington Avenue, Albany, New York 12234. Complaints may also
be submitted using the form available at the following website: http://www.nysed.gov/data-
privacy-security/report-improper-disclosure.
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EXHIBIT H (CONTINUED)

SUPPLEMENTAL INFORMATION ABOUT A CONTRACT BETWEEN

ERIE 1 BOCES AND FRONTLINE TECHNOLOGIES GROUP, LLC

Erie 1 BOCES has entered into a Master License and Service Agreement (“MSA”) with Frontline
Technologies Group, LLC which governs the availability to Participating Educational Agencies of
the following Product(s):

Absence & Substitute Management

Time & Attendance

Applicant Tracking

Professional Learning Management
Learning & Collaboration Resources
Employee Evaluation Management
Evaluator Training & Calibration
Frontline Central

EHR & School Nursing Management
Mental & Behavioral Health Management

Immunization Registry

Pursuant to this MSA, Participating Educational Agencies (i.e., those educational agencies that are
authorized to use the above Product(s) by purchasing certain shared technology services and
software through a Cooperative Educational Services Agreement with Erie 1 BOCES) may
provide to Vendor, and Vendor will receive, personally identifiable information about students, or
teachers and principals, that is protected by Section 2-d of the New York State Education Law
(“Protected Data). The MSA incorporates a Data Sharing and Confidentiality Agreement (“DSC
Agreement”) with Erie 1 BOCES setting forth Vendor’s obligations to protect the confidentiality,
privacy, and security of Protected Data it receives pursuant to the MSA.

Exclusive Purpose for which Protected Data will be Used: The exclusive purpose for
which Vendor is being provided access to Protected Data is to provide Participating Educational
Agencies with the functionality of the Product(s) listed above. Vendor agrees that it will not use
the Protected Data for any other purposes not explicitly authorized in the MSA, including the DSC
Agreement. Protected Data received by Vendor, or any of Vendor’s subcontactors, assignees, or





other authorized agents, will not be sold, or released or used for any commercial or marketing
purposes.

Oversight of Subcontractors: In the event that Vendor engages subcontactors, assignees,
or other authorized agents to perform one or more of its obligations under the MSA (including any
hosting service provider), it will require those to whom it discloses Protected Data to execute
legally binding agreements acknowledging their obligation under Section 2-d of the New York
State Education Law to comply with the same data security and privacy standards required of
Vendor under the MSA and applicable state and federal law. Vendor will ensure that such
subcontactors, assignees, or other authorized agents abide by the provisions of these agreements

by:

Frontline Education requires that all service providers it uses go through an initial
risk assessment. Frontline then qualifies its products/services for use based on
their need to process, store, or interact with sensitive data. Taking a risk-based
approach, service providers classified as medium risk or higher are assessed on a
periodic basis to ensure their security and privacy standards are in line with
Frontline Education requirements.

Duration of MSA and Protected Data Upon Expiration:

e The MSA commences on December 17, 2019 and expires on June 30, 2022.

e Upon expiration of the MSA without renewal, or upon termination of the MSA prior to
expiration, Vendor will securely delete or otherwise destroy any and all Protected Data
remaining in the possession of Vendor or its assignees or subcontractors or other
authorized persons or entities to whom it has disclosed Protected Data. If requested by
Erie 1 BOCES and/or any Participating Educational Agency, Vendor will assist a
Participating Educational Agency in exporting all Protected Data previously received back
to the Participating Educational Agency for its own use, prior to deletion, in such formats
as may be requested by the Participating Educational Agency.

e In the event the MSA is assigned to a successor Vendor (to the extent authorized by the
MSA), the Vendor will cooperate with Erie 1 BOCES as necessary to transition Protected
Data to the successor Vendor prior to deletion.

e Neither Vendor nor any of its subcontractors or other authorized persons or entities to
whom it has disclosed Protected Data will retain any Protected Data, copies, summaries
or extracts of the Protected Data, or any de-identified Protected Data, on any storage
medium whatsoever (except as otherwise specifically authorized in the MSA). Upon
request, Vendor and/or its subcontractors or other authorized persons or entities to whom
it has disclosed Protected Data, as applicable, will provide Erie 1 BOCES with a
certification from an appropriate officer that these requirements have been satisfied in full.

Challenging Accuracy of Protected Data: Parents or eligible students can challenge the
accuracy of any Protected Data provided by a Participating Educational Agency to Vendor, by
contacting the student's district of residence regarding procedures for requesting amendment of
education records under the Family Educational Rights and Privacy Act (FERPA). Teachers or





principals may be able to challenge the accuracy of APPR data provided to Vendor by following
the appeal process in their employing school district’s applicable APPR Plan.

Data Storage and Security Protections:  Any Protected Data Vendor receives will be stored
on systems maintained by Vendor, or by a subcontractor under the direct control of Vendor, in a
secure data center facility located within the United States. The measures that Vendor will take to
protect Protected Data include adoption of technologies, safeguards and practices that align with
the NIST Cybersecurity Framework and industry best practices including, but not necessarily
limited to, disk encryption, file encryption, firewalls, and password protection.

Encryption of Protected Data: Vendor (or, if applicable, its subcontractors) will protect
Protected Data in its custody from unauthorized disclosure while in motion or at rest, using a
technology or methodology specified by the secretary of the U.S. Department of HHS in guidance
issued under Section 13402(H)(2) of P.L. 111-5.
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EXHIBIT H (CONTINUED)
ERIE 1 BOCES

BILL OF RIGHTS FOR DATA SECURITY AND PRIVACY

Erie 1 BOCES is committed to protecting the privacy and security of student, teacher, and principal
data. In accordance with New York Education Law § 2-d, the BOCES wishes to inform the
community of the following:

(1) A student's personally identifiable information cannot be sold or released for any
commercial purposes.

(2) Parents have the right to inspect and review the complete contents of their child's education
record.

3) State and federal laws protect the confidentiality of personally identifiable information, and
safeguards associated with industry standards and best practices, including but not limited to,
encryption, firewalls, and password protection, must be in place when data is stored or transferred.

(4) A complete list of all student data elements collected by the State is available for public
review at http://www.nysed.gov/data-privacy-security/student-data-inventory, or by writing to the
Office of Information & Reporting Services, New York State Education Department, Room 863
EBA, 89 Washington Avenue, Albany, New York 12234.

(5) Parents have the right to have complaints about possible breaches of student data
addressed. Complaints should be directed in writing to the Chief Privacy Officer, New York State
Education Department, 89 Washington Avenue, Albany, New York 12234. Complaints may also
be submitted using the form available at the following website: http://www.nysed.gov/data-
privacy-security/report-improper-disclosure.
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EXHIBIT H (CONTINUED)

SUPPLEMENTAL INFORMATION ABOUT A CONTRACT BETWEEN

ERIE 1 BOCES AND FRONTLINE TECHNOLOGIES GROUP, LLC

Erie 1 BOCES has entered into a Master License and Service Agreement (“MSA”) with Frontline
Technologies Group, LLC which governs the availability to Participating Educational Agencies of
the following Product(s):

Absence & Substitute Management

Time & Attendance

Applicant Tracking

Professional Learning Management
Learning & Collaboration Resources
Employee Evaluation Management
Evaluator Training & Calibration
Frontline Central

EHR & School Nursing Management
Mental & Behavioral Health Management

Immunization Registry

Pursuant to this MSA, Participating Educational Agencies (i.e., those educational agencies that are
authorized to use the above Product(s) by purchasing certain shared technology services and
software through a Cooperative Educational Services Agreement with Erie 1 BOCES) may
provide to Vendor, and Vendor will receive, personally identifiable information about students, or
teachers and principals, that is protected by Section 2-d of the New York State Education Law
(“Protected Data). The MSA incorporates a Data Sharing and Confidentiality Agreement (“DSC
Agreement”) with Erie 1 BOCES setting forth Vendor’s obligations to protect the confidentiality,
privacy, and security of Protected Data it receives pursuant to the MSA.

Exclusive Purpose for which Protected Data will be Used: The exclusive purpose for
which Vendor is being provided access to Protected Data is to provide Participating Educational
Agencies with the functionality of the Product(s) listed above. Vendor agrees that it will not use
the Protected Data for any other purposes not explicitly authorized in the MSA, including the DSC
Agreement. Protected Data received by Vendor, or any of Vendor’s subcontactors, assignees, or





other authorized agents, will not be sold, or released or used for any commercial or marketing
purposes.

Oversight of Subcontractors: In the event that Vendor engages subcontactors, assignees,
or other authorized agents to perform one or more of its obligations under the MSA (including any
hosting service provider), it will require those to whom it discloses Protected Data to execute
legally binding agreements acknowledging their obligation under Section 2-d of the New York
State Education Law to comply with the same data security and privacy standards required of
Vendor under the MSA and applicable state and federal law. Vendor will ensure that such
subcontactors, assignees, or other authorized agents abide by the provisions of these agreements

by:

Frontline Education requires that all service providers it uses go through an initial
risk assessment. Frontline then qualifies its products/services for use based on
their need to process, store, or interact with sensitive data. Taking a risk-based
approach, service providers classified as medium risk or higher are assessed on a
periodic basis to ensure their security and privacy standards are in line with
Frontline Education requirements.

Duration of MSA and Protected Data Upon Expiration:

e The MSA commences on December 17, 2019 and expires on June 30, 2022.

e Upon expiration of the MSA without renewal, or upon termination of the MSA prior to
expiration, Vendor will securely delete or otherwise destroy any and all Protected Data
remaining in the possession of Vendor or its assignees or subcontractors or other
authorized persons or entities to whom it has disclosed Protected Data. If requested by
Erie 1 BOCES and/or any Participating Educational Agency, Vendor will assist a
Participating Educational Agency in exporting all Protected Data previously received back
to the Participating Educational Agency for its own use, prior to deletion, in such formats
as may be requested by the Participating Educational Agency.

e In the event the MSA is assigned to a successor Vendor (to the extent authorized by the
MSA), the Vendor will cooperate with Erie 1 BOCES as necessary to transition Protected
Data to the successor Vendor prior to deletion.

e Neither Vendor nor any of its subcontractors or other authorized persons or entities to
whom it has disclosed Protected Data will retain any Protected Data, copies, summaries
or extracts of the Protected Data, or any de-identified Protected Data, on any storage
medium whatsoever (except as otherwise specifically authorized in the MSA). Upon
request, Vendor and/or its subcontractors or other authorized persons or entities to whom
it has disclosed Protected Data, as applicable, will provide Erie 1 BOCES with a
certification from an appropriate officer that these requirements have been satisfied in full.

Challenging Accuracy of Protected Data: Parents or eligible students can challenge the
accuracy of any Protected Data provided by a Participating Educational Agency to Vendor, by
contacting the student's district of residence regarding procedures for requesting amendment of
education records under the Family Educational Rights and Privacy Act (FERPA). Teachers or





principals may be able to challenge the accuracy of APPR data provided to Vendor by following
the appeal process in their employing school district’s applicable APPR Plan.

Data Storage and Security Protections:  Any Protected Data Vendor receives will be stored
on systems maintained by Vendor, or by a subcontractor under the direct control of Vendor, in a
secure data center facility located within the United States. The measures that Vendor will take to
protect Protected Data include adoption of technologies, safeguards and practices that align with
the NIST Cybersecurity Framework and industry best practices including, but not necessarily
limited to, disk encryption, file encryption, firewalls, and password protection.

Encryption of Protected Data: Vendor (or, if applicable, its subcontractors) will protect
Protected Data in its custody from unauthorized disclosure while in motion or at rest, using a
technology or methodology specified by the secretary of the U.S. Department of HHS in guidance
issued under Section 13402(H)(2) of P.L. 111-5.
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EXHIBIT H (CONTINUED)
ERIE 1 BOCES

BILL OF RIGHTS FOR DATA SECURITY AND PRIVACY

Erie 1 BOCES is committed to protecting the privacy and security of student, teacher, and principal
data. In accordance with New York Education Law § 2-d, the BOCES wishes to inform the
community of the following:

(1) A student's personally identifiable information cannot be sold or released for any
commercial purposes.

(2) Parents have the right to inspect and review the complete contents of their child's education
record.

3) State and federal laws protect the confidentiality of personally identifiable information, and
safeguards associated with industry standards and best practices, including but not limited to,
encryption, firewalls, and password protection, must be in place when data is stored or transferred.

(4) A complete list of all student data elements collected by the State is available for public
review at http://www.nysed.gov/data-privacy-security/student-data-inventory, or by writing to the
Office of Information & Reporting Services, New York State Education Department, Room 863
EBA, 89 Washington Avenue, Albany, New York 12234.

(5) Parents have the right to have complaints about possible breaches of student data
addressed. Complaints should be directed in writing to the Chief Privacy Officer, New York State
Education Department, 89 Washington Avenue, Albany, New York 12234. Complaints may also
be submitted using the form available at the following website: http://www.nysed.gov/data-
privacy-security/report-improper-disclosure.
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EXHIBIT H (CONTINUED)

SUPPLEMENTAL INFORMATION ABOUT A CONTRACT BETWEEN

ERIE 1 BOCES AND FRONTLINE TECHNOLOGIES GROUP, LLC

Erie 1 BOCES has entered into a Master License and Service Agreement (“MSA”) with Frontline
Technologies Group, LLC which governs the availability to Participating Educational Agencies of
the following Product(s):

Absence & Substitute Management

Time & Attendance

Applicant Tracking

Professional Learning Management
Learning & Collaboration Resources
Employee Evaluation Management
Evaluator Training & Calibration
Frontline Central

EHR & School Nursing Management
Mental & Behavioral Health Management

Immunization Registry

Pursuant to this MSA, Participating Educational Agencies (i.e., those educational agencies that are
authorized to use the above Product(s) by purchasing certain shared technology services and
software through a Cooperative Educational Services Agreement with Erie 1 BOCES) may
provide to Vendor, and Vendor will receive, personally identifiable information about students, or
teachers and principals, that is protected by Section 2-d of the New York State Education Law
(“Protected Data). The MSA incorporates a Data Sharing and Confidentiality Agreement (“DSC
Agreement”) with Erie 1 BOCES setting forth Vendor’s obligations to protect the confidentiality,
privacy, and security of Protected Data it receives pursuant to the MSA.

Exclusive Purpose for which Protected Data will be Used: The exclusive purpose for
which Vendor is being provided access to Protected Data is to provide Participating Educational
Agencies with the functionality of the Product(s) listed above. Vendor agrees that it will not use
the Protected Data for any other purposes not explicitly authorized in the MSA, including the DSC
Agreement. Protected Data received by Vendor, or any of Vendor’s subcontactors, assignees, or





other authorized agents, will not be sold, or released or used for any commercial or marketing
purposes.

Oversight of Subcontractors: In the event that Vendor engages subcontactors, assignees,
or other authorized agents to perform one or more of its obligations under the MSA (including any
hosting service provider), it will require those to whom it discloses Protected Data to execute
legally binding agreements acknowledging their obligation under Section 2-d of the New York
State Education Law to comply with the same data security and privacy standards required of
Vendor under the MSA and applicable state and federal law. Vendor will ensure that such
subcontactors, assignees, or other authorized agents abide by the provisions of these agreements

by:

Frontline Education requires that all service providers it uses go through an initial
risk assessment. Frontline then qualifies its products/services for use based on
their need to process, store, or interact with sensitive data. Taking a risk-based
approach, service providers classified as medium risk or higher are assessed on a
periodic basis to ensure their security and privacy standards are in line with
Frontline Education requirements.

Duration of MSA and Protected Data Upon Expiration:

e The MSA commences on December 17, 2019 and expires on June 30, 2022.

e Upon expiration of the MSA without renewal, or upon termination of the MSA prior to
expiration, Vendor will securely delete or otherwise destroy any and all Protected Data
remaining in the possession of Vendor or its assignees or subcontractors or other
authorized persons or entities to whom it has disclosed Protected Data. If requested by
Erie 1 BOCES and/or any Participating Educational Agency, Vendor will assist a
Participating Educational Agency in exporting all Protected Data previously received back
to the Participating Educational Agency for its own use, prior to deletion, in such formats
as may be requested by the Participating Educational Agency.

e In the event the MSA is assigned to a successor Vendor (to the extent authorized by the
MSA), the Vendor will cooperate with Erie 1 BOCES as necessary to transition Protected
Data to the successor Vendor prior to deletion.

e Neither Vendor nor any of its subcontractors or other authorized persons or entities to
whom it has disclosed Protected Data will retain any Protected Data, copies, summaries
or extracts of the Protected Data, or any de-identified Protected Data, on any storage
medium whatsoever (except as otherwise specifically authorized in the MSA). Upon
request, Vendor and/or its subcontractors or other authorized persons or entities to whom
it has disclosed Protected Data, as applicable, will provide Erie 1 BOCES with a
certification from an appropriate officer that these requirements have been satisfied in full.

Challenging Accuracy of Protected Data: Parents or eligible students can challenge the
accuracy of any Protected Data provided by a Participating Educational Agency to Vendor, by
contacting the student's district of residence regarding procedures for requesting amendment of
education records under the Family Educational Rights and Privacy Act (FERPA). Teachers or





principals may be able to challenge the accuracy of APPR data provided to Vendor by following
the appeal process in their employing school district’s applicable APPR Plan.

Data Storage and Security Protections:  Any Protected Data Vendor receives will be stored
on systems maintained by Vendor, or by a subcontractor under the direct control of Vendor, in a
secure data center facility located within the United States. The measures that Vendor will take to
protect Protected Data include adoption of technologies, safeguards and practices that align with
the NIST Cybersecurity Framework and industry best practices including, but not necessarily
limited to, disk encryption, file encryption, firewalls, and password protection.

Encryption of Protected Data: Vendor (or, if applicable, its subcontractors) will protect
Protected Data in its custody from unauthorized disclosure while in motion or at rest, using a
technology or methodology specified by the secretary of the U.S. Department of HHS in guidance
issued under Section 13402(H)(2) of P.L. 111-5.
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EXHIBIT A: PARENTS BILL OF RIGHTS FOR DATA PRIVACY AND SECURITY

E2CCB is committed to protecting the privacy and security of student, teacher, and principal data.
In accordance with New York Education Law § 2-d, E2CCB wishes to inform the community of
the following:

1. A student's personally identifiable information cannot be sold or released for any
commercial purposes.

2. Parents have the right to inspect and review the complete contents of their child's education
record.
3. State and federal laws protect the confidentiality of personally identifiable information,

and safeguards associated with industry standards and best practices, including but not limited to,
encryption, firewalls, and password protection, must be in place when data is stored or transferred.

4, A complete list of all student data elements collected by the State is available for public
review at http://www.p12.nysed.gov/irs/sirs/documentation/NY SEDstudentData.xIsx, or by
writing to the Office of Information & Reporting Services, New York State Education Department,
Room 863 EBA, 89 Washington Avenue, Albany, New York 12234,

5. Parents have the right to have complaints about possible breaches of student data addressed.
Complaints may be submitted to NYSED at www.nysed.gov/data-privacy-security; by mail to:
Chief Privacy Officer, New York State Education Department, 89 Washington Avenue, Albany, NY
12234; by email to privacy@nysed.gov; or by telephone at 518-474- 0937.

Supplemental Information to Parents Bill or Rights for Data Privacy and Security:

l. The exclusive purpose for which Agile Sports Technologies, Inc., d/b/a Hudl (hereinafter
“Contractor”) is being provided student data and/or teacher or principal data, and for which such
information will be used, is to provide the products and services for which E2CCB has contracted.
Student data and/or teacher or principal data received by Contractor, or by any assignee of
Contractor, from E2CCB or its employees, officers, agents, and/or students will not be sold or used
for commercial purpose or marketing purpose.

2. Contractor agrees that any of its officers or employees, and any officers or employees of
any assignee or subcontractor of Contractor, who have access to personally identifiable
information will receive training on the federal and state law governing confidentiality of such
data prior to receiving access to that data. More specifically, all of Contractor’s employees are
provided such training upon commencing employment and as necessary thereafter. Any
subcontractors engaged by Contractor, and which have access to student data and/or teacher or
principal data, are required to execute legally binding agreements with Contractors acknowledging
the subcontractor’s obligation to comply with data security and privacy standards at least as
restrictive as those required of Contractor under the Data Privacy and Security Agreement between
E2CCB and Hudl, as well as applicable state and federal law.
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3. The agreement between Contractor and E2CCB for products and/or services expires on
July 31, 2022. At the expiration of that agreement without a successor agreement in place,
Contractor will either maintain any and all student data and/or teacher or principal data in its
possession in accordance with the terms of this Agreement or assist E2CCB and/or the educational
agency from which the data originated in transferring such data back to requesting educational
agency. Additionally, upon request, Contractor will securely delete or otherwise destroy any and
all student data and/or teacher or principal data remaining in the possession of Contractor or its
assignees or subcontractors (including all hard copies, archived copies, electronic versions or
electronic imaging of hard copies of such data) as well as any and all student data and/or teacher
or principal data maintained on behalf of Contractor in secure data center facilities. Contractor
shall ensure that no copy, summary, or extract of the student data and/or teacher or principal data
or any related work papers are retained on any storage medium whatsoever by Contractor, its
subcontractors or assignees, or the aforementioned secure data center facilities. Any and all
measures related to the deletion or destruction of student data and/or teacher or principal data will
be completed within 30 days of the request and will be accomplished utilizing an approved method
of confidential destruction, including, shredding, burning or certified/witnessed destruction of
physical materials and verified erasure of magnetic media using approved methods of electronic
file destruction. To the extent that Contractor and/or its subcontractors or assignees may continue
to be in possession of any de-identified data (i.e., data that has had all direct and indirect identifiers
removed), they agree not to attempt to re-identify de-identified data and not to transfer de-
identified data to any party. Upon request, Contractor and/or its subcontractors or assignees will
provide a certification to E2CCB from an appropriate officer that the requirements of this
paragraph have been satisfied in full.

4. In the event that a parent, student, or eligible student wishes to challenge the accuracy of
student data concerning that student or eligible student, that challenge shall be processed through
the procedures provided by the E2CCB for amendment of education records under the Family
Educational Rights and Privacy Act (FERPA). In the event that a teacher or principal wishes to
challenge the accuracy of the teacher or principal data that is collected, he or she may do so
consistent with applicable provisions of 8 N.Y.C.R.R. Part 30 and the BOCES Annual Professional
Performance Review Plan.

5. Student data and/or teacher or principal data transferred to Contractor by E2CCB or
E2CCB officers, employees, agents, or students will be stored in electronic format on systems
maintained by Contractor in a secure data center facility, or a data facility maintained by a board
of cooperative educational services, in the United States. In order to protect the privacy and
security of student data and/or teacher or principal data stored in that manner, Contractor will take
measures aligned with industry best practices and the NIST Cybersecurity Framework Version
1.1. Such measures include, but are not necessarily limited to disk encryption, file encryption,
firewalls, and password protection. More specifically, Contractor has implemented the following
administrative, operational, and technical safeguards:

a. Prospective employees are subject to extensive screening, testing, interviews, and
referral checking.

b. All personnel, including third parties, are subject to strict confidentiality
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agreements which form part of the contracts that are signed when they work for or
with Contractor.

c. Physical access to Contractor’s offices requires individually assigned secure door-
entry badges, with staffed reception desks and video surveillance cameras in use.

d. For the purpose of data storage, Contractor utilizes Amazon Web Services, which
has certification for compliance with ISO 27001, 27017, and 27018.

e. Contractor utilizes malware protection systems in multiple locations, including
within email message flows and on workstations.

f. Contractor employs email content security solutions and other application aware
systems to help protect against data leakage.

g. Firewalls and virtual private networks help secure access to Contractor’s systems,
with more sensitive data placed in logical silos.

h. All Contractor’s systems send logs to a single central analysis center for monitoring
and review.

6. Any student data and/or teacher or principal data possessed by Contractor will be protected

using encryption while in motion and at rest.

Acknowledged and agreed to by:

Signature:
Name:
Title:

Date:

Pt
7 SO

McKenzie Swanson

Manager, Competitive Sales

09/14/2021
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Exhibit D

PARENTS BILL OF RIGHTS FOR DATA PRIVACY AND SECURITY

Erie 1 BOCES is committed to protecting the privacy and security of student, teacher, and principal
data. In accordance with New York Education Law § 2-d, the BOCES wishes to inform the
community of the following:

(1) A student’s personally identifiable information cannot be sold or released for any commercial
purposes.

(2) Parents have the right to inspect and review the complete contents of their child’s education
record.

(3) State and federal laws protect the confidentiality of personally identifiable information, and
safeguards associated with industry standards and best practices, including but not limited to,
encryption, firewalls, and password protection, must be in place when data is stored or transferred.

(4) A complete list of all student data elements collected by the State is available for public review
at http://www.pl2.nvsed.gov/irs/sirs/documentation/N YSEDstudentData.xlsx, or by writing to the
Office of Information & Reporting Services, New York State Education Department, Room 863
EBA, 89 Washington Avenue, Albany, New York 12234.

(5) Parents have the right to have complaints about possible breaches of student data addressed.
Complaints should be directed in writing to the Chief Privacy Officer, New York State Education
Department, 89 Washington Avenue, Albany, New York 12234. Complaints may also be directed
to the Chief Privacy Officer via email at: CPO@mail.nysed.gov.
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General Counsel
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February 11, 2020
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APPENDIX

Supplemental Information Regarding Third-P Contractors

In the course of complying with its obligations under the law and providing educational services,
Erie 1 BOCES has entered into agreements with certain third-party contractors. Pursuant to such
agreements, third-party contractors may have access to “student data” and/or “teacher or
principal data,” as those terms are defined by law.

Each contract the BOCES enters into with a third party contractor where the third party
contractor receives student data or teacher or principal data will include the following
information:

(1) the exclusive purposes for which the student data or teacher or principal data will be used;

(2) how the third party contractor will ensure that the subcontractors, persons or entities that the
third party contractor will share the student data or teacher or principal data with, if any, will
abide by data protection and security requirements;

(3) when the agreement expires and what happens to the student data or teacher or principal data -
upon expiration of the agreement;

(4) if and how a parent, student, eligible student, teacher or principal may challenge the accuracy
of the student data or teacher or principal data that is collected; and

(5) where the student data or teacher or principal data will be stored (described in such a manner
as to protect data security), and the security protections taken to ensure such data will be
protected, including whether such data will be encrypted.
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Exhibit E

Vendor Use of Student Data

The exclusive purposes for which Vendor is being provided, access to the shared Student Data is
as follows:

Vendor will process Customer Personal Data solely for. purposes of providing the Services
described in this Agreement and any applicable statement of work. For purposes of this
Agreement, the term “Customer Personal Data” means Personal Data (as that term is defined in
the General Data Protection Regulation (EU) 2016/679 of the European Parliament and of the
Council of 27 April 2016 (“GDPR™)), the extent of which is determined and controlled by Erie 1
in its sole discretion, such as names, email addresses, IP addresses, web browsing data, including
websites visited; location data (any data processed in an electronic communications network or by
an electronic communications service indicating the geographical position of the terminal
equipment of a user of a public electronic communications service); and browsing, search, and
other network activity of authorized users of Customer’s network.”’

By default, Vendor’s secure cloud gateway cybersecurity platform processes Customer Personal
Data. However, Vendor does not ordinarily access or review Customer Personal Data because it is
protected within segregated, containerized reporting databases that isolate this information.
Additionally, critical information, such as passwords, is encrypted during transit and at rest,
preventing direct access to the underlying information. By default, Customer Personal Data is only
- accessible to the customers’ administrator(s) and other authorized users who were designated by
the administrator(s). In some cases, however, Erie 1 may elect to provide Vendor administrative
access to the Customer Personal Data, typically to enable Vendor to provide customer support to
Frie 1. e i _
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EXHIBIT D (CONTINUED)
ERIE 1 BOCES
PARENTS BILL OF RIGHTS FOR DATA PRIVACY AND SECURITY

Erie 1 BOCES is committed to protecting the privacy and security of student, teacher, and
principal data. In accordance with New York Education Law § 2-d, the BOCES wishes to inform
the community of the following:

(1) A student's personally identifiable information cannot be sold or released for any commercial
purposes.

(2) Parents have the right to inspect and review the complete contents of their child's education
record.

(3) State and federal laws protect the confidentiality of personally identifiable information, and
safeguards associated with industry standards and best practices, including but not limited to,
encryption, firewalls, and password protection, must be in place when data is stored or
transferred.

(4) A complete list of all student data elements collected by the State is available for public
review at http://www.nysed.gov/data-privacy-security/student-data-inventory, or by writing
to the Office of Information & Reporting Services, New York State Education Department, Room
863 EBA, 89 Washington Avenue, Albany, New York 12234.

(5) Parents have the right to have complaints about possible breaches of student data
addressed. Complaints should be directed in writing to the Chief Privacy Officer, New York
State Education Department, 89 Washington Avenue, Albany, New York 12234. Complaints
may also be submitted using the form available at the following

website http://www.nysed.gov/data-privacy-security/report-improper-disclosure.

BY THE VENDOR:
,,Q%@’m L@w’z/en{/

Signature

__Aaron Barley
Printed Name

__Sales Manager
Title

__5/11/2020
Date
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EXHIBIT D (CONTINUED)
SUPPLEMENTAL INFORMATION

ABOUT THE MASTER LICENSE AND SERVICE AGREEMENT
BETWEEN
ERIE 1 BOCES AND [MASTERLIBRARY.COM LLC.]

Erie 1 BOCES has entered into a Master License and Service Agreement (“MLSA”) with
[MasterLibrary.Com LLC.] which governs the availability to Participating Educational Agencies of
the following Product(s):

[ML Schedules, ML Work Orders, ML Binders, ML Plans, and ML Projects]

Pursuant to the MLSA, Patrticipating Educational Agencies may provide to Vendor, and Vendor
will receive, personally identifiable information about students, or teachers and principals, that is
protected by Section 2-d of the New York State Education Law (“Protected Data”).

Exclusive Purpose for which Protected Data will be Used: The exclusive purpose for which
Vendor is being provided access to Protected Data is to provide Participating Educational
Agencies with the functionality of the Product(s) listed above. Vendor agrees that it will not use
the Protected Data for any other purposes not explicitly authorized in the MLSA. Protected Data
received by Vendor, or any of Vendor’s subcontactors, assignees, or other authorized agents, will
not be sold, or released or used for any commercial or marketing purposes.

Oversight of Subcontractors: In the event that Vendor engages subcontactors, assignees, or
other authorized agents to perform one or more of its obligations under the MLSA (including any
hosting service provider), it will require those to whom it discloses Protected Data to execute
legally binding agreements acknowledging the obligation under Section 2-d of the New York State
Education Law to comply with the same data security and privacy standards required of Vendor
under the MLSA and applicable state and federal law. Vendor will ensure that such
subcontactors, assignees, or other authorized agents abide by the provisions of these
agreements by: [MasterLibrary.Com will not be engaging with subcontractors to perform any
obligations under the MLSA.]

Duration of MLSA and Protected Data Upon Expiration:

The MLSA commences on [6/1/2020] and expires on [6/30/2023].

e Upon expiration of the MLSA without renewal, or upon termination of the MLSA prior to
expiration, Vendor will securely delete or otherwise destroy any and all Protected Data
remaining in the possession of Vendor or its assignees or subcontractors or other
authorized persons or entities to whom it has disclosed Protected Data. If requested by
Erie 1 BOCES and/or any Participating Educational Agency, Vendor will assist a
Participating Educational Agency in exporting all Protected Data previously received back
to the Participating Educational Agency for its own use, prior to deletion, in such formats
as may be requested by the Participating Educational Agency.
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¢ In the event the Master Agreement is assigned to a successor Vendor (to the extent
authorized by the Master Agreement), the Vendor will cooperate with Erie 1 BOCES as
necessary to transition Protected Data to the successor Vendor prior to deletion.

¢ Neither Vendor nor any of its subcontractors or other authorized persons or entities to
whom it has disclosed Protected Data will retain any Protected Data, copies, summaries
or extracts of the Protected Data, or any de-identified Protected Data, on any storage
medium whatsoever. Upon request, Vendor and/or its subcontractors or other authorized
persons or entities to whom it has disclosed Protected Data, as applicable, will provide
Erie 1 BOCES with a certification from an appropriate officer that these requirements
have been satisfied in full.

Challenging Accuracy of Protected Data: Parents or eligible students can challenge the
accuracy of any Protected Data provided by a Participating Educational Agency to Vendor, by
contacting the student's district of residence regarding procedures for requesting amendment of
education records under the Family Educational Rights and Privacy Act (FERPA). Teachers or
principals may be able to challenge the accuracy of APPR data provided to Vendor by following
the appeal process in their employing school district’s applicable APPR Plan.

Data Storage and Security Protections: Any Protected Data Vendor receives will be stored
on systems maintained by Vendor, or by a subcontractor under the direct control of Vendor, in a
secure data center facility located within the United States. The measures that Vendor will take
to protect Protected Data include adoption of technologies, safeguards and practices that align
with the NIST Cybersecurity Framework and industry best practices including, but not necessarily
limited to, disk encryption, file encryption, firewalls, and password protection.

Encryption of Protected Data: Vendor (or, if applicable, its subcontractors) will protect
Protected Data in its custody from unauthorized disclosure while in motion or at rest, using a
technology or methodology specified by the secretary of the U.S. Department of HHS in guidance
issued under Section 13402(H)(2) of P.L. 111-5.

Page 28 of 29










image16.emf
Microsoft Office 365- 

Ed. Law 2-D (1).pdf


Microsoft Office 365- Ed. Law 2-D (1).pdf
ErIE 1 BOCES
PARENTS’ BILL OF RIGHTS FOR DATA SECURITY AND PRIVACY

Erie 1 BOCES is committed to protecting the privacy and security of personally identifiable information
about students who attend Erie 1 BOCES instructional programs in accordance with applicable taw,
including New York State Education Law Section 2-d.

To further these goals, Erie 1 BOCES wished to inform parents of the following:

(1) A student's personally identifiable information cannot be sold or released for any commercial
purposes.

(2) Parents have the right to inspect and review the complete contents of their child's education
record.

(3) State and federal laws protect the confidentiality of personally identifiable information, and
safeguards associated with industry standards and best practices, including but not limited to,
encryption, firewalls, and password protection, must be in place when data is stored or transferred.

(4) A complete list of all student data elements collected by the State is available for public review

at http://www.nysed.qov/data-privacy-security/student-data-inventory, or by writing to the Office
of Information & Reporting Services, New York State Education Department, Room 863 EBA, 89
Washington Avenue, Albany, New York 12234.

(5) Parents have the right to have complaints about possible breaches of student data addressed.
Complaints should be directed in writing to the Chief Privacy Officer, New York State Education
Department, 89 Washington Avenue, Albany, New York 12234. Complaints may also be submitted
using the form available at the following website http:/fwww.nysed.qgov/data-privacy-

security/repori-improper-disclosure.
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SUPPLEMENTAL INFORMATION
ABOUT THE AGREEMENT
BETWEEN
ERIE 1 BOCES anD MICROSOFT

Erie 1 BOCES has entered into a Campus and School Agreement (“Agreement”) with [MICROSOFT]
which governs the availability to Participating Educational Agencies of the following Praduct(s).

E WFMMM$3WWRMMMMM&dha%WSﬁMMMMWW
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Dryenmics 365 Finanos, Dynamics 365 Mimkcting, Dynomics 365 Pivjert Savice Anvtomustion, ThynamEs 365 Comsere,
Dyaemics 365 Hewen Resources, Dymunics 363 Sales Entewprise, st Dymamics 365 Sales Professionsl. Dlymamacs 365
Com Sarvices do nat inchode (1) Dynamics 365 Servioes fbr supposad deveoes or software, which focliodes but 5 mot
ettt thp Ty mrmmies 365 i mpps, Zabibets, i, or ary off Shese {2) Linfedin Saes Navizator, or {3) esngpt s expressly
defined in e Tconsing terms for the comesponding servies, ey olber scpartely-branded service made wrailididle with or
wimmecred in Dynamics 363 Core Seavioos,
?&EEnﬁumﬁmgMMe&ﬂ:maﬂMﬂammnmmmimﬂmman(){liceiiﬁ—bmndadﬂmwwﬂ:ﬂ:Cmnm!ism'e
Rlimmezer, Custasmey Lockhbox, EMMMWWWMMMEW@EMM&
Baokines, Microsoft Forms, Microseft My Analytics, Microsoft Plamer. Microsoft Staffifud, AMicrosof Stmems, Micosaf
Tezms {including Bookings, Lists, ant Shifts), Microsoft Te-Dn, Office 363 Advarred Threet Provocrion, Ciilfios 363
Video, Office for the web, OnzThive for Busizess, Prsjoct {moept Rowdmap ani Projact for the web), SharePoint Onlme,
Skype for Bosiness Online, Sway, Whitshord, Yomumer Bt and for Kaizalz Pro, Custommes ozt sroaps
e Yo the admin part and chels between e memthens off Clustomer™s cngemizaton. (ffio: 365 Servioes die ot
imchdie Oiice 365 ProPlis, any ponion of PSTN Services that opoass ousis of Microsoft's comm, @y Ciicst sofiware,
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beandied “for Office 3657 '

m&mmmm@mmu@:m&%mw@m&m@mw, Aplieaition
Ensiphis, Avtomanon, Azme Avive Ditecry, Azae Cache for Rafis, Azzse Contniner Regiiury {ATCK ), Amoe Conlaimer

Telicoosoll Dysaics 365 Core
Servioes

Ohiftce 365 Services

Servine, Arare Cosizos DB (formety DocumentDB), Azure Detabase for MySQE., Azore Diniabese for PostgreSQL, Azre

| Dateimicks, Azune DevOps Servizes, Azwre Deviost Labs, Azme DNS, Arure Enformrstion Protection {oclsdag Azure
Bach, BirTalk Services, Clond Services, Compuier Vision, Content Maodzaer, Duta Caralng, Bata Frefasy, Dois Lake
Anatytics, Data Lake Store, Event Hubs, Express Rouse, Face, Fumciboins, HDnsicht, Eoportffxport. ToT Heb, Key Vault,
Load Batanoes, Log Aralytics (formerly Operations] Insighis}, Anme hschins Y parning Suxdo, Mada Servioes, Microsoft
Amre Portal, Mubti-Factor Avtheniication, Notifcaton Hobs, Paorser M Frebedded, (Qma Maker, Schreduler, Somanty
Cemter, Servive Bus, Scrvice Fabric, Site Rocovary, SQL Date Warshoose, S04 Datrfbuse, SOL. Sernver Stretel Dalabass,
Storage, StocSimple, Stream Arabytics, Text Analytics, Trafiic Mager, Vinuat Maduizes, Viniued Rachine Scake Seis,
Virtut Network, and VPN Gaigvay

Microsolt Azme Core Servioss

Mot Chowd App Secusity

Thhe clord service porsion of Microsofk Cloud App Secoxity.

BVircrosofi Intuse Onliog Serviess

T elond service pottion of Microsolt Frrene such as the Micmsaft Brtens Addon Produrt orz FEINEESITETY SIYC
provided by Microselt Intime such a5 Mobile Device Management for Offtce 385,

Microsefi Power Plattenm Core
Services

The foflewing services, each es a standklone servios or as incleded in an Office 365 or Microsoft Dyeamics 365 branded
pllan or swite: Microsofi Power BL, Micwsnf Pover Apps, ani Miresafk Power Antpmade. Microsoft Power Plztform Core
Services do not inchede any cliont sofivenve, incloding but ret Frdiad o Power BE Report Sereer., the Power BL PowerApps
o7 Microsofl Power Automate mebile applications, Pewer BI Desliop, or Powar Apps Stxdio.

Micresoft Defender Advesced
Turemt Prassction Services

The following clond service portions of ¥avosoft Defender Advanced Threat Protoction. Atteck Susteee Reduction, Next
Generstion Preiection, Bndpoin Detection & Response, Auto Ervesiigaion & Romadinten, Threst & Volnesalmiy

Menasemer, SmatSoean.

Pursuant to the Agreement, Pariicipating Educational Agencies may provide to Vendor, and Vendor will
receive, personally identifiable information about students, or teachers and principals, that is protected
by Section 2-d of the New York State Education Law (*Protected Data”).

Exclusive Purpose for which Protected Data will be Used: The exclusive purpose for which Vendor
is being provided access to Protected Data is to provide Participating Educational Agencies with the
functionality of the Producti(s) listed above. Vendor agrees that it will not use the Protected Data for
any other purposes not explicitly authorized in the Agreement. Protected Data received by Vendor, or
any of Vendor's subcontractors, assignees, or other authorized agents, will not be sold, or released or
used for any commercial or marketing purposes.

Oversight of Subcontractors: In the event that Vendor engages subcontractors, assignees, or other
authorized agents to perform one or more of its obligations under the Agreement {(including any hosting
service provider). Vendor will ensure that such subcontactors, assignees, or other authorized agents

CTM-CTC-LOL-AGR BD
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abide by the provisions of these agreements and is responsible for their performance under the
agreement.

Duration of Agreement and Protected Data Upon Expiration:
» The Agreement commenced on July 30, 2013 and has no expiration date.

« Upon expiration of any Enroliment under this Agreement without renewal, Vendor shall, if
requested by BOCES, or Participating Educational Agency, provide tools to the BOCES, or
Participating Educational Agency for exporting all electronically stored Shared Data previously
received back to the BOCES or Participating Educational Agency. Microsoft will retain the
Protected Data that remains stored in Online Services in a limited function account for 90 days
after expiration or termination of this Agreement. Thereafter, Vendor shatl promptly securely
delete and/or dispose of any and all Protected Data remaining in the possession of Vendor or
its assignees or subcontractors (inciuding alt electronic versions or electronic imaging of hard
copies of Protected Data) unless Microsoft is required by applicable law to retain such data.
Vendor agrees that neither it nor its subcontractors or assignees will retain any copy, summary
or extract of the Protected Data or any related work papers an any storage medium whatsoever
uniess Microsoft is required by applicable law to retain such data. Upon request, Vendor and/or
its subcontractors or assignees will provide a certification from an appropriate officer that the
reguirements of this paragraph have been satisfied in full.

Challenging Accuracy of Protected Data: Parenis or eligible siudents can challenge the
accuracy of any Protected Data provided by a Parlicipating Educational Agency to Vendor, by
contacting the student's district of residence regarding procedures for requesting amendment of
education records under the Family Educational Rights and Privacy Act (FERPA). Teachers o
Wm%%kMMMmmwﬁWRmmm.vmwmmﬁm
appeal process in their employing school district's applicable APPR Plan

Data Storage and Security Protections: Any Protected Data Vendor receives wilt be stored on
systems maintained by Vendor, or by a subcontractor under the direct confrof of Vendor, in a secure
data center facility located within the United Slates. The measures that Vendor will take to protect
Protected Data include adoption of technologies, safeguards and practices that align with the NIST
Cybersecurity Framework and indusiry best practices including, but not necessardy hmited to, disk
encryption, fite encryption, firewalls, and password proteciion.

Encryption of Protected Data: Vendor (or, ii applicable, its subcontractors) wal profect Protected Data
in #s custody from unauthorized disclosure while in motion or atrest, using a technoiogy or methodoiogy
specified by the secretary of the U.S. Depariment of HHS in guidance issued under Section 13402(H)(2)
of P.L 111-5. '

Except for changes made by this Amendment, the Enroliment or Agreement identified above remains
unchanged and in full force and effect. If there is any conflict between any provision in this Amendment
and any provision in the Enroliment or Agreement identified above, this Amendment shall controi.

This Amendment must be attached to a signature form to be valid.

Microsoft Internal Use Only:

Erie 1 CASA Amendment (NYS Ed-2d -PBOR v2) | CTM CTM-CTC-LOL-AGR BD
06262020.docx
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| MBA/MABSA mumber:.
Agreement number: 01C36218
Enroliment munber:
ProposallD: CTM (01C36218)
Opportunity KD (7 appkcable): 01C36218-06292020
Agmemént Elfec:liﬁe Dalé: _
Customer Name: Erie 1 BOCES |

B Microsoft Volume Licensing

Alternative Acceptance Form (Microsoft Only)

Due to the extraordinary impact of the coronavirus (COVID-19), Microsoft has implemented
steps to protect personnel and the communities in which they live and work, including
conducting business from remote locations andfor using different processes. As a resuit,
Microsoft is utilizing this Alternative Acceptance Form in piace of signing a Program Signature
Form.

Microsoft's authorized representative is accepting the contract documents shown on the Program
Signature Form bearing the Proposal 1D shown below {“Contract Documents”) by typing their name and
entering the date of acceptance on this Altemative Acceptance Form. The Agreement Effective Date
shown below is the Agreement Effective Date shown on the Program Signature Form.

For the purposes of this Alternative Acceptance Form, "Customer” means the Customer entity identified
on the Program Signature Form bearing the same Proposal ID that appears on this form, and “Microsoft"
means the Microsoft entity or entifies identified below on this form.

To indicate Microsoft's agreement, Microsofi's duly autharized representative will compiete this form by
entering their name and the date of Microsoft's acceptance below. Upon completion of this form,
Microsoft agrees that it (1) has received, read and understands this Alternative Acceplance Form, the
Program Signaiure Form, and all Contract Documents, including any websites or documents
incorporated by reference and any amendments, and (2} agrees fo be bound by the terms of all such
documents, as of the Agreement Effective Date. This Alfernative Acceptance Form, when completed,
will be incorporated into the Agreement noted above.

Acceptance by Microsoft

Enter applicable Microsoft Affiliater Microsoft Corporaticn

Name of Microsoft authorized representative: Shirley Snyder Customer Care Specialist

Acceptance date: June 29, 2020

The above person is duly authorized on behalf of Microsoft fo accept these Coniract
Documents. Microsoft will not challenge the enforceability or validity of the agreement
formed by this afternative process or any of the Contract Documents based on its
accepiance using this Alternative Acceptance Form.

AAForm{MSOnrly {WW)(ENG){May2020) MAAFO1 Page 1 of 2
Document X20-12893





Optional Confirmation of Acceptance on Customer Request

&nce Microsoft returns {o its normal business processes, if Customer requests a Microsoft
signature, an authorized representative of Microsoft will sign and deliver a copy of this
Alternative Acceptance Form below to confirm the effectiveness of the agreement as of the
Agreement Effective Date shown above.

Optiona'l Microsoft Confirmation of Acceptance

Enter applicable Micrasoft Affiliate: <choose one>

| By signature of its duly authorized representative below, Microsoft hereby acknowledges, ratifies
and confirms that the agreement referenced on this Alternative Acceptance Form was duly
accepted, and is effective as of the Agreement Effective Date shown above.

. Signature: sign your complete name
Printed First and Last Name: print your compglete name
Printed Title: print your title
Signature Date: enter the date you signed this form
AAForm(MSOnly)(WW)XENG){May2020) MAAFO1 Page 2 of 2

Document X20-12893
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DocuSign Envelope ID: EFE71A4F-ED9F-4502-AEOF-8ABODB7A25D3

DATA SHARING AND CONFIDENTIALITY AGREEMENT (CONTINUED)
ERIE 1 BOCES

BILL OF RIGHTS FOR DATA SECURITY AND PRIVACY

Erie 1 BOCES is committed to protecting the privacy and security of student, teacher, and principal data.
In accordance with New York Education Law § 2-d, the BOCES wishes to inform the community of the
following:

(1) A student's personally identifiable information cannot be sold or released for any commercial
purposes.

2 Parents have the right to inspect and review the complete contents of their child's education record.

3 State and federal laws protect the confidentiality of personally identifiable information, and
safeguards associated with industry standards and best practices, including but not limited to, encryption,
firewalls, and password protection, must be in place when data is stored or transferred.

(@) A complete list of all student data elements collected by the State is available for public review
at http://www.nysed.gov/data-privacy-security/student-data-inventory, or by writing to the Office of
Information & Reporting Services, New York State Education Department, Room 863 EBA, 89
Washington Avenue, Albany, New York 12234.

(5) Parents have the right to have complaints about possible breaches of student data addressed.
Complaints should be directed in writing to the Chief Privacy Officer, New York State Education
Department, 89 Washington Avenue, Albany, New York 12234. Complaints may also be submitted using
the form available at the following website: http://www.nysed.gov/data-privacy-security/report-improper-
disclosure.

BY THE VENDOR:

[l todmitonic
Signature

VP Controller

Title
7/29/2020

Date
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DATA SHARING AND CONFIDENTIALITY AGREEMENT (CONTINUED)

SUPPLEMENTAL INFORMATION ABOUT A CONTRACT
BETWEEN POWERSCHOOL GROUP LLC AND ERIE 1 BOCES

Erie 1 BOCES has entered into a Contract with PowerSchool Group LLC which governs the availability to
Participating Educational Agencies of the following Product(s):

PowerSchool Student Information System

Pursuant to this Contract, Participating Educational Agencies (i.e., those educational agencies that are
authorized to use the above Product(s) by purchasing certain shared technology services and software
through a Cooperative Educational Services Agreement with Erie 1 BOCES) may provide to Vendor, and
Vendor will receive, personally identifiable information about students, or teachers and principals, that is
protected by Section 2-d of the New York State Education Law (‘“Protected Data”). Vendor has also entered
into a separate Data Sharing and Confidentiality Agreement (“DSC Agreement”) with Erie 1 BOCES
setting forth Vendor’s obligations to protect the confidentiality, privacy and security of Protected Data it
receives pursuant to the Contract.

Exclusive Purpose for which Protected Data will be Used: The exclusive purpose for which Vendor is
being provided access to the Protected Data is to provide Participating Educational Agencies with the
functionality of the Product(s) listed above. Vendor agrees that it will not use the Protected Data for any
other purposes not explicitly authorized above or in the DSC Agreement. Protected Data received by
Vendor, or any of Vendor’s subcontractors, assignees, or other authorized agents, will not be sold, or
released or used for any commercial or marketing purposes.

Oversight of Subcontractors: In the event that Vendor engages subcontractors, assignees, or other
authorized agents to perform one or more of its obligations under the Contract (including any hosting
service provider), it will require those to whom it discloses Protected Data to execute legally binding
agreements acknowledging their obligation under Section 2-d of the New York State Education Law to
comply with the same data security and privacy standards required of Vendor under the Contract and
applicable state and federal law. Vendor will ensure that such subcontractors, assignees, or other authorized
agents abide by the provisions of these agreements by: separate contract with any such subcontractors.

Duration of Contract and Protected Data Upon Expiration:

e The Contract commences on July 1, 2017, and renews annually.

e Upon expiration of the Contract without renewal, or upon termination of the Contract prior to
expiration, Vendor will securely delete or otherwise destroy any and all Protected Data remaining
in the possession of Vendor or its assignees or subcontractors or other authorized persons or
entities to whom it has disclosed Protected Data. If requested by Erie 1 BOCES and/or any
Participating Educational Agency, Vendor will assist a Participating Educational Agency in
exporting all Protected Data previously received back to the Participating Educational Agency for
its own use, prior to deletion, in such formats as may be requested by the Participating Educational
Agency.

e In the event the Contract is assigned to a successor Vendor (to the extent authorized by the
Contract), the Vendor will cooperate with Erie 1 BOCES as necessary to transition Protected Data
to the successor Vendor prior to deletion.
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o Neither Vendor nor any of its subcontractors or other authorized persons or entities to whom it
has disclosed Protected Data will retain any Protected Data, copies, summaries or extracts of the
Protected Data, or any de-identified Protected Data, on any storage medium whatsoever. Upon
request, Vendor and/or its subcontractors or other authorized persons or entities to whom it has
disclosed Protected Data, as applicable, will provide Erie 1 BOCES with a certification from an
appropriate officer that these requirements have been satisfied in full.

Challenging Accuracy of Protected Data: Parents or eligible students can challenge the accuracy of any
Protected Data provided by a Participating Educational Agency to Vendor, by contacting the student's
district of residence regarding procedures for requesting amendment of education records under the Family
Educational Rights and Privacy Act (FERPA). Teachers or principals may be able to challenge the accuracy
of any APPR data provided to Vendor by following the appeal process in their employing school district’s
applicable APPR Plan.

Data Storage and Security Protections: Any Protected Data Vendor receives will be stored on systems
maintained by Vendor, or by a subcontractor under the direct control of Vendor, in a secure data center
facility located within the United States. The measures that Vendor will take to protect Protected Data
include adoption of technologies, safeguards and practices that align with the NIST Cybersecurity
Framework and industry best practices including, but not necessarily limited to, disk encryption, file
encryption, firewalls, and password protection.

Encryption of Protected Data: Vendor (or, if applicable, its subcontractors) will protect Protected Data in
its custody from unauthorized disclosure while in motion or at rest, using a technology or methodology
specified by the secretary of the U.S. Department of HHS in guidance issued under Section 13402(H)(2) of
P.L.111-5.
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EXHIBIT A
DATA PRIVACY AND SECURITY TERMS AND CONDITIONS
for the Master Agreement between
City School District of The City of Niagara Falls(“District”) and Pure Data Consulting Inc.
(“Vendor”) (collectively the “Parties”)

WHEREAS, the District and Vendor are parties to a contract or other written
Agreement for purposes of providing certain products or services to the District (“Master
Agreement”); and

WHEREAS, Education Law §2-d and Part 121 of the Regulations of the
Commissioner of Education (collectively referred to as “Section 2-d”) require the Parties
to have certain terms and conditions governing the privacy and security of certain data
the Vendor will receive pursuant to the Master Agreement; and

WHEREAS, the Parties are desirous to set forth such terms and conditions in
this Exhibit to the Master Agreement;

NOW THEREFORE, in consideration of the mutual promises set forth in the
Master Agreement, the Parties agree to the following terms and conditions.

A. DEFINITIONS

1. "Student Data" means personally identifiable information from the student
records of the District that Vendor receives pursuant to the Master Agreement.

2. “Teacher or Principal Data” means personally identifiable information from
the records of the District relating to the annual professional performance reviews of
classroom teachers or principals that is confidential and not subject to release under
Education Law §§ 3012-c and 3012-d that Vendor receives pursuant to the Master
Agreement.

3. “Protected Data” means Student Data and/or Teacher or Principal Data,
as defined above.

B. PURPOSE

1. Pursuant to the Master Agreement, the Vendor will receive Protected Data
from the District for purposes of providing certain products or services to the District.

2. To the extent that any terms contained in the Master Agreement, or any
terms contained in any other Exhibit(s) attached to and made a part of the Master
Agreement, conflict with these Terms and Conditions , these Terms and Conditions will
apply and be given effect. In addition, in the event that Vendor has online or written
Privacy Policies or Terms of Service (collectively, “TOS”) that would otherwise be
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applicable to its customers or users of the products or services that are the subject of
the Master Agreement between the District and Vendor, these Terms and Conditions
shall supersede any conflicting terms of the TOS.

C. DATA SHARING AND CONFIDENTIALITY

1. Vendor Acknowledgments

i. Vendor acknowledges that the Protected Data it receives pursuant
to the Master Agreement originates from the District and that this Protected Data
belongs to and is owned by the District.

ii. Vendor will maintain the confidentiality of the Protected Data it
receives in accordance with federal and state law (including but not limited to
Section 2-d) and will comply with the District’s policy on data privacy and
security. The District will provide Vendor with a copy of its policy on data privacy
and security upon request.

2. Vendor’s Data Privacy and Security Plan

i. Vendor will implement all state, federal, and local data privacy and
security requirements and such requirements contained within the Master
Agreement and these Terms and Conditions including but not limited to the
requirements set forth in the Parents’ Bill of Rights and the Supplemental
Information set forth below, consistent with the District’s data privacy and security

policy.

ii. Vendor will have specific administrative, operational and technical
safeguards and practices in place to protect Protected Data that it receives from
the District under the Master Agreement.

iii. Vendor has provided or will provide training on the federal and state
laws governing confidentiality of Protected Data for any of its officers or
employees or assignees, if applicable, who will have access to Protected Data,
prior to receiving access.

iv. If Vendor uses any subcontractor(s), Vendor will require such
subcontractor(s) or other authorized persons or entities to whom it may disclose
Protected Data to execute written agreements acknowledging that the data
protection obligations imposed on Vendor by state and federal law, the Master
Agreement, and these Terms and Conditions shall apply to the subcontractor.

v. Vendor will follow certain procedures for the return, transition,
deletion, and/or destruction of Protected Data upon termination, expiration or
assignment (to the extent authorized) of the Master Agreement as set forth in
detail in the Supplemental Information below.

vi. Vendor will manage data privacy and security incidents that
implicate Protected Data and will develop and implement plans to identify
breaches or unauthorized disclosures. Vendor will provide prompt notification to
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the District of any breaches or unauthorized disclosures of Protected Data in
accordance with the provisions of Section 3 herein.

3. Notification of Breach or Unauthorized Release

With respect to any breach or unauthorized release of Protected Data, including
any breach or unauthorized release of Protected Data by Vendor’s assignees or
subcontractors, Vendor acknowledges and agrees to the following:

i Vendor will promptly notify the District of any breach or

unauthorized release of Protected Data, in the most expedient way possible and
without unreasonable delay, but no more than seven (7) calendar days after
Vendor has discovered or been informed of the breach or unauthorized release.

ii. Vendor will provide such notification to the District by contacting the
Data Protection Officer directly by email at NRuffolo@NFSchools.net or by calling
716-278-5860.

iii. Vendor will cooperate with the District and provide as much

information as possible directly to the Data Protection Officer or his/her designee
about the incident, including but not limited to: a list of users impacted, a
description of the incident, the date of the incident, the date Vendor discovered or
was informed of the incident, a description of the types of Protected Data
involved, an estimate of the number of records affected, the schools within the
District affected, what the Vendor has done or plans to do to investigate the
incident, stop the breach and mitigate any further unauthorized access or release
of Protected Data, and contact information for Vendor representatives who can
assist affected individuals that may have additional questions.

iv. Vendor acknowledges that upon initial notification from Vendor, the
District has an obligation under Section 2-d to in turn notify the Chief Privacy
Officer in the New York State Education Department (“CPO”). Vendor agrees not
to provide such notification to the CPO directly unless requested by the District or
otherwise required by law. In the event the CPO contacts Vendor directly or
requests more information from Vendor regarding the incident after having been
initially informed of the incident by the District, Vendor will promptly inform the
Data Protection Officer or his/her designee.

V. Vendor will cooperate with the District and law enforcement to
protect the integrity of investigations into the breach or unauthorized release of
Protected Data.

Vi. Vendor will pay for or promptly reimburse the District for the full

cost of notification, in the event the District is required under Section 2-d to notify
affected parents, students, teachers or principals of a breach or unauthorized
release of Protected Data attributed to Vendor, its subcontractors or assignees.
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4. Additional Statutory and Regulatory Obligations

Vendor acknowledges additional obligations under Section 2-d and that any

failure to fulfill one or more of these statutory or regulatory obligations will be deemed a
breach of the Master Agreement and these Terms and Conditions. Vendor
acknowledges and agrees to the following:

i To limit internal access to Protected Data to only those employees
or subcontractors that need access to the Protected Data in order to assist
Vendor in fulfilling one or more of its obligations to the District under the Master
Agreement.

ii. To not use Protected Data for any purposes not explicitly
authorized in the Master Agreement or these Terms and Conditions.

iii. To not disclose any Protected Data to any other party, except for
authorized employees, subcontractors, or assignees of Vendor using the
information to carry out Vendor’s obligations to the District and in compliance
with state and federal law, regulations and the terms of the Master Agreement,
unless:

a. the parent or eligible student provided prior written consent;
or

b. the disclosure is required by statute or court order and notice
of the disclosure is provided to the District no later than the time of
disclosure, unless such notice is expressly prohibited by the statute or
court order.

iv. To maintain reasonable administrative, technical, and physical
safeguards to protect the security, confidentiality, and integrity of Protected Data
in its custody.

V. To use encryption to protect Protected Data in its custody while in
motion and at rest, using a technology or methodology specified or permitted by
the Secretary of the U.S. Department of Health and Human Services in guidance
issued under Section 13402(H)(2) of Public Law 111-5.

vi. To adopt technologies, safeguards and practices that align with the
U.S. Department of Commerce National Institute for Standards and Technology
Framework for Improving Critical Infrastructure Cybersecurity, “NIST
Cybersecurity Framework” (Version 1.1).

vii. To not sell Protected Data nor use or disclose it for any marketing
or commercial purpose or facilitate its use or disclosure by any other party for
any marketing or commercial purpose or permit another party to do so.
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D. PARENTS’ BILL OF RIGHTS AND SUPPLEMENTAL INFORMATION
1. Parents’ Bill of Rights

Vendor acknowledges and agrees that the District’s Parents’ Bill of Rights as set
forth herein and as posted on the District’s website is incorporated into these Terms and
Conditions.

PARENTS' BILL OF RIGHTS FOR DATA PRIVACY AND SECURITY

City School District of The City of Niagara Falls is committed to protecting the
privacy and security of student data and teacher and principal data. In accordance
with New York Education Law Section 2-d and its implementing regulations, the
District informs the school community of the following:

1) A student's personally identifiable information cannot be sold or released
for any commercial purposes.

2) Parents have the right to inspect and review the complete contents of
their child's education record.

3) State and federal laws protect the confidentiality of personally identifiable
information, and safeguards associated with industry standards and best
practices, including but not limited to encryption, firewalls, and password
protection, must be in place when data is stored or transferred.

4) A complete list of all student data elements collected by New York State is
available for public review at the following website
http://www.nysed.gov/data-privacy-security/student-data-inventory or by
writing to the Office of Information and Reporting Services, New York

State Education Department, Room 865 EBA, 89 Washington Avenue,
Albany, New York 12234,

5) Parents have the right to have complaints about possible breaches of
student data addressed. Complaints should be directed in writing to
Privacy Complaint, Chief Privacy Officer, New York State Education
Department, 89 Washington Avenue, Albany, New York 12234.
Complaints may also be submitted using the form available at the
following website
http://www.nysed.gov/data-privacy-security/report-improper-disclosure
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APPENDIX

Supplemental Information Regarding Third-Party Contractors

In the course of complying with its obligations under the law and providing
educational services to District residents, the City School District of the City of Niagara Falls
has entered into agreements with certain third-party contractors. Pursuant to these
agreements, third-party contractors may have access to "student data" and/or
"teacher or principal data," as those terms are defined by law and regulation.

For each contract or other written agreement that the District enters into
with a third-party contractor where the third-party contractor receives student data
or teacher or principal data from the District, the following supplemental
information will be included with this Bill of Rights:

1) The exclusive purposes for which the student data or teacher or principal
data will be used by the third-party contractor, as defined in the contract;

2) How the third-party contractor will ensure that the subcontractors, or
other authorized persons or entities to whom the third-party contractor
will disclose the student data or teacher or principal data, if any, will abide
by all applicable data protection and security requirements, including but
not limited to those outlined in applicable laws and regulations (e.g.,
FERPA; Education Law Section 2-d);

3) The duration of the contract, including the contract’s expiration date, and
a description of what will happen to the student data or teacher or
principal data upon expiration of the contract or other written agreement
(e.g., whether, when, and in what format it will be returned to the
District, and/or whether, when, and how the data will be destroyed);

4) If and how a parent, student, eligible student, teacher, or principal may
challenge the accuracy of the student data or teacher or principal data
that is collected;

5) Where the student data or teacher or principal data will be stored,
described in a manner as to protect data security, and the security
protections taken to ensure the data will be protected and data privacy
and security risks mitigated; and

6) Address how the data will be protected using encryption while in motion
and at rest.

2. Supplemental Information

i The exclusive purpose for which Protected Data will be used is site
licenses to VENDOR . Vendor will not use the Protected Data for any other purposes not explicitly
authorized herein orwithin the Master Agreement.
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ii. In the event that Vendor engages subcontractors or other
authorized persons or entities (“Subcontractors”) to perform one or more of its
obligations under the Master Agreement (including hosting of the Protected
Data), Vendor will require Subcontractors to execute legally binding agreements
acknowledging and agreeing to comply with all applicable data protection,
privacy and security requirements required of Vendor under the Master
Agreement, these Terms and Conditions, and applicable state and federal law
and regulations.

iii. The Master Agreement commences on July 1, 2020 and expires on

June 30, 2021. Upon expiration of the Master Agreement without renewal, or
upon termination of the Master Agreement prior to its expiration, Vendor will
(select all that apply):

1 Securely delete or otherwise destroy all Protected Data

remaining in the possession of Vendor or any of its Subcontractors.

1 Assist the District in exporting and returning all Protected Data

previously received to the District in such formats as may be

requested by the District.

1 Contact the District requesting instruction for the deletion or

return of all Protected Data.

In the event the Master Agreement is assigned to a successor Vendor (to

the extent authorized by the Master Agreement), the Vendor will cooperate with
the District as necessary to transition Protected Data to the successor Vendor
prior to deletion.

Neither Vendor nor any Subcontractors will retain any Protected Data,
copies, summaries or extracts of the Protected Data, or any de-identified
Protected Data, on any storage medium whatsoever. Upon request, Vendor
and/or Subcontractors will provide the District with a certification from an
appropriate officer that these requirements have been satisfied in full.

iv. Parents or eligible students can challenge the accuracy of any
Protected Data in accordance with the District’s procedures for requesting
amendment of education records under the Family Educational Rights and
Privacy Act (FERPA). Teachers or principals may request to challenge the
accuracy of APPR data provided to Vendor by following the appeal process in
the District’s applicable APPR Plan.

V. Any Protected Data will be stored on systems maintained by
Vendor, or Subcontractor(s) under the direct control of Vendor, in a secure data
center facility. The measures that Vendor (and, if applicable, Subcontractor(s))
will take to protect Protected Data include adoption of technologies, safeguards
and practices that align with the U.S. Department of Commerce National Institute
for Standards and Technology Framework for Improving Critical Infrastructure
Cybersecurity, “NIST Cybersecurity Framework” (Version 1.1) and safeguards
associated with industry standards and best practices including, but not limited
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to, disk encryption, file encryption, firewalls, and password protection.

vi. Vendor (and, if applicable, Subcontractor(s)) will use encryption to
protect Protected Data in its custody while in motion and at rest, using a
technology or methodology specified or permitted by the Secretary of the U.S.
Department of Health and Human Services in guidance issued under Section
13402(H)(2) of Public Law 111-5.

3. Posting
In accordance with Section 2-d, the District will publish the Parents’ Bill of Rights

and Supplemental Information from these Terms and Conditions on its website. The
District may redact the Parents’ Bill of Rights and Supplemental Information to the
extent necessary to safeguard the privacy and/or security of the District’s data and/or
technology infrastructure.
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IN WITNESS WHEREOF, the Parties have indicated their acceptance of these Terms
and Conditions including the Parents’ Bill of Rights and Supplemental Information by
their signatures below on the dates indicated.

BY THE VENDOR:
Talha Yousuf

amedBrint)
Tulln (suf
igriatire e
Founder/Chief Data Officer

Title
08/24/2022

Date

BY THE DISTRICT:
Nicholas J. Ruffolo
Name (Print)
Nicholas J. Ruffolo
Signature
Teacher on Special Assignment (Information Services)
Title

12/21/2020

Date
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Exhibit B
Does your product or service utilize a clickwrap or clickthrough agreement? Yes o
Are there any advertisements on your product? Ye

What user data is collected by your product, service or company?
Data such as name, student ID, school information, attendance information (meeting and daily) is processed

within PowerSchool and the product does not store any personal information externally.

Please identify how data at rest is protected by your product, service or company?
Since the plugin are designed & installed within PowerSchool, the stored data complies based on PowerSchool’s

regulations.

Please identify how data in transit is protected by your product, service or company?
Since the plugin is designed & installed within PowerSchool, standard procedures for PowerSchool are

utilized to transit the data.

10 | 10





				2022-08-24T14:07:26-0700

		Digitally verifiable PDF exported from www.docusign.com










image19.emf
Raptor Visitor 

Management.pdf


Raptor Visitor Management.pdf
/. www.winyric.org

Edugation Campus # 355 Harlem eneca, NY 14224189

EXHIBIT D (CONTINUED)
ERIE 1 BOCES

PARENTS BILL OF RIGHTS FOR DATA PRIVACY AND SECURITY

Erie 1 BOCES is committed to protecting the privacy and security of student, teacher, and
principal data. In accordance with New York Education Law § 2-d, the BOCES wishes to inform
the community of the following:

(1) A student's personally identifiable information cannot be sold or released for any commercial
purposes.

(2) Parents have the right to inspect and review the complete contents of their chiid's education
record.

(3) State and federal laws protect the confidentiality of personally identifiable information, and
safeguards associated with industry standards and best practices, including but not limited to,
encryption, firewalls, and password protection, must be in piace when data is stored or
transferred.

(4) A complete list of all student data elements collectad by the State is available for public
review at http:{iwww.nysed.pov/data-privacy-security/student-data-inventory, or by writing
to the Office of Information & Reporting Services, New York State Education Department, Room
863 EBA, 89 Washington Avenue, Albany, New York 12234,

(5) Parents have the right to have complaints about possible breaches of student data
addressed. Complaints should be directed in writing to the Chief Privacy Officer, New York
State Education Department, 88 Washington Avenue, Albany, New York 12234. Complaints
may also be submitted using the form available at the following

website http:/fwww.nysed.govidata-privacy-securityfreport-improper-disclosure.

BY THE VENDOR:
MDQ ’ ’é&ﬁ(\)

Signature V

Don Schad
Printed Name

CFO
Title

‘7//@/90

Date

EXHIBIT D (CONTINUED)
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SUPPLEMENTAL INFORMATION

ABOUT THE MASTER LICENSE AND SERVICE AGREEMENT
BETWEEN
ERIE 1 BOCES AND RAPTOR TECHNOLOGIES

Erie 1 BOCES has entered into a Master License and Service Agreement (“MLSA”) with Raptor
Technologies which governs the availability to Participating Educational Agencies of the following
Product(s):

Visitor Management, Emergency Management, Volunteer Management

Pursuant to the MLSA, Participating Educational Agencies may provide to Vendor, and Vendor
will receive, personally identifiable information about students, or teachers and principals, that is
protected by Section 2-d of the New York State Education Law ("Protected Data”).

Exclusive Purpose for which Protected Data will be Used: The exclusive purpose for which
Vendor is being provided access to Protected Data is to provide Participating Educational
Agencies with the functionality of the Product(s) listed above. Vendor agrees that it will not use
the Protected Data for any other purposes not explicitly authorized in the MLSA. Protected Data
received by Vendor, or any of Vendor's subcontractors, assignees, or other authorized agents,
will not be sold, or released or used for any commercial or marketing purposes.

Oversight of Subcontractors: In the event that Vendor engages subcontractors, assignees, or
other authorized agents to perform one or more of its obligations under the MLSA (including any
hosting service provider), it will require those to whom it discloses Protected Data to execute
legally binding agreements acknowledging the obligation under Section 2-d of the New York State
Education Law to comply with the same data security and privacy standards required of Vendor
under the MLSA and applicable state and federal law. Vendor will ensure that such
subcontractors, assignees, or other authorized agents abide by the provisions of these
agreements by: Raptor does not utilize subcontractors.

Duration of MLSA and Protected Data Upon Expiration:

The MLSA commences on July 1%, 2020 and expires on June 30, 2023.
Upon expiration ef the MLSA without renewal, or upon termination of the MLSA prior to
expiration, Vendor will securely delete or otherwise destroy any and all Protected Data
remaining in the possession of Vendor or its assignees or subconiractors or other
authorized persons or entities to whom it has disclosed Protected Data. If requested by
Erie 1 BOCES and/or any Participating Educational Agency, Vendor will assist a
Participating Educational Agency in exporting all Protected Data previously received back
{o the Participating Educational Agency for its own use, prior to deletion, in such formats
as may be requested by the Participating Educational Agency.

e In the event the Master Agreement is assigned to a successor Vendor (to the extent
authorized by the Master Agreement), the Vendor will cooperate with Erie 1 BOCES as
necessary to transition Protected Data to the successor Vendor prior to deletion.
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+ Neither Vendor nor any of its subcontractors or other authorized persons or entities to
whom it has disclosed Protected Data will retain any Protected Data, copies, summaries
or extracts of the Protected Data, or any de-identified Protected Data, on any storage
medium whatsoever. Upon request, Vendor and/or its subcontractors or other authorized
persons or entities to whom it has disclosed Protected Data, as applicable, will provide
Erie 1 BOCES with a certification from an appropriate officer that these requirements
have been satisfied in full.

Challenging Accuracy of Protected Data: Parents or eligible students can challenge the
accuracy of any Protected Data provided by a Participating Educational Agency to Vendor, by
contacting the student's district of residence regarding procedures for requesting amendment of
education records under the Family Educational Rights and Privacy Act (FERPA). Teachers or
principals may be able to challenge the accuracy of APPR data provided to Vendor by following
the appeal process in their employing school district's applicable APPR Flan.

Data Storage and Security Protections: Any Protected Data Vendor receives will be stored
on systems maintained by Vendor, or by a subcontractor under the direct control of Vendor, in a
secure data center facility located within the United States. The measures that Vendor will take
to protect Protected Data include adoption of technologies, safeguards and practices that align
with the NIST Cybersecurity Framework and industry best practices including, but not necessarily
limited to, disk encryption, file encryption, firewalls, and password protection.

Encryption of Protected Data: Vendor (or, if applicable, its subcontractors) will protect
Protected Data in its custody from unauthorized disclosure while in motion or at rest, using a

technology or methodology specified by the secretary of the U.S. Department of HHS in guidance
issied under Section 13402{H)(2) of P.L. 111-5.

Supplement to
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EXHIBIT A
DATA PRIVACY AND SECURITY TERMS AND CONDITIONS
for the Master Agreement between

City School District of The City of Niagara Falls(“District”) and “x Hooi g 5 (“Vendor”)

(collectively the “Parties”) L r557¢5, LLC

WHEREAS, the District and Vendor are parties to a contract or other written
Agreement for purposes of providing certain products or services to the District (“Master
Agreement”); and

WHEREAS, Education Law §2-d and Part 121 of the Regulations of the
Commissioner of Education (collectively referred to as “Section 2-d”) require the Parties
to have certain terms and conditions governing the privacy and security of certain data
the Vendor will receive pursuant to the Master Agreement; and

WHEREAS, the Parties are desirous to set forth such terms and conditions in
this Exhibit to the Master Agreement;

NOW THEREFORE, in consideration of the mutual promises set forth in the
Master Agreement, the Parties agree to the following terms and conditions.

A. DEFINITIONS

1. "Student Data" means personally identifiable information from the student
records of the District that Vendor receives pursuant to the Master Agreement.

2 “Teacher or Principal Data” means personally identifiable information from
the records of the District relating to the annual professional performance reviews of
classroom teachers or principals that is confidential and not subject to release under
Education Law §§ 3012-c and 3012-d that Vendor receives pursuant to the Master
Agreement.

3. “Protected Data” means Student Data and/or Teacher or Principal Data,
as defined above.

B. PURPOSE

1. Pursuant to the Master Agreement, the Vendor will receive Protected Data
from the District for purposes of providing certain products or services to the District.

2. To the extent that any terms contained in the Master Agreement, or any
terms contained in any other Exhibit(s) attached to and made a part of the Master
Agreement, conflict with these Terms and Conditions, these Terms and Conditions will
apply and be given effect. In addition, in the event that Vendor has online or written
Privacy Policies or Terms of Service (collectively, “TOS”) that would otherwise be
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applicable to its customers or users of the products or services that are the subject of
the Master Agreement between the District and Vendor, these Terms and Conditions
shall supersede any conflicting terms of the TOS.

C. DATA SHARING AND CONFIDENTIALITY

i Vendor Acknowledgments

i. Vendor acknowledges that the Protected Data it receives pursuant
to the Master Agreement originates from the District and that this Protected Data
belongs to and is owned by the District.

ii. Vendor will maintain the confidentiality of the Protected Data it
receives in accordance with federal and state law (including but not limited to
Section 2-d) and will comply with the District’s policy on data privacy and
security. The District will provide Vendor with a copy of its policy on data privacy
and security upon request.

2. Vendor’s Data Privacy and Security Plan

i. Vendor will implement all state, federal, and local data privacy and
security requirements and such requirements contained within the Master
Agreement and these Terms and Conditions including but not limited to the
requirements set forth in the Parents’ Bill of Rights and the Supplemental
Information set forth below, consistent with the District’s data privacy and security

policy.

ii. Vendor will have specific administrative, operational and technical
safeguards and practices in place to protect Protected Data that it receives from
the District under the Master Agreement.

iii. Vendor has provided or will provide training on the federal and state
laws governing confidentiality of Protected Data for any of its officers or
employees or assignees, if applicable, who will have access to Protected Data,
prior to receiving access.

iv. If Vendor uses any subcontractor(s), Vendor will require such
subcontractor(s) or other authorized persons or entities to whom it may disclose
Protected Data to execute written agreements acknowledging that the data
protection obligations imposed on Vendor by state and federal law, the Master
Agreement, and these Terms and Conditions shall apply to the subcontractor.

v. Vendor will follow certain procedures for the return, transition,
deletion, and/or destruction of Protected Data upon termination, expiration or
assignment (to the extent authorized) of the Master Agreement as set forth in
detail in the Supplemental Information below.

vi. Vendor will manage data privacy and security incidents that
implicate Protected Data and will develop and implement plans to identify
breaches or unauthorized disclosures. Vendor will provide prompt notification to
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the District of any breaches or unauthorized disclosures of Protected Data in
accordance with the provisions of Section 3 herein.

3 Notification of Breach or Unauthorized Release

With respect to any breach or unauthorized release of Protected Data, including
any breach or unauthorized release of Protected Data by Vendor’s assignees or
subcontractors, Vendor acknowledges and agrees to the following:

i Vendor will promptly notify the District of any breach or

unauthorized release of Protected Data, in the most expedient way possible and
without unreasonable delay, but no more than seven (7) calendar days after
Vendor has discovered or been informed of the breach or unauthorized release.

ii. Vendor will provide such notification to the District by contacting the
Data Protection Officer directly by email at NRuffolo@NFSchools.net or by calling
716-278-5860.

iii. Vendor will cooperate with the District and provide as much

information as possible directly to the Data Protection Officer or his/her designee
about the incident, including but not limited to: a list of users impacted, a
description of the incident, the date of the incident, the date Vendor discovered or
was informed of the incident, a description of the types of Protected Data
involved, an estimate of the number of records affected, the schools within the
District affected, what the Vendor has done or plans to do to investigate the
incident, stop the breach and mitigate any further unauthorized access or release
of Protected Data, and contact information for Vendor representatives who can
assist affected individuals that may have additional questions.

iv. Vendor acknowledges that upon initial notification from Vendor, the
District has an obligation under Section 2-d to in turn notify the Chief Privacy
Officer in the New York State Education Department (“CPQO”). Vendor agrees not
to provide such notification to the CPO directly unless requested by the District or
otherwise required by law. In the event the CPO contacts Vendor directly or
requests more information from Vendor regarding the incident after having been
initially informed of the incident by the District, Vendor will promptly inform the
Data Protection Officer or his/her designee.

V. Vendor will cooperate with the District and law enforcement to
protect the integrity of investigations into the breach or unauthorized release of
Protected Data.

vi. Vendor will pay for or promptly reimburse the District for the full

cost of notification, in the event the District is required under Section 2-d to notify
affected parents, students, teachers or principals of a breach or unauthorized
release of Protected Data attributed to Vendor, its subcontractors or assignees.
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4. Additional Statutory and Regulatory Obligations
Vendor acknowledges additional obligations under Section 2-d and that any

failure to fulfill one or more of these statutory or regulatory obligations will be deemed a

breach of the Master Agreement and these Terms and Conditions. Vendor
acknowledges and agrees to the following:

i To limit internal access to Protected Data to only those employees
or subcontractors that need access to the Protected Data in order to assist
Vendor in fulfilling one or more of its obligations to the District under the Master
Agreement.

ii. To not use Protected Data for any purposes not explicitly
authorized in the Master Agreement or these Terms and Conditions.

iii. To not disclose any Protected Data to any other party, except for
authorized employees, subcontractors, or assignees of Vendor using the
information to carry out Vendor’s obligations to the District and in compliance
with state and federal law, regulations and the terms of the Master Agreement,
unless:

a. the parent or eligible student provided prior written consent;
or

b. the disclosure is required by statute or court order and notice
of the disclosure is provided to the District no later than the time of
disclosure, unless such notice is expressly prohibited by the statute or
court order.

iv. To maintain reasonable administrative, technical, and physical
safeguards to protect the security, confidentiality, and integrity of Protected Data
in its custody.

V. To use encryption to protect Protected Data in its custody while in
motion and at rest, using a technology or methodology specified or permitted by
the Secretary of the U.S. Department of Health and Human Services in guidance
issued under Section 13402(H)(2) of Public Law 111-5.

Vi. To adopt technologies, safeguards and practices that align with the
U.S. Department of Commerce National Institute for Standards and Technology
Framework for Improving Critical Infrastructure Cybersecurity, “NIST
Cybersecurity Framework” (Version 1.1).

vii. To not sell Protected Data nor use or disclose it for any marketing
or commercial purpose or facilitate its use or disclosure by any other party for
any marketing or commercial purpose or permit another party to do so.






D. PARENTS’ BILL OF RIGHTS AND SUPPLEMENTAL INFORMATION
1. Parents’ Bill of Rights

Vendor acknowledges and agrees that the District’s Parents’ Bill of Rights as set
forth herein and as posted on the District’s website is incorporated into these Terms and
Conditions.

PARENTS' BILL OF RIGHTS FOR DATA PRIVACY AND SECURITY

City School District of The City of Niagara Falls is committed to protecting the
privacy and security of student data and teacher and principal data. In accordance
with New York Education Law Section 2-d and its implementing regulations, the
District informs the school community of the following:

1} A student’s personally identifiable information cannot be sold or released
for any commercial purposes.

2) Parents have the right to inspect and review the complete contents of
their child's education record.

3) State and federal laws protect the confidentiality of personally identifiable
information, and safeguards associated with industry standards and best
practices, including but not limited to encryption, firewalls, and password
protection, must be in place when data is stored or transferred.

4) A complete list of all student data elements collected by New York State is
available for public review at the following website
http://www.nysed.gov/data-privacy-security/student-data-inventory or by
writing to the Office of Information and Reporting Services, New York

State Education Department, Room 865 EBA, 89 Washington Avenue,
Albany, New York 12234.

5) Parents have the right to have complaints about possible breaches of
student data addressed. Complaints should be directed in writing to
Privacy Complaint, Chief Privacy Officer, New York State Education
Department, 89 Washington Avenue, Albany, New York 12234,
Complaints may also be submitted using the form available at the
following website
http://www.nysed.gov/data-privacy-security/report-improper-disclosure
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APPENDIX

Supplemental Information Regarding Third-Party Contractors

In the course of complying with its obligations under the law and providing
educational services to District residents, the City School District of the City of Niagara Falls
has entered into agreements with certain third-party contractors. Pursuant to these
agreements, third-party contractors may have access to "student data" and/or
"teacher or principal data," as those terms are defined by law and regulation.

For each contract or other written agreement that the District enters into
with a third-party contractor where the third-party contractor receives student data
or teacher or principal data from the District, the following supplemental
information will be included with this Bill of Rights:

1) The exclusive purposes for which the student data or teacher or principal
data will be used by the third-party contractor, as defined in the contract;

2) How the third-party contractor will ensure that the subcontractors, or
other authorized persons or entities to whom the third-party contractor
will disclose the student data or teacher or principal data, if any, will abide
by all applicable data protection and security requirements, including but
not limited to those outlined in applicable laws and regulations (e.g.,
FERPA; Education Law Section 2-d);

3) The duration of the contract, including the contract’s expiration date, and
a description of what will happen to the student data or teacher or
principal data upon expiration of the contract or other written agreement
(e.g., whether, when, and in what format it will be returned to the
District, and/or whether, when, and how the data will be destroyed);

4) If and how a parent, student, eligible student, teacher, or principal may
challenge the accuracy of the student data or teacher or principal data
that is collected;

5) Where the student data or teacher or principal data will be stored,
described in a manner as to protect data security, and the security
protections taken to ensure the data will be protected and data privacy
and security risks mitigated; and

6) Address how the data will be protected using encryption while in motion
and at rest.

2. Supplemental Information

i. The exclusive purpose for which Protected Data will be used is site
licenses to VENDOR . Vendor will not use the Protected Data for any other purposes not explicitly
authorized herein orwithin the Master Agreement.
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ii. In the event that Vendor engages subcontractors or other
authorized persons or entities (“Subcontractors”) to perform one or more of its
obligations under the Master Agreement (including hosting of the Protected
Data), Vendor will require Subcontractors to execute legally binding agreements
acknowledging and agreeing to comply with all applicable data protection,
privacy and security requirements required of Vendor under the Master
Agreement, these Terms and Conditions, and applicable state and federal law
and regulations.

iii. The Master Agreement commences on July 1, 2020 and expires on
June 30, 2021. Upon expiration of the Master Agreement without renewal, or
upon termination of the Master Agreement prior to its expiration, Vendor will
(select all that apply):
Securely delete or otherwise destroy all Protected Data

remaining in the possession of Vendor or any of its Subcontractors.

L] Assist the District in exporting and returning all Protected Data

previously received to the District in such formats as may be

requested by the District.

[ Contact the District requesting instruction for the deletion or

return of all Protected Data.

In the event the Master Agreement is assigned to a successor Vendor (to

the extent authorized by the Master Agreement), the Vendor will cooperate with
the District as necessary to transition Protected Data to the successor Vendor
prior to deletion.

Neither Vendor nor any Subcontractors will retain any Protected Data,
copies, summaries or extracts of the Protected Data, or any de-identified
Protected Data, on any storage medium whatsoever. Upon request, Vendor
and/or Subcontractors will provide the District with a certification from an
appropriate officer that these requirements have been satisfied in full.

iv. Parents or eligible students can challenge the accuracy of any
Protected Data in accordance with the District’s procedures for requesting
amendment of education records under the Family Educational Rights and
Privacy Act (FERPA). Teachers or principals may request to challenge the
accuracy of APPR data provided to Vendor by following the appeal process in
the District’s applicable APPR Plan.

V. Any Protected Data will be stored on systems maintained by
Vendor, or Subcontractor(s) under the direct control of Vendor, in a secure data
center facility. The measures that Vendor (and, if applicable, Subcontractor(s})
will take to protect Protected Data include adoption of technologies, safeguards
and practices that align with the U.S. Department of Commerce National Institute
for Standards and Technology Framework for Improving Critical Infrastructure
Cybersecurity, “NIST Cybersecurity Framework” (Version 1.1) and safeguards
associated with industry standards and best practices including, but not limited






to, disk encryption, file encryption, firewalls, and password protection.

vi. Vendor (and, if applicable, Subcontractor(s)) will use encryption to
protect Protected Data in its custody while in motion and at rest, using a
technology or methodology specified or permitted by the Secretary of the U.S.
Department of Health and Human Services in guidance issued under Section
13402(H)(2) of Public Law 111-5.

3. Posting
In accordance with Section 2-d, the District will publish the Parents’ Bill of Rights

and Supplemental Information from these Terms and Conditions on its website. The
District may redact the Parents’ Bill of Rights and Supplemental Information to the
extent necessary to safeguard the privacy and/or security of the District’s data and/or
technology infrastructure.
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IN WITNESS WHEREQF, the Parties have indicated their acceptance of these Terms
and Conditions including the Parents’ Bill of Rights and Supplemental Information by
their signatures below on the dates indicated.

BYTHEVENDOR? T W J Y
= T J e

Na rint)
%%&(&T’ JAYS LS

Signature

DiLCsioc=Tr GO
f=32-23

Title

Date

BY THE DISTRICT:
Nicholas J. Ruffolo
Name (Print)
Aididas J D,
Signature
Teacher on Special Assignment (Information Services)
Title

12/21/2020

Date






Exhibit B
Does your product or service utilize a clickwrap or clickthrough agreement? Yes@
Are there any advertisements on your produc@lo
What user data is collected by your product, service or company?
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EXHIBIT A
DATA PRIVACY AND SECURITY TERMS AND CONDITIONS
for the Master Agreement between

City School District of The City of Niagara Falls(“District”) and “x Hooi g 5 (“Vendor”)

(collectively the “Parties”) L r557¢5, LLC

WHEREAS, the District and Vendor are parties to a contract or other written
Agreement for purposes of providing certain products or services to the District (“Master
Agreement”); and

WHEREAS, Education Law §2-d and Part 121 of the Regulations of the
Commissioner of Education (collectively referred to as “Section 2-d”) require the Parties
to have certain terms and conditions governing the privacy and security of certain data
the Vendor will receive pursuant to the Master Agreement; and

WHEREAS, the Parties are desirous to set forth such terms and conditions in
this Exhibit to the Master Agreement;

NOW THEREFORE, in consideration of the mutual promises set forth in the
Master Agreement, the Parties agree to the following terms and conditions.

A. DEFINITIONS

1. "Student Data" means personally identifiable information from the student
records of the District that Vendor receives pursuant to the Master Agreement.

2 “Teacher or Principal Data” means personally identifiable information from
the records of the District relating to the annual professional performance reviews of
classroom teachers or principals that is confidential and not subject to release under
Education Law §§ 3012-c and 3012-d that Vendor receives pursuant to the Master
Agreement.

3. “Protected Data” means Student Data and/or Teacher or Principal Data,
as defined above.

B. PURPOSE

1. Pursuant to the Master Agreement, the Vendor will receive Protected Data
from the District for purposes of providing certain products or services to the District.

2. To the extent that any terms contained in the Master Agreement, or any
terms contained in any other Exhibit(s) attached to and made a part of the Master
Agreement, conflict with these Terms and Conditions, these Terms and Conditions will
apply and be given effect. In addition, in the event that Vendor has online or written
Privacy Policies or Terms of Service (collectively, “TOS”) that would otherwise be
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applicable to its customers or users of the products or services that are the subject of
the Master Agreement between the District and Vendor, these Terms and Conditions
shall supersede any conflicting terms of the TOS.

C. DATA SHARING AND CONFIDENTIALITY

i Vendor Acknowledgments

i. Vendor acknowledges that the Protected Data it receives pursuant
to the Master Agreement originates from the District and that this Protected Data
belongs to and is owned by the District.

ii. Vendor will maintain the confidentiality of the Protected Data it
receives in accordance with federal and state law (including but not limited to
Section 2-d) and will comply with the District’s policy on data privacy and
security. The District will provide Vendor with a copy of its policy on data privacy
and security upon request.

2. Vendor’s Data Privacy and Security Plan

i. Vendor will implement all state, federal, and local data privacy and
security requirements and such requirements contained within the Master
Agreement and these Terms and Conditions including but not limited to the
requirements set forth in the Parents’ Bill of Rights and the Supplemental
Information set forth below, consistent with the District’s data privacy and security

policy.

ii. Vendor will have specific administrative, operational and technical
safeguards and practices in place to protect Protected Data that it receives from
the District under the Master Agreement.

iii. Vendor has provided or will provide training on the federal and state
laws governing confidentiality of Protected Data for any of its officers or
employees or assignees, if applicable, who will have access to Protected Data,
prior to receiving access.

iv. If Vendor uses any subcontractor(s), Vendor will require such
subcontractor(s) or other authorized persons or entities to whom it may disclose
Protected Data to execute written agreements acknowledging that the data
protection obligations imposed on Vendor by state and federal law, the Master
Agreement, and these Terms and Conditions shall apply to the subcontractor.

v. Vendor will follow certain procedures for the return, transition,
deletion, and/or destruction of Protected Data upon termination, expiration or
assignment (to the extent authorized) of the Master Agreement as set forth in
detail in the Supplemental Information below.

vi. Vendor will manage data privacy and security incidents that
implicate Protected Data and will develop and implement plans to identify
breaches or unauthorized disclosures. Vendor will provide prompt notification to
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the District of any breaches or unauthorized disclosures of Protected Data in
accordance with the provisions of Section 3 herein.

3 Notification of Breach or Unauthorized Release

With respect to any breach or unauthorized release of Protected Data, including
any breach or unauthorized release of Protected Data by Vendor’s assignees or
subcontractors, Vendor acknowledges and agrees to the following:

i Vendor will promptly notify the District of any breach or

unauthorized release of Protected Data, in the most expedient way possible and
without unreasonable delay, but no more than seven (7) calendar days after
Vendor has discovered or been informed of the breach or unauthorized release.

ii. Vendor will provide such notification to the District by contacting the
Data Protection Officer directly by email at NRuffolo@NFSchools.net or by calling
716-278-5860.

iii. Vendor will cooperate with the District and provide as much

information as possible directly to the Data Protection Officer or his/her designee
about the incident, including but not limited to: a list of users impacted, a
description of the incident, the date of the incident, the date Vendor discovered or
was informed of the incident, a description of the types of Protected Data
involved, an estimate of the number of records affected, the schools within the
District affected, what the Vendor has done or plans to do to investigate the
incident, stop the breach and mitigate any further unauthorized access or release
of Protected Data, and contact information for Vendor representatives who can
assist affected individuals that may have additional questions.

iv. Vendor acknowledges that upon initial notification from Vendor, the
District has an obligation under Section 2-d to in turn notify the Chief Privacy
Officer in the New York State Education Department (“CPQO”). Vendor agrees not
to provide such notification to the CPO directly unless requested by the District or
otherwise required by law. In the event the CPO contacts Vendor directly or
requests more information from Vendor regarding the incident after having been
initially informed of the incident by the District, Vendor will promptly inform the
Data Protection Officer or his/her designee.

V. Vendor will cooperate with the District and law enforcement to
protect the integrity of investigations into the breach or unauthorized release of
Protected Data.

vi. Vendor will pay for or promptly reimburse the District for the full

cost of notification, in the event the District is required under Section 2-d to notify
affected parents, students, teachers or principals of a breach or unauthorized
release of Protected Data attributed to Vendor, its subcontractors or assignees.
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4. Additional Statutory and Regulatory Obligations
Vendor acknowledges additional obligations under Section 2-d and that any

failure to fulfill one or more of these statutory or regulatory obligations will be deemed a

breach of the Master Agreement and these Terms and Conditions. Vendor
acknowledges and agrees to the following:

i To limit internal access to Protected Data to only those employees
or subcontractors that need access to the Protected Data in order to assist
Vendor in fulfilling one or more of its obligations to the District under the Master
Agreement.

ii. To not use Protected Data for any purposes not explicitly
authorized in the Master Agreement or these Terms and Conditions.

iii. To not disclose any Protected Data to any other party, except for
authorized employees, subcontractors, or assignees of Vendor using the
information to carry out Vendor’s obligations to the District and in compliance
with state and federal law, regulations and the terms of the Master Agreement,
unless:

a. the parent or eligible student provided prior written consent;
or

b. the disclosure is required by statute or court order and notice
of the disclosure is provided to the District no later than the time of
disclosure, unless such notice is expressly prohibited by the statute or
court order.

iv. To maintain reasonable administrative, technical, and physical
safeguards to protect the security, confidentiality, and integrity of Protected Data
in its custody.

V. To use encryption to protect Protected Data in its custody while in
motion and at rest, using a technology or methodology specified or permitted by
the Secretary of the U.S. Department of Health and Human Services in guidance
issued under Section 13402(H)(2) of Public Law 111-5.

Vi. To adopt technologies, safeguards and practices that align with the
U.S. Department of Commerce National Institute for Standards and Technology
Framework for Improving Critical Infrastructure Cybersecurity, “NIST
Cybersecurity Framework” (Version 1.1).

vii. To not sell Protected Data nor use or disclose it for any marketing
or commercial purpose or facilitate its use or disclosure by any other party for
any marketing or commercial purpose or permit another party to do so.






D. PARENTS’ BILL OF RIGHTS AND SUPPLEMENTAL INFORMATION
1. Parents’ Bill of Rights

Vendor acknowledges and agrees that the District’s Parents’ Bill of Rights as set
forth herein and as posted on the District’s website is incorporated into these Terms and
Conditions.

PARENTS' BILL OF RIGHTS FOR DATA PRIVACY AND SECURITY

City School District of The City of Niagara Falls is committed to protecting the
privacy and security of student data and teacher and principal data. In accordance
with New York Education Law Section 2-d and its implementing regulations, the
District informs the school community of the following:

1} A student’s personally identifiable information cannot be sold or released
for any commercial purposes.

2) Parents have the right to inspect and review the complete contents of
their child's education record.

3) State and federal laws protect the confidentiality of personally identifiable
information, and safeguards associated with industry standards and best
practices, including but not limited to encryption, firewalls, and password
protection, must be in place when data is stored or transferred.

4) A complete list of all student data elements collected by New York State is
available for public review at the following website
http://www.nysed.gov/data-privacy-security/student-data-inventory or by
writing to the Office of Information and Reporting Services, New York

State Education Department, Room 865 EBA, 89 Washington Avenue,
Albany, New York 12234.

5) Parents have the right to have complaints about possible breaches of
student data addressed. Complaints should be directed in writing to
Privacy Complaint, Chief Privacy Officer, New York State Education
Department, 89 Washington Avenue, Albany, New York 12234,
Complaints may also be submitted using the form available at the
following website
http://www.nysed.gov/data-privacy-security/report-improper-disclosure
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APPENDIX

Supplemental Information Regarding Third-Party Contractors

In the course of complying with its obligations under the law and providing
educational services to District residents, the City School District of the City of Niagara Falls
has entered into agreements with certain third-party contractors. Pursuant to these
agreements, third-party contractors may have access to "student data" and/or
"teacher or principal data," as those terms are defined by law and regulation.

For each contract or other written agreement that the District enters into
with a third-party contractor where the third-party contractor receives student data
or teacher or principal data from the District, the following supplemental
information will be included with this Bill of Rights:

1) The exclusive purposes for which the student data or teacher or principal
data will be used by the third-party contractor, as defined in the contract;

2) How the third-party contractor will ensure that the subcontractors, or
other authorized persons or entities to whom the third-party contractor
will disclose the student data or teacher or principal data, if any, will abide
by all applicable data protection and security requirements, including but
not limited to those outlined in applicable laws and regulations (e.g.,
FERPA; Education Law Section 2-d);

3) The duration of the contract, including the contract’s expiration date, and
a description of what will happen to the student data or teacher or
principal data upon expiration of the contract or other written agreement
(e.g., whether, when, and in what format it will be returned to the
District, and/or whether, when, and how the data will be destroyed);

4) If and how a parent, student, eligible student, teacher, or principal may
challenge the accuracy of the student data or teacher or principal data
that is collected;

5) Where the student data or teacher or principal data will be stored,
described in a manner as to protect data security, and the security
protections taken to ensure the data will be protected and data privacy
and security risks mitigated; and

6) Address how the data will be protected using encryption while in motion
and at rest.

2. Supplemental Information

i. The exclusive purpose for which Protected Data will be used is site
licenses to VENDOR . Vendor will not use the Protected Data for any other purposes not explicitly
authorized herein orwithin the Master Agreement.
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ii. In the event that Vendor engages subcontractors or other
authorized persons or entities (“Subcontractors”) to perform one or more of its
obligations under the Master Agreement (including hosting of the Protected
Data), Vendor will require Subcontractors to execute legally binding agreements
acknowledging and agreeing to comply with all applicable data protection,
privacy and security requirements required of Vendor under the Master
Agreement, these Terms and Conditions, and applicable state and federal law
and regulations.

iii. The Master Agreement commences on July 1, 2020 and expires on
June 30, 2021. Upon expiration of the Master Agreement without renewal, or
upon termination of the Master Agreement prior to its expiration, Vendor will
(select all that apply):
Securely delete or otherwise destroy all Protected Data

remaining in the possession of Vendor or any of its Subcontractors.

L] Assist the District in exporting and returning all Protected Data

previously received to the District in such formats as may be

requested by the District.

[ Contact the District requesting instruction for the deletion or

return of all Protected Data.

In the event the Master Agreement is assigned to a successor Vendor (to

the extent authorized by the Master Agreement), the Vendor will cooperate with
the District as necessary to transition Protected Data to the successor Vendor
prior to deletion.

Neither Vendor nor any Subcontractors will retain any Protected Data,
copies, summaries or extracts of the Protected Data, or any de-identified
Protected Data, on any storage medium whatsoever. Upon request, Vendor
and/or Subcontractors will provide the District with a certification from an
appropriate officer that these requirements have been satisfied in full.

iv. Parents or eligible students can challenge the accuracy of any
Protected Data in accordance with the District’s procedures for requesting
amendment of education records under the Family Educational Rights and
Privacy Act (FERPA). Teachers or principals may request to challenge the
accuracy of APPR data provided to Vendor by following the appeal process in
the District’s applicable APPR Plan.

V. Any Protected Data will be stored on systems maintained by
Vendor, or Subcontractor(s) under the direct control of Vendor, in a secure data
center facility. The measures that Vendor (and, if applicable, Subcontractor(s})
will take to protect Protected Data include adoption of technologies, safeguards
and practices that align with the U.S. Department of Commerce National Institute
for Standards and Technology Framework for Improving Critical Infrastructure
Cybersecurity, “NIST Cybersecurity Framework” (Version 1.1) and safeguards
associated with industry standards and best practices including, but not limited






to, disk encryption, file encryption, firewalls, and password protection.

vi. Vendor (and, if applicable, Subcontractor(s)) will use encryption to
protect Protected Data in its custody while in motion and at rest, using a
technology or methodology specified or permitted by the Secretary of the U.S.
Department of Health and Human Services in guidance issued under Section
13402(H)(2) of Public Law 111-5.

3. Posting
In accordance with Section 2-d, the District will publish the Parents’ Bill of Rights

and Supplemental Information from these Terms and Conditions on its website. The
District may redact the Parents’ Bill of Rights and Supplemental Information to the
extent necessary to safeguard the privacy and/or security of the District’s data and/or
technology infrastructure.
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IN WITNESS WHEREQF, the Parties have indicated their acceptance of these Terms
and Conditions including the Parents’ Bill of Rights and Supplemental Information by
their signatures below on the dates indicated.

BYTHEVENDOR? T W J Y
= T J e

Na rint)
%%&(&T’ JAYS LS

Signature

DiLCsioc=Tr GO
f=32-23

Title

Date

BY THE DISTRICT:
Nicholas J. Ruffolo
Name (Print)
Aididas J D,
Signature
Teacher on Special Assignment (Information Services)
Title

12/21/2020

Date






Exhibit B
Does your product or service utilize a clickwrap or clickthrough agreement? Yes@
Are there any advertisements on your produc@lo
What user data is collected by your product, service or company?
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Tyler Technologies Vendor Contract Exhibit A.B.docx
EXHIBIT A

DATA PRIVACY AND SECURITY TERMS AND CONDITIONS

                   for the Master Agreement between

 City School District of The City of Niagara Falls(“District”) and Tyler Technologies (“Vendor”)

(collectively the “Parties”)



WHEREAS, the District and Vendor are parties to a contract or other written

Agreement for purposes of providing certain products or services to the District (“Master

Agreement”); and



WHEREAS, Education Law §2-d and Part 121 of the Regulations of the

Commissioner of Education (collectively referred to as “Section 2-d”) require the Parties

to have certain terms and conditions governing the privacy and security of certain data

the Vendor will receive pursuant to the Master Agreement; and



WHEREAS, the Parties are desirous to set forth such terms and conditions in

this Exhibit to the Master Agreement;



NOW THEREFORE, in consideration of the mutual promises set forth in the

Master Agreement, the Parties agree to the following terms and conditions.



A. DEFINITIONS



1. 	"Student Data" means personally identifiable information from the student

records of the District that Vendor receives pursuant to the Master Agreement.



2. 	“Teacher or Principal Data” means personally identifiable information from

the records of the District relating to the annual professional performance reviews of

classroom teachers or principals that is confidential and not subject to release under

Education Law §§ 3012-c and 3012-d that Vendor receives pursuant to the Master

Agreement.



3. 	“Protected Data” means Student Data and/or Teacher or Principal Data,

as defined above.



B. PURPOSE



1. 	Pursuant to the Master Agreement, the Vendor will receive Protected Data

from the District for purposes of providing certain products or services to the District.



2. 	To the extent that any terms contained in the Master Agreement, or any

terms contained in any other Exhibit(s) attached to and made a part of the Master

Agreement, conflict with these Terms and Conditions , these Terms and Conditions will

apply and be given effect. In addition, in the event that Vendor has online or written

Privacy Policies or Terms of Service (collectively, “TOS”) that would otherwise be







applicable to its customers or users of the products or services that are the subject of

the Master Agreement between the District and Vendor, these Terms and Conditions

shall supersede any conflicting terms of the TOS.



C. DATA SHARING AND CONFIDENTIALITY



1. 	Vendor Acknowledgments

i. Vendor acknowledges that the Protected Data it receives pursuant

to the Master Agreement originates from the District and that this Protected Data

belongs to and is owned by the District.



ii. Vendor will maintain the confidentiality of the Protected Data it

receives in accordance with federal and state law (including but not limited to

Section 2-d) and will comply with the District’s policy on data privacy and

security. The District will provide Vendor with a copy of its policy on data privacy

and security upon request.



2. 	Vendor’s Data Privacy and Security Plan

i. Vendor will implement all state, federal, and local data privacy and

security requirements and such requirements contained within the Master

Agreement and these Terms and Conditions including but not limited to the

requirements set forth in the Parents’ Bill of Rights and the Supplemental

Information set forth below, consistent with the District’s data privacy and security

policy.



ii. Vendor will have specific administrative, operational and technical

safeguards and practices in place to protect Protected Data that it receives from

the District under the Master Agreement.



iii. Vendor has provided or will provide training on the federal and state

laws governing confidentiality of Protected Data for any of its officers or

employees or assignees, if applicable, who will have access to Protected Data,

prior to receiving access.



iv. If Vendor uses any subcontractor(s), Vendor will require such

subcontractor(s) or other authorized persons or entities to whom it may disclose

Protected Data to execute written agreements acknowledging that the data

protection obligations imposed on Vendor by state and federal law, the Master

Agreement, and these Terms and Conditions shall apply to the subcontractor.



v. Vendor will follow certain procedures for the return, transition,

deletion, and/or destruction of Protected Data upon termination, expiration or

assignment (to the extent authorized) of the Master Agreement as set forth in

detail in the Supplemental Information below.

	

vi. Vendor will manage data privacy and security incidents that

implicate Protected Data and will develop and implement plans to identify

breaches or unauthorized disclosures. Vendor will provide prompt notification to

the District of any breaches or unauthorized disclosures of Protected Data in

accordance with the provisions of Section 3 herein.



3. 	Notification of Breach or Unauthorized Release

With respect to any breach or unauthorized release of Protected Data, including

any breach or unauthorized release of Protected Data by Vendor’s assignees or

subcontractors, Vendor acknowledges and agrees to the following:



i. 	Vendor will promptly notify the District of any breach or

unauthorized release of Protected Data, in the most expedient way possible and

without unreasonable delay, but no more than seven (7) calendar days after

Vendor has discovered or been informed of the breach or unauthorized release.



ii.	 Vendor will provide such notification to the District by contacting the

Data Protection Officer directly by email at RGranieri@nfschools.net or by calling

716-286-4292.



iii. 	Vendor will cooperate with the District and provide as much

information as possible directly to the Data Protection Officer or his/her designee

about the incident, including but not limited to: a list of users impacted, a

description of the incident, the date of the incident, the date Vendor discovered or

was informed of the incident, a description of the types of Protected Data

involved, an estimate of the number of records affected, the schools within the

District affected, what the Vendor has done or plans to do to investigate the

incident, stop the breach and mitigate any further unauthorized access or release

of Protected Data, and contact information for Vendor representatives who can

assist affected individuals that may have additional questions.



iv. 	Vendor acknowledges that upon initial notification from Vendor, the

District has an obligation under Section 2-d to in turn notify the Chief Privacy

Officer in the New York State Education Department (“CPO”). Vendor agrees not

to provide such notification to the CPO directly unless requested by the District or

otherwise required by law. In the event the CPO contacts Vendor directly or

requests more information from Vendor regarding the incident after having been

initially informed of the incident by the District, Vendor will promptly inform the

Data Protection Officer or his/her designee.



v. 	Vendor will cooperate with the District and law enforcement to

protect the integrity of investigations into the breach or unauthorized release of

Protected Data.



vi. 	Vendor will pay for or promptly reimburse the District for the full

cost of notification, in the event the District is required under Section 2-d to notify

affected parents, students, teachers or principals of a breach or unauthorized

release of Protected Data attributed to Vendor, its subcontractors or assignees.







4.	 Additional Statutory and Regulatory Obligations

Vendor acknowledges additional obligations under Section 2-d and that any

failure to fulfill one or more of these statutory or regulatory obligations will be deemed a

breach of the Master Agreement and these Terms and Conditions. Vendor

acknowledges and agrees to the following:



i. To limit internal access to Protected Data to only those employees

or subcontractors that need access to the Protected Data in order to assist

Vendor in fulfilling one or more of its obligations to the District under the Master

Agreement.



ii.  To not use Protected Data for any purposes not explicitly

authorized in the Master Agreement or these Terms and Conditions.



iii. To not disclose any Protected Data to any other party, except for

authorized employees, subcontractors, or assignees of Vendor using the

information to carry out Vendor’s obligations to the District and in compliance

with state and federal law, regulations and the terms of the Master Agreement,

unless:



a. the parent or eligible student provided prior written consent;

or

b. the disclosure is required by statute or court order and notice

of the disclosure is provided to the District no later than the time of

disclosure, unless such notice is expressly prohibited by the statute or

court order.



iv. To maintain reasonable administrative, technical, and physical

safeguards to protect the security, confidentiality, and integrity of Protected Data

in its custody.



v. To use encryption to protect Protected Data in its custody while in

motion and at rest, using a technology or methodology specified or permitted by

the Secretary of the U.S. Department of Health and Human Services in guidance

issued under Section 13402(H)(2) of Public Law 111-5.



       vi.	        To adopt technologies, safeguards and practices that align with the

U.S. Department of Commerce National Institute for Standards and Technology

Framework for Improving Critical Infrastructure Cybersecurity, “NIST

Cybersecurity Framework” (Version 1.1).

vii. To not sell Protected Data nor use or disclose it for any marketing

or commercial purpose or facilitate its use or disclosure by any other party for

any marketing or commercial purpose or permit another party to do so.











D.   PARENTS’ BILL OF RIGHTS AND SUPPLEMENTAL INFORMATION

1. 	Parents’ Bill of Rights



Vendor acknowledges and agrees that the District’s Parents’ Bill of Rights as set

forth herein and as posted on the District’s website is incorporated into these Terms and

Conditions.



PARENTS' BILL OF RIGHTS FOR DATA PRIVACY AND SECURITY



City School District of The City of Niagara Falls is committed to protecting the

privacy and security of student data and teacher and principal data. In accordance

with New York Education Law Section 2-d and its implementing regulations, the

District informs the school community of the following:



1) A student's personally identifiable information cannot be sold or released

for any commercial purposes.



2) Parents have the right to inspect and review the complete contents of

their child's education record.



3) State and federal laws protect the confidentiality of personally identifiable

information, and safeguards associated with industry standards and best

practices, including but not limited to encryption, firewalls, and password

protection, must be in place when data is stored or transferred.



4) A complete list of all student data elements collected by New York State is

available for public review at the following website

http://www.nysed.gov/data-privacy-security/student-data-inventory or by

writing to the Office of Information and Reporting Services, New York

State Education Department, Room 865 EBA, 89 Washington Avenue,

Albany, New York 12234.



5) Parents have the right to have complaints about possible breaches of

student data addressed. Complaints should be directed in writing to

Privacy Complaint, Chief Privacy Officer, New York State Education

Department, 89 Washington Avenue, Albany, New York 12234.

Complaints may also be submitted using the form available at the

following website

http://www.nysed.gov/data-privacy-security/report-improper-disclosure



















APPENDIX



Supplemental Information Regarding Third-Party Contractors



In the course of complying with its obligations under the law and providing

educational services to District residents, the City School District of the City of Niagara Falls

has entered into agreements with certain third-party contractors. Pursuant to these

agreements, third-party contractors may have access to "student data" and/or

"teacher or principal data," as those terms are defined by law and regulation.



For each contract or other written agreement that the District enters into

with a third-party contractor where the third-party contractor receives student data

or teacher or principal data from the District, the following supplemental

information will be included with this Bill of Rights:



1)  The exclusive purposes for which the student data or teacher or principal

data will be used by the third-party contractor, as defined in the contract;



2)  How the third-party contractor will ensure that the subcontractors, or

other authorized persons or entities to whom the third-party contractor

will disclose the student data or teacher or principal data, if any, will abide

by all applicable data protection and security requirements, including but

not limited to those outlined in applicable laws and regulations (e.g.,

FERPA; Education Law Section 2-d);



3) The duration of the contract, including the contract’s expiration date, and

a description of what will happen to the student data or teacher or

principal data upon expiration of the contract or other written agreement

(e.g., whether, when, and in what format it will be returned to the

District, and/or whether, when, and how the data will be destroyed);



4) If and how a parent, student, eligible student, teacher, or principal may

challenge the accuracy of the student data or teacher or principal data

that is collected;



5) Where the student data or teacher or principal data will be stored,

described in a manner as to protect data security, and the security

protections taken to ensure the data will be protected and data privacy

and security risks mitigated; and



6) Address how the data will be protected using encryption while in motion

and at rest.



2.	 Supplemental Information

i.	The exclusive purpose for which Protected Data will be used is site

licenses to Tyler Technologies . Vendor will not use the Protected Data for any other purposes not explicitly authorized herein orwithin the Master Agreement.



ii.	In the event that Vendor engages subcontractors or other

authorized persons or entities (“Subcontractors”) to perform one or more of its

obligations under the Master Agreement (including hosting of the Protected

Data), Vendor will require Subcontractors to execute legally binding agreements

acknowledging and agreeing to comply with all applicable data protection,

privacy and security requirements required of Vendor under the Master

Agreement, these Terms and Conditions, and applicable state and federal law

and regulations.



iii.	The Master Agreement commences on July 1, 2020 and expires on

June 30, 2021. Upon expiration of the Master Agreement without renewal, or

upon termination of the Master Agreement prior to its expiration, Vendor will

(select all that apply):

☐ Securely delete or otherwise destroy all Protected Data

remaining in the possession of Vendor or any of its Subcontractors.

☐ Assist the District in exporting and returning all Protected Data

previously received to the District in such formats as may be

requested by the District.

☐ Contact the District requesting instruction for the deletion or

return of all Protected Data.



In the event the Master Agreement is assigned to a successor Vendor (to

the extent authorized by the Master Agreement), the Vendor will cooperate with

the District as necessary to transition Protected Data to the successor Vendor

prior to deletion.



Neither Vendor nor any Subcontractors will retain any Protected Data,

copies, summaries or extracts of the Protected Data, or any de-identified

Protected Data, on any storage medium whatsoever. Upon request, Vendor

and/or Subcontractors will provide the District with a certification from an

appropriate officer that these requirements have been satisfied in full.



iv.	Parents or eligible students can challenge the accuracy of any

Protected Data in accordance with the District’s procedures for requesting

amendment of education records under the Family Educational Rights and

Privacy Act (FERPA). Teachers or principals may request to challenge the

accuracy of APPR data provided to Vendor by following the appeal process in

the District’s applicable APPR Plan.



v. 	Any Protected Data will be stored on systems maintained by

Vendor, or Subcontractor(s) under the direct control of Vendor, in a secure data

center facility. The measures that Vendor (and, if applicable, Subcontractor(s))

will take to protect Protected Data include adoption of technologies, safeguards

and practices that align with the U.S. Department of Commerce National Institute

for Standards and Technology Framework for Improving Critical Infrastructure

Cybersecurity, “NIST Cybersecurity Framework” (Version 1.1) and safeguards

associated with industry standards and best practices including, but not limited

to, disk encryption, file encryption, firewalls, and password protection.



vi.  Vendor (and, if applicable, Subcontractor(s)) will use encryption to

protect Protected Data in its custody while in motion and at rest, using a

technology or methodology specified or permitted by the Secretary of the U.S.

Department of Health and Human Services in guidance issued under Section

13402(H)(2) of Public Law 111-5.



3. 	Posting

In accordance with Section 2-d, the District will publish the Parents’ Bill of Rights

and Supplemental Information from these Terms and Conditions on its website. The

District may redact the Parents’ Bill of Rights and Supplemental Information to the

extent necessary to safeguard the privacy and/or security of the District’s data and/or

technology infrastructure.







































































IN WITNESS WHEREOF, the Parties have indicated their acceptance of these Terms

and Conditions including the Parents’ Bill of Rights and Supplemental Information by

their signatures below on the dates indicated.



BY THE VENDOR:

___________________________________

Name (Print)

___________________________________

Signature

___________________________________

Title

___________________________________

Date



BY THE DISTRICT:

Raymond Granieri_________________

Name (Print)

[bookmark: _GoBack]Raymond Granieri_____________________

Signature

Administrator for Information Services

Title

4/5/2022
Date

















































Exhibit B



Does your product or service utilize a clickwrap or clickthrough agreement? Yes or No 



Are there any advertisements on your product? Yes No 



What user data is collected by your product, service or company? _____________________________________________________________________________________ _____________________________________________________________________________________ _____________________________________________________________________________________ _____________________________________________________________________________________ _____________________________________________________________________________________ Please identify how data at rest is protected by your product, service or company? _____________________________________________________________________________________ _____________________________________________________________________________________ _____________________________________________________________________________________ _____________________________________________________________________________________ _____________________________________________________________________________________ Please identify how data in transit is protected by your product, service or company? _____________________________________________________________________________________ _____________________________________________________________________________________ _____________________________________________________________________________________ _____________________________________________________________________________________ _____________________________________________________________________________________
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EXHIBIT A

DATA PRIVACY AND SECURITY TERMS AND CONDITIONS

                   for the Master Agreement between

 City School District of The City of Niagara Falls(“District”) and Tyler Technologies (“Vendor”)

(collectively the “Parties”)



WHEREAS, the District and Vendor are parties to a contract or other written

Agreement for purposes of providing certain products or services to the District (“Master

Agreement”); and



WHEREAS, Education Law §2-d and Part 121 of the Regulations of the

Commissioner of Education (collectively referred to as “Section 2-d”) require the Parties

to have certain terms and conditions governing the privacy and security of certain data

the Vendor will receive pursuant to the Master Agreement; and



WHEREAS, the Parties are desirous to set forth such terms and conditions in

this Exhibit to the Master Agreement;



NOW THEREFORE, in consideration of the mutual promises set forth in the

Master Agreement, the Parties agree to the following terms and conditions.



A. DEFINITIONS



1. 	"Student Data" means personally identifiable information from the student

records of the District that Vendor receives pursuant to the Master Agreement.



2. 	“Teacher or Principal Data” means personally identifiable information from

the records of the District relating to the annual professional performance reviews of

classroom teachers or principals that is confidential and not subject to release under

Education Law §§ 3012-c and 3012-d that Vendor receives pursuant to the Master

Agreement.



3. 	“Protected Data” means Student Data and/or Teacher or Principal Data,

as defined above.



B. PURPOSE



1. 	Pursuant to the Master Agreement, the Vendor will receive Protected Data

from the District for purposes of providing certain products or services to the District.



2. 	To the extent that any terms contained in the Master Agreement, or any

terms contained in any other Exhibit(s) attached to and made a part of the Master

Agreement, conflict with these Terms and Conditions , these Terms and Conditions will

apply and be given effect. In addition, in the event that Vendor has online or written

Privacy Policies or Terms of Service (collectively, “TOS”) that would otherwise be







applicable to its customers or users of the products or services that are the subject of

the Master Agreement between the District and Vendor, these Terms and Conditions

shall supersede any conflicting terms of the TOS.



C. DATA SHARING AND CONFIDENTIALITY



1. 	Vendor Acknowledgments

i. Vendor acknowledges that the Protected Data it receives pursuant

to the Master Agreement originates from the District and that this Protected Data

belongs to and is owned by the District.



ii. Vendor will maintain the confidentiality of the Protected Data it

receives in accordance with federal and state law (including but not limited to

Section 2-d) and will comply with the District’s policy on data privacy and

security. The District will provide Vendor with a copy of its policy on data privacy

and security upon request.



2. 	Vendor’s Data Privacy and Security Plan

i. Vendor will implement all state, federal, and local data privacy and

security requirements and such requirements contained within the Master

Agreement and these Terms and Conditions including but not limited to the

requirements set forth in the Parents’ Bill of Rights and the Supplemental

Information set forth below, consistent with the District’s data privacy and security

policy.



ii. Vendor will have specific administrative, operational and technical

safeguards and practices in place to protect Protected Data that it receives from

the District under the Master Agreement.



iii. Vendor has provided or will provide training on the federal and state

laws governing confidentiality of Protected Data for any of its officers or

employees or assignees, if applicable, who will have access to Protected Data,

prior to receiving access.



iv. If Vendor uses any subcontractor(s), Vendor will require such

subcontractor(s) or other authorized persons or entities to whom it may disclose

Protected Data to execute written agreements acknowledging that the data

protection obligations imposed on Vendor by state and federal law, the Master

Agreement, and these Terms and Conditions shall apply to the subcontractor.



v. Vendor will follow certain procedures for the return, transition,

deletion, and/or destruction of Protected Data upon termination, expiration or

assignment (to the extent authorized) of the Master Agreement as set forth in

detail in the Supplemental Information below.

	

vi. Vendor will manage data privacy and security incidents that

implicate Protected Data and will develop and implement plans to identify

breaches or unauthorized disclosures. Vendor will provide prompt notification to

the District of any breaches or unauthorized disclosures of Protected Data in

accordance with the provisions of Section 3 herein.



3. 	Notification of Breach or Unauthorized Release

With respect to any breach or unauthorized release of Protected Data, including

any breach or unauthorized release of Protected Data by Vendor’s assignees or

subcontractors, Vendor acknowledges and agrees to the following:



i. 	Vendor will promptly notify the District of any breach or

unauthorized release of Protected Data, in the most expedient way possible and

without unreasonable delay, but no more than seven (7) calendar days after

Vendor has discovered or been informed of the breach or unauthorized release.



ii.	 Vendor will provide such notification to the District by contacting the

Data Protection Officer directly by email at RGranieri@nfschools.net or by calling

716-286-4292.



iii. 	Vendor will cooperate with the District and provide as much

information as possible directly to the Data Protection Officer or his/her designee

about the incident, including but not limited to: a list of users impacted, a

description of the incident, the date of the incident, the date Vendor discovered or

was informed of the incident, a description of the types of Protected Data

involved, an estimate of the number of records affected, the schools within the

District affected, what the Vendor has done or plans to do to investigate the

incident, stop the breach and mitigate any further unauthorized access or release

of Protected Data, and contact information for Vendor representatives who can

assist affected individuals that may have additional questions.



iv. 	Vendor acknowledges that upon initial notification from Vendor, the

District has an obligation under Section 2-d to in turn notify the Chief Privacy

Officer in the New York State Education Department (“CPO”). Vendor agrees not

to provide such notification to the CPO directly unless requested by the District or

otherwise required by law. In the event the CPO contacts Vendor directly or

requests more information from Vendor regarding the incident after having been

initially informed of the incident by the District, Vendor will promptly inform the

Data Protection Officer or his/her designee.



v. 	Vendor will cooperate with the District and law enforcement to

protect the integrity of investigations into the breach or unauthorized release of

Protected Data.



vi. 	Vendor will pay for or promptly reimburse the District for the full

cost of notification, in the event the District is required under Section 2-d to notify

affected parents, students, teachers or principals of a breach or unauthorized

release of Protected Data attributed to Vendor, its subcontractors or assignees.







4.	 Additional Statutory and Regulatory Obligations

Vendor acknowledges additional obligations under Section 2-d and that any

failure to fulfill one or more of these statutory or regulatory obligations will be deemed a

breach of the Master Agreement and these Terms and Conditions. Vendor

acknowledges and agrees to the following:



i. To limit internal access to Protected Data to only those employees

or subcontractors that need access to the Protected Data in order to assist

Vendor in fulfilling one or more of its obligations to the District under the Master

Agreement.



ii.  To not use Protected Data for any purposes not explicitly

authorized in the Master Agreement or these Terms and Conditions.



iii. To not disclose any Protected Data to any other party, except for

authorized employees, subcontractors, or assignees of Vendor using the

information to carry out Vendor’s obligations to the District and in compliance

with state and federal law, regulations and the terms of the Master Agreement,

unless:



a. the parent or eligible student provided prior written consent;

or

b. the disclosure is required by statute or court order and notice

of the disclosure is provided to the District no later than the time of

disclosure, unless such notice is expressly prohibited by the statute or

court order.



iv. To maintain reasonable administrative, technical, and physical

safeguards to protect the security, confidentiality, and integrity of Protected Data

in its custody.



v. To use encryption to protect Protected Data in its custody while in

motion and at rest, using a technology or methodology specified or permitted by

the Secretary of the U.S. Department of Health and Human Services in guidance

issued under Section 13402(H)(2) of Public Law 111-5.



       vi.	        To adopt technologies, safeguards and practices that align with the

U.S. Department of Commerce National Institute for Standards and Technology

Framework for Improving Critical Infrastructure Cybersecurity, “NIST

Cybersecurity Framework” (Version 1.1).

vii. To not sell Protected Data nor use or disclose it for any marketing

or commercial purpose or facilitate its use or disclosure by any other party for

any marketing or commercial purpose or permit another party to do so.











D.   PARENTS’ BILL OF RIGHTS AND SUPPLEMENTAL INFORMATION

1. 	Parents’ Bill of Rights



Vendor acknowledges and agrees that the District’s Parents’ Bill of Rights as set

forth herein and as posted on the District’s website is incorporated into these Terms and

Conditions.



PARENTS' BILL OF RIGHTS FOR DATA PRIVACY AND SECURITY



City School District of The City of Niagara Falls is committed to protecting the

privacy and security of student data and teacher and principal data. In accordance

with New York Education Law Section 2-d and its implementing regulations, the

District informs the school community of the following:



1) A student's personally identifiable information cannot be sold or released

for any commercial purposes.



2) Parents have the right to inspect and review the complete contents of

their child's education record.



3) State and federal laws protect the confidentiality of personally identifiable

information, and safeguards associated with industry standards and best

practices, including but not limited to encryption, firewalls, and password

protection, must be in place when data is stored or transferred.



4) A complete list of all student data elements collected by New York State is

available for public review at the following website

http://www.nysed.gov/data-privacy-security/student-data-inventory or by

writing to the Office of Information and Reporting Services, New York

State Education Department, Room 865 EBA, 89 Washington Avenue,

Albany, New York 12234.



5) Parents have the right to have complaints about possible breaches of

student data addressed. Complaints should be directed in writing to

Privacy Complaint, Chief Privacy Officer, New York State Education

Department, 89 Washington Avenue, Albany, New York 12234.

Complaints may also be submitted using the form available at the

following website

http://www.nysed.gov/data-privacy-security/report-improper-disclosure



















APPENDIX



Supplemental Information Regarding Third-Party Contractors



In the course of complying with its obligations under the law and providing

educational services to District residents, the City School District of the City of Niagara Falls

has entered into agreements with certain third-party contractors. Pursuant to these

agreements, third-party contractors may have access to "student data" and/or

"teacher or principal data," as those terms are defined by law and regulation.



For each contract or other written agreement that the District enters into

with a third-party contractor where the third-party contractor receives student data

or teacher or principal data from the District, the following supplemental

information will be included with this Bill of Rights:



1)  The exclusive purposes for which the student data or teacher or principal

data will be used by the third-party contractor, as defined in the contract;



2)  How the third-party contractor will ensure that the subcontractors, or

other authorized persons or entities to whom the third-party contractor

will disclose the student data or teacher or principal data, if any, will abide

by all applicable data protection and security requirements, including but

not limited to those outlined in applicable laws and regulations (e.g.,

FERPA; Education Law Section 2-d);



3) The duration of the contract, including the contract’s expiration date, and

a description of what will happen to the student data or teacher or

principal data upon expiration of the contract or other written agreement

(e.g., whether, when, and in what format it will be returned to the

District, and/or whether, when, and how the data will be destroyed);



4) If and how a parent, student, eligible student, teacher, or principal may

challenge the accuracy of the student data or teacher or principal data

that is collected;



5) Where the student data or teacher or principal data will be stored,

described in a manner as to protect data security, and the security

protections taken to ensure the data will be protected and data privacy

and security risks mitigated; and



6) Address how the data will be protected using encryption while in motion

and at rest.



2.	 Supplemental Information

i.	The exclusive purpose for which Protected Data will be used is site

licenses to Tyler Technologies . Vendor will not use the Protected Data for any other purposes not explicitly authorized herein orwithin the Master Agreement.



ii.	In the event that Vendor engages subcontractors or other

authorized persons or entities (“Subcontractors”) to perform one or more of its

obligations under the Master Agreement (including hosting of the Protected

Data), Vendor will require Subcontractors to execute legally binding agreements

acknowledging and agreeing to comply with all applicable data protection,

privacy and security requirements required of Vendor under the Master

Agreement, these Terms and Conditions, and applicable state and federal law

and regulations.



iii.	The Master Agreement commences on July 1, 2020 and expires on

June 30, 2021. Upon expiration of the Master Agreement without renewal, or

upon termination of the Master Agreement prior to its expiration, Vendor will

(select all that apply):

☐ Securely delete or otherwise destroy all Protected Data

remaining in the possession of Vendor or any of its Subcontractors.

☐ Assist the District in exporting and returning all Protected Data

previously received to the District in such formats as may be

requested by the District.

☐ Contact the District requesting instruction for the deletion or

return of all Protected Data.



In the event the Master Agreement is assigned to a successor Vendor (to

the extent authorized by the Master Agreement), the Vendor will cooperate with

the District as necessary to transition Protected Data to the successor Vendor

prior to deletion.



Neither Vendor nor any Subcontractors will retain any Protected Data,

copies, summaries or extracts of the Protected Data, or any de-identified

Protected Data, on any storage medium whatsoever. Upon request, Vendor

and/or Subcontractors will provide the District with a certification from an

appropriate officer that these requirements have been satisfied in full.



iv.	Parents or eligible students can challenge the accuracy of any

Protected Data in accordance with the District’s procedures for requesting

amendment of education records under the Family Educational Rights and

Privacy Act (FERPA). Teachers or principals may request to challenge the

accuracy of APPR data provided to Vendor by following the appeal process in

the District’s applicable APPR Plan.



v. 	Any Protected Data will be stored on systems maintained by

Vendor, or Subcontractor(s) under the direct control of Vendor, in a secure data

center facility. The measures that Vendor (and, if applicable, Subcontractor(s))

will take to protect Protected Data include adoption of technologies, safeguards

and practices that align with the U.S. Department of Commerce National Institute

for Standards and Technology Framework for Improving Critical Infrastructure

Cybersecurity, “NIST Cybersecurity Framework” (Version 1.1) and safeguards

associated with industry standards and best practices including, but not limited

to, disk encryption, file encryption, firewalls, and password protection.



vi.  Vendor (and, if applicable, Subcontractor(s)) will use encryption to

protect Protected Data in its custody while in motion and at rest, using a

technology or methodology specified or permitted by the Secretary of the U.S.

Department of Health and Human Services in guidance issued under Section

13402(H)(2) of Public Law 111-5.



3. 	Posting

In accordance with Section 2-d, the District will publish the Parents’ Bill of Rights

and Supplemental Information from these Terms and Conditions on its website. The

District may redact the Parents’ Bill of Rights and Supplemental Information to the

extent necessary to safeguard the privacy and/or security of the District’s data and/or

technology infrastructure.







































































IN WITNESS WHEREOF, the Parties have indicated their acceptance of these Terms

and Conditions including the Parents’ Bill of Rights and Supplemental Information by

their signatures below on the dates indicated.



BY THE VENDOR:

___________________________________

Name (Print)

___________________________________

Signature

___________________________________

Title

___________________________________

Date



BY THE DISTRICT:

Raymond Granieri_________________

Name (Print)

[bookmark: _GoBack]Raymond Granieri_____________________

Signature

Administrator for Information Services

Title

4/5/2022
Date

















































Exhibit B



Does your product or service utilize a clickwrap or clickthrough agreement? Yes or No 



Are there any advertisements on your product? Yes No 



What user data is collected by your product, service or company? _____________________________________________________________________________________ _____________________________________________________________________________________ _____________________________________________________________________________________ _____________________________________________________________________________________ _____________________________________________________________________________________ Please identify how data at rest is protected by your product, service or company? _____________________________________________________________________________________ _____________________________________________________________________________________ _____________________________________________________________________________________ _____________________________________________________________________________________ _____________________________________________________________________________________ Please identify how data in transit is protected by your product, service or company? _____________________________________________________________________________________ _____________________________________________________________________________________ _____________________________________________________________________________________ _____________________________________________________________________________________ _____________________________________________________________________________________
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