


Niagara Falls City Schools
District Technology Tools 2024-2025

	Program
	Application(s)
	Use
	Responsible User
	Funding
	Education Law 2-d Notes

	Adobe
	Adobe DC Pro
	Website design and maintenance
	T. Pratt
J. Glaser
	Erie 1 BOCES
	Software does not house or share Personal Identifiable Information or Teacher APPR


	Board Docs
	Administration

	Board Meeting software
	J. Glaser

	Broome / Tioga County BOCE
	





	Camtasia
	Administration
	Public Relations 
	J. Doerr
	IS Department Budget
	Software does not house or share Personal Identifiable Information or Teacher APPR 


	Camtasia
	Instructional
	High School – flipped classrooms
	Select teachers
	District
	Software does not house or share Personal Identifiable Information or Teacher APPR 


	Career Connections
	Resources for Carpenters
	Maintenance
	N/A
	NYSTL 
	Software does not house or share Personal Identifiable Information or Teacher APPR 


	ChatGPT
	ChatGPT
	AI
	Technology Committee
	District – Staff only
	Software does not house or share Personal Identifiable Information or Teacher APPR 

	Cisco Unified
	Cisco
	Manage telephone system
	H. Joyce
M. Cox
Erie 1 BOCES
	Erie 1 BOCES
	Software does not house or share Personal Identifiable Information or Teacher APPR 


	Clever
	Rostering + Data Dashboard
	Administration
	BOCES and NFBOE Technology Integrators.
IS staff.
M. Adams.
	Vendor purchased
	



	CommonLit
	Teacher Resource
	ELA resources for teachers ONLY
	Select teachers
	No Cost
	Software does not house or share Personal Identifiable Information or Teacher APPR 
A portal.

	Cybersecurity
	Fortinet
	Enhanced cyber security
	A. Stom
	Erie 1 BOCES
	Software does not house or share Personal Identifiable Information or Teacher APPR

	Cybersoft
	Primero
	Cafeteria POS
	M. Adams
T. Skibinski
	Business Office 
	
 

	DeLage Landen Public Finance
	Docuware
	Records management
	TBD
	IS Department Budget
	


	Duo
	MFA for staff Outlook and Teams
	District staff
	A Stom
IS Techs
	Erie 1 BOCES
	Pending

	eGoldFax
	Email based Fax service
	District Staff
	H. Joyce
T. Pratt
M. cox
	Erie 1 BOCES
	


	EveryDay Labs
	Student Absence Management
	Grade level and School pilot
	TBD
	Erie 1 BOCES
	


	FastSprint
	Visual PST
	PowerSchool report card maintenance and development
	M. Adams
Erie 1 BOCES 
	IS Department Budget
	Software does not house or share Personal Identifiable Information or Teacher APPR 


	Finance Manager
	nVision
	School District business software
	District
	Erie BOCES
	


	Frontline
	AESOP
	Employee Absence Management
	HRO 
	IS Department Budget
	


	Frontline
	EHR & School Nursing Management System
	Student Health
	Dr. Jo Silvaroli
	Erie 1 BOCES
	


	Frontline
	Medicaid Direct
	Medicaid
	L. Carroll

	Erie 1 BOCES
	


	Frontline
	My Learning Plan
	APPR
	R. Carella
IS staff
	Erie 1 BOCES
	


	Frontline
	PDP Premier HRO
	Professional Development management system
	HRO
IS staff
	Erie 1 BOCES
	Pending - Erie 1 BOCES contract.

	Grammarly
	Grammarly
	Public Relations
	J. Doerr
	District
	Software does not house or share Personal Identifiable Information or Teacher APPR 

	HUDL
	HUDL
	Live Stream NFHS Gym and Main Field Athletics
	AV Techs
J. Contento
	Erie 1 BOCES
	


	IBoss
	Content filtering
	All district Internet traffic monitoring
	A Stom
	Erie 1 BOCES
	


	Incident IQ
	Work Flow and inventory management
	Help desk software
Inventory management
	J. Kroll
H. Joyce
T. Pratt
G. Littere
	Erie 1 BOCES
	



	Jamf
	Jamf
	Apple device management
	W. Quinn
Erie 1 BOCES
	Erie 1 BOCES
	Software does not house or share Personal Identifiable Information or Teacher APPR

	Master Library
	Master Library
	Resource / Room Reservation
	T. Pratt
W. Tedesco
J. Contento
S. Petrozzi
R. Meranto
	Erie 1 BOCES
	


	Mass Communication App
	Blackboard App
	All-call +++
	J. Doerr
T. Pratt
	Erie 1 BOCES
	Software does not house or share Personal Identifiable Information or Teacher APPR

	Meltwater
	Meltwater
	Media Tracking System
	J. Doerr
	District
	Software does not house or share Personal Identifiable Information or Teacher APPR 

	Metasys
	Metasys
	Manage HVAC controls
	E. Smeal
G. Littere
	District
	Software does not house or share Personal Identifiable Information or Teacher APPR

	Microsoft
	Office 365 – License
	Staff and student collaboration
	A Stom
M. Adams
Erie1 
Integration Team
	Erie 1 Budget
	


	PowerSchool 
	District 
	Student Management System – all instructional staff
	M. Adams
T. Pratt 
	Erie 1 BOCES
	


	PureData
	Powerschool
	Tardy attendance
	NFHS
	District
	


	Quickbooks
	Finance
	School Treasurers
	School treasurers
	District
	Software does not house or share Personal Identifiable Information or Teacher APPR 


	Raptor Visitor Management 
	District Security 
	Monitor visitor traffic
	M. Cox
	Erie 1 BOCES
	


	School Bus Logistics
	Support software for Tyler R/P
	District
	M. Cox
Transportation
	Transportation
	



	SCCM
	Network Administration
	Manage computer / laptop devices
	District Techs.
Erie 1 BOCES Techs
	IS Department Budget
	Software does not house or share Personal Identifiable Information or Teacher APPR 


	Smart Hall Pass
	Hall Pass
	Monitor Students in Hallways
	HS and Preps
	District
	Pending

	Smore
	Communication
	Teachers/staff only, no parents yet.  Weekly newsletter, design flyers.  
	Pilot at Kalfas and NFHS
	District on the next renewal.
	Pending - Vendor Contract
Security settings enabled so that information cannot be forwarded or accessed by anyone other than the recipient list.

	Textbook Tracker
	Instructional
	Textbook management
	D. Day
School based employees (PSA, +)
	Erie 1 BOCES
	Software does not house or share Personal Identifiable Information or Teacher APPR

	Tyler
	Versatrans routing & portal (eLink).  Sunset 2024_25 school year.
	Student busing
	IS Techs
Transportation Department
	Transportation Department Budget
	



	Tyler
	Traversa
	Student busing
	IS Techs
Transportation Department
	Transportation Department Budget
	Pending

	Video Expert (Stark)
	Video Expert
	Security Camera Management
	K. Howey
M. Adams
	District
	Software does not house or share Personal Identifiable Information or Teacher APPR
Managed by network security protocols.
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SERVICES AND DISTRIBUTION AGREEMENT 
 


THIS AGREEMENT (“Agreement”) is made as of July 1, 2021 (“Effective Date”), 
between New York State School Boards Association (“ASSOCIATION”), and Broome-Tioga 
Board of Cooperative Educational Services (“BOCES”) and supersedes any and all prior existing 
agreements between the parties. 


 
BACKGROUND 


 


Both the ASSOCIATION and BOCES provide resources and assistance to school districts 
in the State of New York. 


 
ASSOCIATION is the exclusive provider of a proprietary, web-based software application 


known as BoardDocs that was developed and is supported by Emerald Data Solutions, Inc. 
(“EMERALD”). The application allows school districts to enhance aspects of the governance 
process and communications between the administration, the public and the school board, all as 
described in Exhibit A (“Application”). 


 


Subject to the terms and conditions set forth herein, the ASSOCIATION and BOCES wish 
to enter into an agreement to provide such services to school districts served by the BOCES. School 
districts that are members of ASSOCIATION will receive services at the member rate. Districts 
that are not members of ASSOCIATION will be able to receive services at the then- current 
nonmember rate. 


 
Accordingly, for value received, the parties agree as follows: 


 
AGREEMENT 


 


1. SERVICES 
 


1.1 Initial Set-Up. On and subject to the terms and conditions in this Agreement, 
ASSOCIATION will use commercially reasonable efforts to make a version of the Application 
available to each of the BOCES members who subscribe to the service. Such Application will be 
co-branded with ASSOCIATION. ASSOCIATION may add names of the school districts, as 
appropriate for provision of the Services. The parties agree that additional set-up work may be 
required to provide the Services to individual BOCES member school districts. 


 
1.2 Marketing. Subject to the terms and conditions set forth in this Agreement, the 


ASSOCIATION is the primary marketing and representative of the Services and the Application 
to ASSOCIATION’s member and nonmember school districts in the State of New York. BOCES 
and the ASSOCIATION will cooperate in good faith to develop a marketing program for BOCES 
member and nonmember school districts. The BOCES agrees to host at least one training webinar 
annually to participating component districts. ASSOCIATION will use its best efforts to market 
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and promote the Application and the Services to school districts in the State of New York and 
specifically within the BOCES geographic area, using ASSOCIATION’s standard marketing and 
promotion channels and through whatever other means the ASSOCIATION reasonably deems 
appropriate, in accordance with all applicable laws, rules and regulations. ASSOCIATION will 
bear all costs of its marketing activities under this Section, including, without limitation, 
production and distribution of marketing materials, state trade shows as the ASSOCIATION 
deems appropriate and ads in ASSOCIATION publications. All demonstrations, access and use of 
the Services or Application for such marketing purposes will be performed by the ASSOCIATION. 


 
1.3 Provision of Services. On and subject to the terms and conditions of this 


Agreement, ASSOCIATION will provide the Services to those member and nonmember school 
districts that subscribe for the Services by executing an agreement with the BOCES. Subject to the 
terms and conditions of this Agreement, ASSOCIATION grants to BOCES a non-exclusive, non-
transferable license to use the Application during the term of this Agreement at no charge, with 
the exception of the standard set-up fee of $1,000 which will be duly billed to and paid by BOCES. 
ASSOCIATION and BOCES will jointly engage school districts interested in the Services and will 
pursue such lead and negotiate the BOCES Agreement with each such district as appropriate. Each 
member and nonmember of BOCES component districts that subscribes to BoardDocs will be 
required to execute a BoardDocs end-user agreement (“EUA”) prior to the provision of services. 


 
1.4 Coordinator. BOCES will appoint and maintain an authorized representative that has 


the authority to make binding decisions on behalf of BOCES under this Agreement (the “Project 
Coordinator”).  BOCES may replace its Project Coordinator upon notice to the ASSOCIATION. 


 
2. COMPENSATION AND PAYMENTS 


 
2.1 Invoicing and Payments.  BOCES will be responsible for all billings and collections with 


respect to the Services provided to school districts, and will use commercially reasonable efforts to accurately 
and timely bill and collect the amounts owed by the school districts.  BOCES will invoice each of the school 
districts for the Services annually.  BOCES will retain all amounts collected from the school districts for the 
Services, except that as compensation for the Services, BOCES will pay to ASSOCIATION: 


 
A. the fees forth in Exhibit B for any and all pre-existing member and nonmember school 


districts that have contracted with BOCES prior to July 1, 2021 until such time as the ASSOCIATION is 
advised by EMERALD of price increases which affect such pre-existing member and nonmember school 
districts; and  


 
 


B.  the fees set forth in Exhibit C for any and all brand new member and nonmember 
school districts executing agreements with BOCES after June 30, 2021. 


 
If BOCES is paid less by the school districts than what is due for the Services for the applicable billing 


period, then BOCES will pay to ASSOCIATION, in accordance with the timetable in the foregoing paragraph, 
a pro rata portion of the fee based on how much the BOCES did receive from the school districts for the 
applicable billing period, and will pay additional amounts as further payments on such overdue amounts are 
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paid by the school districts. In the event that full payment is not rendered, the BOCES will owe no additional 
amount to ASSOCIATION but the BOCES agrees that any component district that fails to forward the 
necessary payments to the BOCES will lose its status as a consumer of the BoardDocs Platform.   Following 
the Term, ASSOCIATION agrees to provide advance notice of any price increases that may be necessary for 
ASSOCIATION to maintain the quality of the Services or account for any upgrades in technology or systems 
necessary to maintain the competitiveness of the Services. 
 


3. TERM AND TERMINATION 
 


3.1 Term. Unless otherwise terminated by the parties in accordance with this Section, 
the Term of this Agreement will commence as of July 1, 2021 and continue until June 30, 2022 
(the “Term”). At the end of the Term, the BOCES will have the opportunity to cancel contract with 
no penalty, upon written notification to ASSOCIATION. 


 
This Agreement can be extended but any extension to the term of this Agreement must be 


in the form of a written amendment to the Agreement and signed by both Parties at least thirty (30) 
days prior to the expiration of the agreement. 


 
3.2 Termination. Notwithstanding anything to the contrary in this Agreement, either 


party, by written notice to the other party, may terminate this Agreement if the other party 
materially breaches this Agreement, or if website accessibility issues preclude BOCES’ use of the 
Application, if breach or website accessibility issues are not cured within thirty (30) days of 
receiving written notice of such breach. 


 
3.3 Survival. Notwithstanding anything to the contrary herein, Sections 2, 3, 4, and 5 


(except for the licenses granted therein) will survive expiration or termination of this Agreement. 
 


3.4 Upon Termination. Upon termination of this Agreement, BOCES will pay 
ASSOCIATION all unpaid amounts then due to ASSOCIATION and will notify each school 
district to pay all remaining payments by such school district with respect to the Services to 
ASSOCIATION. BOCES will no longer be entitled to any payments for the Services, and will 
remit to ASSOCIATION all payments received by it following termination. BOCES will cease all 
marketing activities and other activities relating to the Services or the Application after the 
termination. ASSOCIATION will offer all then-subscribed school districts the use of the then- 
current version of the Application, on and subject to the ASSOCIATION’s then-current terms, 
conditions and pricing. Upon ASSOCIATION’s request, BOCES will reasonably assist 
ASSOCIATION in presenting such school districts with such offer (including, without limitation, 
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providing information and participating in communications) and in securing the continued use of 
the Services by the school districts that wish to continue such use. 


 
4. DISPUTES 


 
4.1 Management. If a dispute arises out of this Agreement, then the party raising such 


dispute will notify the other, and the parties will cause their respective management representatives 
to endeavor to settle such dispute within thirty (30) days following such notice. 


 
4.2 Limitation of Claims. Neither party may bring or assert any claim, action or 


proceeding relating to this Agreement more than one (1) year after such cause of action arose. 
 


5. FORCE MAJEURE 
 


ASSOCIATION will not be liable to BOCES for any delay or failure to perform any 
provision of this Agreement (other than failures to make payments required under Section 3 hereof) 
to the extent such delay or failure to perform is caused by an event beyond the reasonable control 
of such party, including, without limitation, an act of God; flood; riot; fire; explosion; judicial or 
governmental act; terrorism; military act; strike or lockout; third party act or omission; failure of 
utility or telecommunications facilities; virus, worm, trojan horse or other code, command, file or 
program designed to interrupt, destroy or limit the functionality of any software, hardware or 
equipment; Internet slow-down or failure; lightning or other weather condition or event. 


 
6. MISCELLANEOUS 


 
6.1 Severability. If any one or more of the provisions in this Agreement or any 


application of such provision is held to be invalid, illegal or unenforceable in any respect by a 
competent tribunal, the validity, legality and enforceability of the remaining provisions of this 
Agreement and all other applications of the remaining provisions will not in any way be affected 
or impaired by such invalidity, illegality or unenforceability. 


 
6.2 Contractors and Assignment. The ASSOCIATION may use one or more 


subcontractors to provide some or all of the Services under this Agreement. Neither party may 
assign all or part of this Agreement without the other’s prior written consent (not to be 
unreasonably withheld). This Agreement will be binding upon and will inure to the benefit of the 
parties, their successors and permitted assigns. 


 


6.3 Choice of Law.  This Agreement will be governed by the laws of the State of New 
York. 
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6.4 Notices. Any notice, authorization, consent or other communication required or 
permitted hereunder will be made in writing and will be sent to the addresses set forth in the 
signature blocks below (unless such address is changed through written notice to the other party). 


 
6.5 Independent Contractor. The parties acknowledge and agree that in the performance 


of their respective duties and obligations hereunder, they are solely independent contractors of 
each other, and neither party will represent that an employer/employee, partnership, joint venture, 
or agency relationship exists between them, nor will either party have the power nor will it 
represent that it has the power to bind the other party in any manner. 


 
6.6 Counterparts. This Agreement may be executed in multiple counterparts, each of 


which is deemed an original, but all of which together constitute one and the same instrument. 
 


6.7 Headings and Exhibits. The headings in this Agreement are for convenience of 
reference only and may not be referred to in the construction or interpretation of this Agreement. 
The content and terms of all Exhibits are by this reference incorporated into this Agreement. 


 
6.8 Interpretation. This Agreement will not be construed more strongly against any 


party, it being agreed that this Agreement was fully negotiated by both parties. 
 


6.9 Entire Agreement. This Agreement constitutes the entire agreement between the 
parties with respect to the subject matter hereof, and supersedes any prior statement or writing not 
a part of this Agreement, and neither party will be bound by any prior or contemporaneous 
representation, statement, promise, warranty, covenant, or agreement pertaining thereto unless set 
forth in this Agreement. If there is a conflict between the terms and conditions of this Agreement 
and those of any Exhibit, the terms and conditions of this Agreement control over those of the 
Exhibit. However, to the extent possible, the parties will construe the terms and conditions of this 
Agreement and the Exhibits as complementary to each other. 


 
6.10 Amendments and Waiver. No amendment of this Agreement and no consent 


pertaining hereto will be effective unless in writing signed by both parties. No waiver will be valid 
unless signed by the party granting such waiver. 


 
6.11 Complimentary LT Version. By this Agreement, the ASSOCIATION agrees to 


provide the BOCES one complimentary copy of BoardDocs LT for its internal use during the term 
of this Agreement. In the event that the BOCES desires to acquire the BoardDocs Pro version, the 
ASSOCIATION agrees to provide it for the difference in price between LT and Pro. 


 
6.12 Complimentary Pro Version. In the event that the BOCES secures and maintains 


thirty percent (30%) of their component districts as subscribers, the ASSOCIATION agrees to 
upgrade the BOCES complimentary BoardDocs LT version to a BoardDocs Pro version for its 
internal use during the term of this Agreement. 
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6.13 Pre-implementation Training. The BOCES  agrees to provide any and    all pre- 
implementation training on devices (i.e., tablets, laptops, etc.) to component school district users. 


 
IN WITNESS WHEREOF, the authorized representatives of the parties have signed this 


Agreement as of the Effective Date.   
 
 


Broome-Tioga Board of Cooperative 
Educational Services (BOCES) 


 New York State School Boards Association 
(NYSSBA) 


Authorized Signature  Authorized Signature 


 
 
  


 
 


   


 
Kristina M. Oliver, CPA 
Chief Financial Officer  


Printed Name and Title  Printed Name and Title 


 
Date:     


  
Date:     


Address:     
 
 
Phone:   
Fax:    


 Address: 24 Century Hill Drive, Suite 200 
Latham, NY 12110-2116 


 
Phone: 518.783.0200 
Fax: 518.783.0211 



lbesemer

Typewritten Text

John D. Harvey, Chief Operating Officer



lbesemer

Typewritten Text

435 Glenwood Road



lbesemer

Typewritten Text

Binghamton, NY 13905



psecor

Typewritten Text

June 25, 2021







 


EXHIBIT A 
 


Services and Application Description 
 
BoardDocs Pro is a service that provides governance organizations a quick and easy way to manage 
documents associated with Governance. The result is a document workflow and information solution that 
provides for the electronic collection, management and distribution of governance documents. BoardDocs 
Pro Service includes:  


• BoardDocs Board Management Solution for Unlimited Users 
• BoardDocs Policy Services Development and Publication Solution 
• BoardDocs Library with Support for Events, News, Board Goals and Board Member Pages 
• Integrated Board Goals Management and Tracking 
• Development, Publication and Tracking of Strategic Plan 
• Separate, Customizable Packets for the Board, Staff and Public 
• Private Document Annotations for Governing Body Members 
• Advanced Document Workflow with Support for Unlimited Number of Document Submitters 
• Customizable Approval Trees and Collaborative Annotations 
• Meeting Control Panel (MCP) to Display and Record all Board Actions During the Meeting 
• On-line or Manual Voting with Support for Virtually Any Type of Vote 
• Automated Minutes Generation and Release 
• “Follow Me” so Governing Body Members Will Never Get Lost 
• Automated Public ScoreBoard with Voting Results and Speaker Timers 
• Customizable email Notifications 
• 100% Web-based for access from Windows, Macintosh, Linux and iPad devices 
• Integrated Audio Player - Listen to Meetings Indexed by Agenda Item 
• Meeting Video Simplifies the Task of Managing and Associating Videos for Private or Public 


Meetings 
• Access to BoardDocs MetaSearch 
• Search Functionality for Consolidated Searches on Any Content 
• 7 x 24, Secure, Power-redundant Hosting with Daily Backups 
• Up to 20 Years of History with DVD Archiving of Data beyond 20 Years 
• User and Security Administration via BoardDocs Manager 
• XML Capabilities to Dynamically Drive BoardDocs Data Into Your Organization’s Website 
• Social Sharing via Twitter, Facebook and Email 
• No Extra Charge On-site Training 
• 7 x 24, Toll-free, US-based End-user Technical Support 
• No Extra Charge for Customization 
• Access to All Software Enhancements, Including Version Updates and Fixes for the Term of the 


Agreement 
BoardDocs Pro Plus has all of the BoardDocs Pro features listed above, and it supports multiple groups 
such as Boards, Administrative teams, Committees, etc., of the BoardDocs product.   
  







 


BoardDocs LT is a service for smaller organizations looking to implement a simple paperless meeting 
solution on a budget. BoardDocs LT has been designed for organizations that need a paperless meeting 
solution that provides the power of BoardDocs Pro, without all of the features larger organizations need. 
BoardDocs LT includes: 
 


• BoardDocs Board Management Solution for Unlimited Number of Users 
• User-customizable, Cloud-based Publishing Interface 
• BoardDocs Policy Services Development and Publication Solution, support for Web-based Policy 


Solutions 
• Newly Refreshed Hardware Infrastructure with Redundant High-speed Internet Access 
• Ability to Edit and Attach Minutes to a Meeting 
• Access to BoardDocs MetaSearch for Procurement on a National Basis, Policy Research and More 
• Attach Virtually Any Type of Document to Agenda Items 
• On-site Training and 7 x 24, Toll-free, US-based Technical Support 
• Meeting Video Simplifies the Task of Managing and Associating Videos for Private or Public 


Meetings 
• Integrated Audio Player - Listen to Meetings Indexed by Agenda Item  
• Search Functionality for Consolidated Searches on Any Content 
• Create and Save Draft Meetings 
• Create and Publish Administrative and Executive Level Content 
• Granular Ability to Withhold Sensitive Information from the Public 
• User and Security Administration via BoardDocs Manager 
• Social Sharing via Twitter, Facebook and Email 
• XML Capabilities to Dynamically Drive BoardDocs Data Into Your Organization’s Website 
• 100% Web-based for access from Windows, Macintosh, Linux and iPad 
• 7 x 24, Secure, Power-redundant Hosting with Daily Backups 
• Single Source, Secure Document Database Technology 
• Up to 20 Years of History with DVD Archiving of Data beyond 20 Years 
• Customized Printing of Agendas, Agenda Items and Meeting Packets 
• Access to All Software Enhancements, Including Version Updates and Fixes for the Term of the 


Agreement 
  
BoardDocs LT Plus has all of the BoardDocs LT features listed above, and it supports multiple groups 
such as Boards, Administrative teams, Committees, etc., of the BoardDocs product.   







 


EXHIBIT B 
 


FEE SCHEDULE* 
 
• Non-recurring implementation fee for each new  


ASSOCIATION Member or Non-Member District ...................................................................... $1,000 
 
• BoardDocs Pro ASSOCIATION Member District recurring  


annual fee per district .................................................................................................................... $9,000 
 
• BoardDocs Pro ASSOCIATION Non-Member District recurring  


annual fee per district .................................................................................................................. $12,000 
 
• BoardDocs Plus for Pro ASSOCIATION Member District recurring  


annual fee per district .................................................................................................................. $17,500 
 
• BoardDocs Plus for Pro ASSOCIATION Non-Member District recurring  


annual fee per district .................................................................................................................. $21,000 
 
• BoardDocs LT ASSOCIATION Member District recurring  


annual fee per district .................................................................................................................... $2,700 
 
• BoardDocs LT ASSOCIATION Non-Member District recurring  


annual fee per district .................................................................................................................... $3,300 
 
• BoardDocs Plus for LT ASSOCIATION Member District recurring  


annual fee per district .................................................................................................................... $5,900 
 
• BoardDocs Plus for LT ASSOCIATION Non-Member District recurring  


annual fee per district .................................................................................................................... $6,700 
 
 
*Prices in this fee schedule will remain constant throughout the term of this agreement unless the Association 
experiences a fee increase from Emerald Data Solutions, Inc., at which point the BOCES will be responsible 
for paying such fee increases. 







 


EXHIBIT C 
 


FEE SCHEDULE* 
 
• Non-recurring implementation fee for each new  


ASSOCIATION Member or Non-Member District ...................................................................... $1,000 
 
• BoardDocs Pro ASSOCIATION Member District recurring  


annual fee per district .................................................................................................................. $11,000 
 


• BoardDocs Pro ASSOCIATION Non-Member District recurring  
annual fee per district .................................................................................................................. $12,000 


 
• BoardDocs Plus for Pro ASSOCIATION Member District recurring  


annual fee per district .................................................................................................................. $19,500 
 


• BoardDocs Plus for Pro ASSOCIATION Non-Member District recurring  
annual fee per district .................................................................................................................. $21,000 


 
• BoardDocs LT ASSOCIATION Member District recurring  


annual fee per district .................................................................................................................... $3,000 
 
• BoardDocs LT ASSOCIATION Non-Member District recurring  


annual fee per district .................................................................................................................... $3,300 
 


• BoardDocs Plus for LT ASSOCIATION Member District recurring  
annual fee per district .................................................................................................................... $6,200 


 
• BoardDocs Plus for LT ASSOCIATION Non-Member District recurring  


annual fee per district .................................................................................................................... $6,700 
 


 
*Prices in this fee schedule will remain constant throughout the term of this agreement unless the Association 
experiences a fee increase from Emerald Data Solutions, Inc., at which point the BOCES will be responsible 
for paying such fee increases. 
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SERVICES AND DISTRIBUTION AGREEMENT 
 


THIS AGREEMENT (“Agreement”) is made as of July 1, 2021 (“Effective Date”), 
between New York State School Boards Association (“ASSOCIATION”), and Broome-Tioga 
Board of Cooperative Educational Services (“BOCES”) and supersedes any and all prior existing 
agreements between the parties. 


 
BACKGROUND 


 


Both the ASSOCIATION and BOCES provide resources and assistance to school districts 
in the State of New York. 


 
ASSOCIATION is the exclusive provider of a proprietary, web-based software application 


known as BoardDocs that was developed and is supported by Emerald Data Solutions, Inc. 
(“EMERALD”). The application allows school districts to enhance aspects of the governance 
process and communications between the administration, the public and the school board, all as 
described in Exhibit A (“Application”). 


 


Subject to the terms and conditions set forth herein, the ASSOCIATION and BOCES wish 
to enter into an agreement to provide such services to school districts served by the BOCES. School 
districts that are members of ASSOCIATION will receive services at the member rate. Districts 
that are not members of ASSOCIATION will be able to receive services at the then- current 
nonmember rate. 


 
Accordingly, for value received, the parties agree as follows: 


 
AGREEMENT 


 


1. SERVICES 
 


1.1 Initial Set-Up. On and subject to the terms and conditions in this Agreement, 
ASSOCIATION will use commercially reasonable efforts to make a version of the Application 
available to each of the BOCES members who subscribe to the service. Such Application will be 
co-branded with ASSOCIATION. ASSOCIATION may add names of the school districts, as 
appropriate for provision of the Services. The parties agree that additional set-up work may be 
required to provide the Services to individual BOCES member school districts. 


 
1.2 Marketing. Subject to the terms and conditions set forth in this Agreement, the 


ASSOCIATION is the primary marketing and representative of the Services and the Application 
to ASSOCIATION’s member and nonmember school districts in the State of New York. BOCES 
and the ASSOCIATION will cooperate in good faith to develop a marketing program for BOCES 
member and nonmember school districts. The BOCES agrees to host at least one training webinar 
annually to participating component districts. ASSOCIATION will use its best efforts to market 
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and promote the Application and the Services to school districts in the State of New York and 
specifically within the BOCES geographic area, using ASSOCIATION’s standard marketing and 
promotion channels and through whatever other means the ASSOCIATION reasonably deems 
appropriate, in accordance with all applicable laws, rules and regulations. ASSOCIATION will 
bear all costs of its marketing activities under this Section, including, without limitation, 
production and distribution of marketing materials, state trade shows as the ASSOCIATION 
deems appropriate and ads in ASSOCIATION publications. All demonstrations, access and use of 
the Services or Application for such marketing purposes will be performed by the ASSOCIATION. 


 
1.3 Provision of Services. On and subject to the terms and conditions of this 


Agreement, ASSOCIATION will provide the Services to those member and nonmember school 
districts that subscribe for the Services by executing an agreement with the BOCES. Subject to the 
terms and conditions of this Agreement, ASSOCIATION grants to BOCES a non-exclusive, non-
transferable license to use the Application during the term of this Agreement at no charge, with 
the exception of the standard set-up fee of $1,000 which will be duly billed to and paid by BOCES. 
ASSOCIATION and BOCES will jointly engage school districts interested in the Services and will 
pursue such lead and negotiate the BOCES Agreement with each such district as appropriate. Each 
member and nonmember of BOCES component districts that subscribes to BoardDocs will be 
required to execute a BoardDocs end-user agreement (“EUA”) prior to the provision of services. 


 
1.4 Coordinator. BOCES will appoint and maintain an authorized representative that has 


the authority to make binding decisions on behalf of BOCES under this Agreement (the “Project 
Coordinator”).  BOCES may replace its Project Coordinator upon notice to the ASSOCIATION. 


 
2. COMPENSATION AND PAYMENTS 


 
2.1 Invoicing and Payments.  BOCES will be responsible for all billings and collections with 


respect to the Services provided to school districts, and will use commercially reasonable efforts to accurately 
and timely bill and collect the amounts owed by the school districts.  BOCES will invoice each of the school 
districts for the Services annually.  BOCES will retain all amounts collected from the school districts for the 
Services, except that as compensation for the Services, BOCES will pay to ASSOCIATION: 


 
A. the fees forth in Exhibit B for any and all pre-existing member and nonmember school 


districts that have contracted with BOCES prior to July 1, 2021 until such time as the ASSOCIATION is 
advised by EMERALD of price increases which affect such pre-existing member and nonmember school 
districts; and  


 
 


B.  the fees set forth in Exhibit C for any and all brand new member and nonmember 
school districts executing agreements with BOCES after June 30, 2021. 


 
If BOCES is paid less by the school districts than what is due for the Services for the applicable billing 


period, then BOCES will pay to ASSOCIATION, in accordance with the timetable in the foregoing paragraph, 
a pro rata portion of the fee based on how much the BOCES did receive from the school districts for the 
applicable billing period, and will pay additional amounts as further payments on such overdue amounts are 
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paid by the school districts. In the event that full payment is not rendered, the BOCES will owe no additional 
amount to ASSOCIATION but the BOCES agrees that any component district that fails to forward the 
necessary payments to the BOCES will lose its status as a consumer of the BoardDocs Platform.   Following 
the Term, ASSOCIATION agrees to provide advance notice of any price increases that may be necessary for 
ASSOCIATION to maintain the quality of the Services or account for any upgrades in technology or systems 
necessary to maintain the competitiveness of the Services. 
 


3. TERM AND TERMINATION 
 


3.1 Term. Unless otherwise terminated by the parties in accordance with this Section, 
the Term of this Agreement will commence as of July 1, 2021 and continue until June 30, 2022 
(the “Term”). At the end of the Term, the BOCES will have the opportunity to cancel contract with 
no penalty, upon written notification to ASSOCIATION. 


 
This Agreement can be extended but any extension to the term of this Agreement must be 


in the form of a written amendment to the Agreement and signed by both Parties at least thirty (30) 
days prior to the expiration of the agreement. 


 
3.2 Termination. Notwithstanding anything to the contrary in this Agreement, either 


party, by written notice to the other party, may terminate this Agreement if the other party 
materially breaches this Agreement, or if website accessibility issues preclude BOCES’ use of the 
Application, if breach or website accessibility issues are not cured within thirty (30) days of 
receiving written notice of such breach. 


 
3.3 Survival. Notwithstanding anything to the contrary herein, Sections 2, 3, 4, and 5 


(except for the licenses granted therein) will survive expiration or termination of this Agreement. 
 


3.4 Upon Termination. Upon termination of this Agreement, BOCES will pay 
ASSOCIATION all unpaid amounts then due to ASSOCIATION and will notify each school 
district to pay all remaining payments by such school district with respect to the Services to 
ASSOCIATION. BOCES will no longer be entitled to any payments for the Services, and will 
remit to ASSOCIATION all payments received by it following termination. BOCES will cease all 
marketing activities and other activities relating to the Services or the Application after the 
termination. ASSOCIATION will offer all then-subscribed school districts the use of the then- 
current version of the Application, on and subject to the ASSOCIATION’s then-current terms, 
conditions and pricing. Upon ASSOCIATION’s request, BOCES will reasonably assist 
ASSOCIATION in presenting such school districts with such offer (including, without limitation, 
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providing information and participating in communications) and in securing the continued use of 
the Services by the school districts that wish to continue such use. 


 
4. DISPUTES 


 
4.1 Management. If a dispute arises out of this Agreement, then the party raising such 


dispute will notify the other, and the parties will cause their respective management representatives 
to endeavor to settle such dispute within thirty (30) days following such notice. 


 
4.2 Limitation of Claims. Neither party may bring or assert any claim, action or 


proceeding relating to this Agreement more than one (1) year after such cause of action arose. 
 


5. FORCE MAJEURE 
 


ASSOCIATION will not be liable to BOCES for any delay or failure to perform any 
provision of this Agreement (other than failures to make payments required under Section 3 hereof) 
to the extent such delay or failure to perform is caused by an event beyond the reasonable control 
of such party, including, without limitation, an act of God; flood; riot; fire; explosion; judicial or 
governmental act; terrorism; military act; strike or lockout; third party act or omission; failure of 
utility or telecommunications facilities; virus, worm, trojan horse or other code, command, file or 
program designed to interrupt, destroy or limit the functionality of any software, hardware or 
equipment; Internet slow-down or failure; lightning or other weather condition or event. 


 
6. MISCELLANEOUS 


 
6.1 Severability. If any one or more of the provisions in this Agreement or any 


application of such provision is held to be invalid, illegal or unenforceable in any respect by a 
competent tribunal, the validity, legality and enforceability of the remaining provisions of this 
Agreement and all other applications of the remaining provisions will not in any way be affected 
or impaired by such invalidity, illegality or unenforceability. 


 
6.2 Contractors and Assignment. The ASSOCIATION may use one or more 


subcontractors to provide some or all of the Services under this Agreement. Neither party may 
assign all or part of this Agreement without the other’s prior written consent (not to be 
unreasonably withheld). This Agreement will be binding upon and will inure to the benefit of the 
parties, their successors and permitted assigns. 


 


6.3 Choice of Law.  This Agreement will be governed by the laws of the State of New 
York. 







Page 5  


6.4 Notices. Any notice, authorization, consent or other communication required or 
permitted hereunder will be made in writing and will be sent to the addresses set forth in the 
signature blocks below (unless such address is changed through written notice to the other party). 


 
6.5 Independent Contractor. The parties acknowledge and agree that in the performance 


of their respective duties and obligations hereunder, they are solely independent contractors of 
each other, and neither party will represent that an employer/employee, partnership, joint venture, 
or agency relationship exists between them, nor will either party have the power nor will it 
represent that it has the power to bind the other party in any manner. 


 
6.6 Counterparts. This Agreement may be executed in multiple counterparts, each of 


which is deemed an original, but all of which together constitute one and the same instrument. 
 


6.7 Headings and Exhibits. The headings in this Agreement are for convenience of 
reference only and may not be referred to in the construction or interpretation of this Agreement. 
The content and terms of all Exhibits are by this reference incorporated into this Agreement. 


 
6.8 Interpretation. This Agreement will not be construed more strongly against any 


party, it being agreed that this Agreement was fully negotiated by both parties. 
 


6.9 Entire Agreement. This Agreement constitutes the entire agreement between the 
parties with respect to the subject matter hereof, and supersedes any prior statement or writing not 
a part of this Agreement, and neither party will be bound by any prior or contemporaneous 
representation, statement, promise, warranty, covenant, or agreement pertaining thereto unless set 
forth in this Agreement. If there is a conflict between the terms and conditions of this Agreement 
and those of any Exhibit, the terms and conditions of this Agreement control over those of the 
Exhibit. However, to the extent possible, the parties will construe the terms and conditions of this 
Agreement and the Exhibits as complementary to each other. 


 
6.10 Amendments and Waiver. No amendment of this Agreement and no consent 


pertaining hereto will be effective unless in writing signed by both parties. No waiver will be valid 
unless signed by the party granting such waiver. 


 
6.11 Complimentary LT Version. By this Agreement, the ASSOCIATION agrees to 


provide the BOCES one complimentary copy of BoardDocs LT for its internal use during the term 
of this Agreement. In the event that the BOCES desires to acquire the BoardDocs Pro version, the 
ASSOCIATION agrees to provide it for the difference in price between LT and Pro. 


 
6.12 Complimentary Pro Version. In the event that the BOCES secures and maintains 


thirty percent (30%) of their component districts as subscribers, the ASSOCIATION agrees to 
upgrade the BOCES complimentary BoardDocs LT version to a BoardDocs Pro version for its 
internal use during the term of this Agreement. 
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6.13 Pre-implementation Training. The BOCES  agrees to provide any and    all pre- 
implementation training on devices (i.e., tablets, laptops, etc.) to component school district users. 


 
IN WITNESS WHEREOF, the authorized representatives of the parties have signed this 


Agreement as of the Effective Date.   
 
 


Broome-Tioga Board of Cooperative 
Educational Services (BOCES) 


 New York State School Boards Association 
(NYSSBA) 


Authorized Signature  Authorized Signature 


 
 
  


 
 


   


 
Kristina M. Oliver, CPA 
Chief Financial Officer  


Printed Name and Title  Printed Name and Title 


 
Date:     


  
Date:     


Address:     
 
 
Phone:   
Fax:    


 Address: 24 Century Hill Drive, Suite 200 
Latham, NY 12110-2116 


 
Phone: 518.783.0200 
Fax: 518.783.0211 



lbesemer

Typewritten Text

John D. Harvey, Chief Operating Officer



lbesemer

Typewritten Text

435 Glenwood Road



lbesemer

Typewritten Text

Binghamton, NY 13905



psecor

Typewritten Text

June 25, 2021







 


EXHIBIT A 
 


Services and Application Description 
 
BoardDocs Pro is a service that provides governance organizations a quick and easy way to manage 
documents associated with Governance. The result is a document workflow and information solution that 
provides for the electronic collection, management and distribution of governance documents. BoardDocs 
Pro Service includes:  


• BoardDocs Board Management Solution for Unlimited Users 
• BoardDocs Policy Services Development and Publication Solution 
• BoardDocs Library with Support for Events, News, Board Goals and Board Member Pages 
• Integrated Board Goals Management and Tracking 
• Development, Publication and Tracking of Strategic Plan 
• Separate, Customizable Packets for the Board, Staff and Public 
• Private Document Annotations for Governing Body Members 
• Advanced Document Workflow with Support for Unlimited Number of Document Submitters 
• Customizable Approval Trees and Collaborative Annotations 
• Meeting Control Panel (MCP) to Display and Record all Board Actions During the Meeting 
• On-line or Manual Voting with Support for Virtually Any Type of Vote 
• Automated Minutes Generation and Release 
• “Follow Me” so Governing Body Members Will Never Get Lost 
• Automated Public ScoreBoard with Voting Results and Speaker Timers 
• Customizable email Notifications 
• 100% Web-based for access from Windows, Macintosh, Linux and iPad devices 
• Integrated Audio Player - Listen to Meetings Indexed by Agenda Item 
• Meeting Video Simplifies the Task of Managing and Associating Videos for Private or Public 


Meetings 
• Access to BoardDocs MetaSearch 
• Search Functionality for Consolidated Searches on Any Content 
• 7 x 24, Secure, Power-redundant Hosting with Daily Backups 
• Up to 20 Years of History with DVD Archiving of Data beyond 20 Years 
• User and Security Administration via BoardDocs Manager 
• XML Capabilities to Dynamically Drive BoardDocs Data Into Your Organization’s Website 
• Social Sharing via Twitter, Facebook and Email 
• No Extra Charge On-site Training 
• 7 x 24, Toll-free, US-based End-user Technical Support 
• No Extra Charge for Customization 
• Access to All Software Enhancements, Including Version Updates and Fixes for the Term of the 


Agreement 
BoardDocs Pro Plus has all of the BoardDocs Pro features listed above, and it supports multiple groups 
such as Boards, Administrative teams, Committees, etc., of the BoardDocs product.   
  







 


BoardDocs LT is a service for smaller organizations looking to implement a simple paperless meeting 
solution on a budget. BoardDocs LT has been designed for organizations that need a paperless meeting 
solution that provides the power of BoardDocs Pro, without all of the features larger organizations need. 
BoardDocs LT includes: 
 


• BoardDocs Board Management Solution for Unlimited Number of Users 
• User-customizable, Cloud-based Publishing Interface 
• BoardDocs Policy Services Development and Publication Solution, support for Web-based Policy 


Solutions 
• Newly Refreshed Hardware Infrastructure with Redundant High-speed Internet Access 
• Ability to Edit and Attach Minutes to a Meeting 
• Access to BoardDocs MetaSearch for Procurement on a National Basis, Policy Research and More 
• Attach Virtually Any Type of Document to Agenda Items 
• On-site Training and 7 x 24, Toll-free, US-based Technical Support 
• Meeting Video Simplifies the Task of Managing and Associating Videos for Private or Public 


Meetings 
• Integrated Audio Player - Listen to Meetings Indexed by Agenda Item  
• Search Functionality for Consolidated Searches on Any Content 
• Create and Save Draft Meetings 
• Create and Publish Administrative and Executive Level Content 
• Granular Ability to Withhold Sensitive Information from the Public 
• User and Security Administration via BoardDocs Manager 
• Social Sharing via Twitter, Facebook and Email 
• XML Capabilities to Dynamically Drive BoardDocs Data Into Your Organization’s Website 
• 100% Web-based for access from Windows, Macintosh, Linux and iPad 
• 7 x 24, Secure, Power-redundant Hosting with Daily Backups 
• Single Source, Secure Document Database Technology 
• Up to 20 Years of History with DVD Archiving of Data beyond 20 Years 
• Customized Printing of Agendas, Agenda Items and Meeting Packets 
• Access to All Software Enhancements, Including Version Updates and Fixes for the Term of the 


Agreement 
  
BoardDocs LT Plus has all of the BoardDocs LT features listed above, and it supports multiple groups 
such as Boards, Administrative teams, Committees, etc., of the BoardDocs product.   







 


EXHIBIT B 
 


FEE SCHEDULE* 
 
• Non-recurring implementation fee for each new  


ASSOCIATION Member or Non-Member District ...................................................................... $1,000 
 
• BoardDocs Pro ASSOCIATION Member District recurring  


annual fee per district .................................................................................................................... $9,000 
 
• BoardDocs Pro ASSOCIATION Non-Member District recurring  


annual fee per district .................................................................................................................. $12,000 
 
• BoardDocs Plus for Pro ASSOCIATION Member District recurring  


annual fee per district .................................................................................................................. $17,500 
 
• BoardDocs Plus for Pro ASSOCIATION Non-Member District recurring  


annual fee per district .................................................................................................................. $21,000 
 
• BoardDocs LT ASSOCIATION Member District recurring  


annual fee per district .................................................................................................................... $2,700 
 
• BoardDocs LT ASSOCIATION Non-Member District recurring  


annual fee per district .................................................................................................................... $3,300 
 
• BoardDocs Plus for LT ASSOCIATION Member District recurring  


annual fee per district .................................................................................................................... $5,900 
 
• BoardDocs Plus for LT ASSOCIATION Non-Member District recurring  


annual fee per district .................................................................................................................... $6,700 
 
 
*Prices in this fee schedule will remain constant throughout the term of this agreement unless the Association 
experiences a fee increase from Emerald Data Solutions, Inc., at which point the BOCES will be responsible 
for paying such fee increases. 







 


EXHIBIT C 
 


FEE SCHEDULE* 
 
• Non-recurring implementation fee for each new  


ASSOCIATION Member or Non-Member District ...................................................................... $1,000 
 
• BoardDocs Pro ASSOCIATION Member District recurring  


annual fee per district .................................................................................................................. $11,000 
 


• BoardDocs Pro ASSOCIATION Non-Member District recurring  
annual fee per district .................................................................................................................. $12,000 


 
• BoardDocs Plus for Pro ASSOCIATION Member District recurring  


annual fee per district .................................................................................................................. $19,500 
 


• BoardDocs Plus for Pro ASSOCIATION Non-Member District recurring  
annual fee per district .................................................................................................................. $21,000 


 
• BoardDocs LT ASSOCIATION Member District recurring  


annual fee per district .................................................................................................................... $3,000 
 
• BoardDocs LT ASSOCIATION Non-Member District recurring  


annual fee per district .................................................................................................................... $3,300 
 


• BoardDocs Plus for LT ASSOCIATION Member District recurring  
annual fee per district .................................................................................................................... $6,200 


 
• BoardDocs Plus for LT ASSOCIATION Non-Member District recurring  


annual fee per district .................................................................................................................... $6,700 
 


 
*Prices in this fee schedule will remain constant throughout the term of this agreement unless the Association 
experiences a fee increase from Emerald Data Solutions, Inc., at which point the BOCES will be responsible 
for paying such fee increases. 
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Amendment to Master License and Service Agreement 


This Extension No. 1 (this “Amendment”) to the Master License and Service Agreement dated as 


of October 19, 2020 (the “Agreement”), by and between Clever Inc., a Delaware corporation (“Vendor”), 


having its principal offices at 585 Market Street, Suite 1850, San Francisco, CA 94105; and the Board of 


Cooperative Educational Services for the First Supervisory District, Erie County (“Customer”), having its 


principal offices at 355 Harlem Road, West Seneca, NY 14224. This Amendment is effective as of the date 


last signed below (the “Amendment Effective Date”). Unless otherwise stated in this Amendment, all terms 


not otherwise defined herein shall have the meanings ascribed to them in the Agreement. 


WHEREAS the Parties hereto desire to extend the term of the Agreement for a renewal term on the terms 


and subject to the conditions set forth herein. 


NOW, THEREFORE, in consideration of the mutual covenants, terms and conditions set forth 


herein, and for other good and valuable consideration, the receipt and sufficiency of which are hereby 


acknowledged, the Parties agree as follows: 


1. Renewal of Agreement Term.  


1.1 The Initial Term shall be extended for a three-year Renewal Term, commencing on July 1, 


2023 and continuing until 11:59pm June 30, 2026. The Term may be extended for two remaining successive 


renewal terms of three (3) years by mutual execution by the Parties of either a written Amendment to the 


Agreement or a new Agreement. 


2. Miscellaneous. 


2.1 Except as expressly provided in this Amendment, all of the terms and provisions of the 


Agreement are and will remain in full force and effect and are hereby ratified and confirmed by the Parties. 


On and after the Amendment Effective Date, each reference in the Agreement or any Order Form to “this 


Agreement,” “the Agreement,” “hereunder,” “hereof,” “herein,” or words of like import will mean and be 


a reference to the existing Agreement as amended by this Amendment. 


2.2 This Amendment shall inure to the benefit of and be binding upon each of the Parties and 


each of their respective permitted successors and permitted assigns. 


2.3 The headings in this Amendment are for reference only and do not affect the interpretation 


of this Amendment. 


2.4 This Amendment may be executed in counterparts, each of which is deemed an original, 


but all of which constitute one and the same agreement.  


[SIGNATURE PAGE FOLLOWS] 
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IN WITNESS WHEREOF, the Parties have caused this Amendment to be executed by their duly authorized 


representatives as of the dates set forth below.  


 


CLEVER INC. ERIE 1 BOCES  


By:_____________________ 


Name: __________________ 


Title: ___________________ 


Date: __________________ 


By:_____________________ 


Name: __________________ 


Title: ___________________ 


Date: ___________________ 
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Amendment to Master License and Service Agreement 


This Extension No. 1 (this “Amendment”) to the Master License and Service Agreement dated as 


of October 19, 2020 (the “Agreement”), by and between Clever Inc., a Delaware corporation (“Vendor”), 


having its principal offices at 585 Market Street, Suite 1850, San Francisco, CA 94105; and the Board of 


Cooperative Educational Services for the First Supervisory District, Erie County (“Customer”), having its 


principal offices at 355 Harlem Road, West Seneca, NY 14224. This Amendment is effective as of the date 


last signed below (the “Amendment Effective Date”). Unless otherwise stated in this Amendment, all terms 


not otherwise defined herein shall have the meanings ascribed to them in the Agreement. 


WHEREAS the Parties hereto desire to extend the term of the Agreement for a renewal term on the terms 


and subject to the conditions set forth herein. 


NOW, THEREFORE, in consideration of the mutual covenants, terms and conditions set forth 


herein, and for other good and valuable consideration, the receipt and sufficiency of which are hereby 


acknowledged, the Parties agree as follows: 


1. Renewal of Agreement Term.  


1.1 The Initial Term shall be extended for a three-year Renewal Term, commencing on July 1, 


2023 and continuing until 11:59pm June 30, 2026. The Term may be extended for two remaining successive 


renewal terms of three (3) years by mutual execution by the Parties of either a written Amendment to the 


Agreement or a new Agreement. 


2. Miscellaneous. 


2.1 Except as expressly provided in this Amendment, all of the terms and provisions of the 


Agreement are and will remain in full force and effect and are hereby ratified and confirmed by the Parties. 


On and after the Amendment Effective Date, each reference in the Agreement or any Order Form to “this 


Agreement,” “the Agreement,” “hereunder,” “hereof,” “herein,” or words of like import will mean and be 


a reference to the existing Agreement as amended by this Amendment. 


2.2 This Amendment shall inure to the benefit of and be binding upon each of the Parties and 


each of their respective permitted successors and permitted assigns. 


2.3 The headings in this Amendment are for reference only and do not affect the interpretation 


of this Amendment. 


2.4 This Amendment may be executed in counterparts, each of which is deemed an original, 


but all of which constitute one and the same agreement.  


[SIGNATURE PAGE FOLLOWS] 
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IN WITNESS WHEREOF, the Parties have caused this Amendment to be executed by their duly authorized 


representatives as of the dates set forth below.  


 


CLEVER INC. ERIE 1 BOCES  


By:_____________________ 


Name: __________________ 


Title: ___________________ 


Date: __________________ 


By:_____________________ 


Name: __________________ 


Title: ___________________ 


Date: ___________________ 
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EXHIBIT A 
DATA PRIVACY AND SECURITY TERMS AND CONDITIONS 


                   for the Master Agreement between 
 City School District of The City of Niagara Falls(“District”) and CopierFax Business Technologies 


(“Vendor”) 
(collectively the “Parties”) 


 
WHEREAS, the District and Vendor are parties to a contract or other written 


Agreement for purposes of providing certain products or services to the District (“Master 
Agreement”); and 
 


WHEREAS, Education Law §2-d and Part 121 of the Regulations of the 
Commissioner of Education (collectively referred to as “Section 2-d”) require the Parties 
to have certain terms and conditions governing the privacy and security of certain data 
the Vendor will receive pursuant to the Master Agreement; and 
 


WHEREAS, the Parties are desirous to set forth such terms and conditions in 
this Exhibit to the Master Agreement; 
 


NOW THEREFORE, in consideration of the mutual promises set forth in the 
Master Agreement, the Parties agree to the following terms and conditions. 
 
A. DEFINITIONS 


 
1.  "Student Data" means personally identifiable information from the student 
records of the District that Vendor receives pursuant to the Master Agreement. 
 
2.  “Teacher or Principal Data” means personally identifiable information from 
the records of the District relating to the annual professional performance reviews of 
classroom teachers or principals that is confidential and not subject to release under 
Education Law §§ 3012-c and 3012-d that Vendor receives pursuant to the Master 
Agreement. 
 
3.  “Protected Data” means Student Data and/or Teacher or Principal Data, 
as defined above. 
 
B. PURPOSE 
 
1.  Pursuant to the Master Agreement, the Vendor will receive Protected Data 
from the District for purposes of providing certain products or services to the District. 
 
2.  To the extent that any terms contained in the Master Agreement, or any 
terms contained in any other Exhibit(s) attached to and made a part of the Master 
Agreement, conflict with these Terms and Conditions , these Terms and Conditions will 
apply and be given effect. In addition, in the event that Vendor has online or written 
Privacy Policies or Terms of Service (collectively, “TOS”) that would otherwise be 
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applicable to its customers or users of the products or services that are the subject of 
the Master Agreement between the District and Vendor, these Terms and Conditions 
shall supersede any conflicting terms of the TOS. 
 
C. DATA SHARING AND CONFIDENTIALITY 


 
1.  Vendor Acknowledgments 


i. Vendor acknowledges that the Protected Data it receives pursuant 
to the Master Agreement originates from the District and that this Protected Data 
belongs to and is owned by the District. 
 


ii. Vendor will maintain the confidentiality of the Protected Data it 
receives in accordance with federal and state law (including but not limited to 
Section 2-d) and will comply with the District’s policy on data privacy and 
security. The District will provide Vendor with a copy of its policy on data privacy 
and security upon request. 
 
2.  Vendor’s Data Privacy and Security Plan 


i. Vendor will implement all state, federal, and local data privacy and 
security requirements and such requirements contained within the Master 
Agreement and these Terms and Conditions including but not limited to the 
requirements set forth in the Parents’ Bill of Rights and the Supplemental 
Information set forth below, consistent with the District’s data privacy and security 
policy. 
 


ii. Vendor will have specific administrative, operational and technical 
safeguards and practices in place to protect Protected Data that it receives from 
the District under the Master Agreement. 
 


iii. Vendor has provided or will provide training on the federal and state 
laws governing confidentiality of Protected Data for any of its officers or 
employees or assignees, if applicable, who will have access to Protected Data, 
prior to receiving access. 
 


iv. If Vendor uses any subcontractor(s), Vendor will require such 
subcontractor(s) or other authorized persons or entities to whom it may disclose 
Protected Data to execute written agreements acknowledging that the data 
protection obligations imposed on Vendor by state and federal law, the Master 
Agreement, and these Terms and Conditions shall apply to the subcontractor. 
 


v. Vendor will follow certain procedures for the return, transition, 
deletion, and/or destruction of Protected Data upon termination, expiration or 
assignment (to the extent authorized) of the Master Agreement as set forth in 
detail in the Supplemental Information below. 
  


vi. Vendor will manage data privacy and security incidents that 
implicate Protected Data and will develop and implement plans to identify 
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breaches or unauthorized disclosures. Vendor will provide prompt notification to 
the District of any breaches or unauthorized disclosures of Protected Data in 
accordance with the provisions of Section 3 herein. 
 
3.  Notification of Breach or Unauthorized Release 
With respect to any breach or unauthorized release of Protected Data, including 
any breach or unauthorized release of Protected Data by Vendor’s assignees or 
subcontractors, Vendor acknowledges and agrees to the following: 
 
i.  Vendor will promptly notify the District of any breach or 
unauthorized release of Protected Data, in the most expedient way possible and 
without unreasonable delay, but no more than seven (7) calendar days after 
Vendor has discovered or been informed of the breach or unauthorized release. 
 
ii.  Vendor will provide such notification to the District by contacting the 
Data Protection Officer directly by email at RGranieri@nfschools.net or by calling 
716-286-4292. 
 
iii.  Vendor will cooperate with the District and provide as much 
information as possible directly to the Data Protection Officer or his/her designee 
about the incident, including but not limited to: a list of users impacted, a 
description of the incident, the date of the incident, the date Vendor discovered or 
was informed of the incident, a description of the types of Protected Data 
involved, an estimate of the number of records affected, the schools within the 
District affected, what the Vendor has done or plans to do to investigate the 
incident, stop the breach and mitigate any further unauthorized access or release 
of Protected Data, and contact information for Vendor representatives who can 
assist affected individuals that may have additional questions. 
 
iv.  Vendor acknowledges that upon initial notification from Vendor, the 
District has an obligation under Section 2-d to in turn notify the Chief Privacy 
Officer in the New York State Education Department (“CPO”). Vendor agrees not 
to provide such notification to the CPO directly unless requested by the District or 
otherwise required by law. In the event the CPO contacts Vendor directly or 
requests more information from Vendor regarding the incident after having been 
initially informed of the incident by the District, Vendor will promptly inform the 
Data Protection Officer or his/her designee. 
 
v.  Vendor will cooperate with the District and law enforcement to 
protect the integrity of investigations into the breach or unauthorized release of 
Protected Data. 
 
vi.  Vendor will pay for or promptly reimburse the District for the full 
cost of notification, in the event the District is required under Section 2-d to notify 
affected parents, students, teachers or principals of a breach or unauthorized 
release of Protected Data attributed to Vendor, its subcontractors or assignees. 
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4.  Additional Statutory and Regulatory Obligations 
Vendor acknowledges additional obligations under Section 2-d and that any 
failure to fulfill one or more of these statutory or regulatory obligations will be deemed a 
breach of the Master Agreement and these Terms and Conditions. Vendor 
acknowledges and agrees to the following: 
 


i. To limit internal access to Protected Data to only those employees 
or subcontractors that need access to the Protected Data in order to assist 
Vendor in fulfilling one or more of its obligations to the District under the Master 
Agreement. 
 


ii.  To not use Protected Data for any purposes not explicitly 
authorized in the Master Agreement or these Terms and Conditions. 
 


iii. To not disclose any Protected Data to any other party, except for 
authorized employees, subcontractors, or assignees of Vendor using the 
information to carry out Vendor’s obligations to the District and in compliance 
with state and federal law, regulations and the terms of the Master Agreement, 
unless: 
 


a. the parent or eligible student provided prior written consent; 
or 


b. the disclosure is required by statute or court order and notice 
of the disclosure is provided to the District no later than the time of 
disclosure, unless such notice is expressly prohibited by the statute or 
court order. 
 


iv. To maintain reasonable administrative, technical, and physical 
safeguards to protect the security, confidentiality, and integrity of Protected Data 
in its custody. 
 


v. To use encryption to protect Protected Data in its custody while in 
motion and at rest, using a technology or methodology specified or permitted by 
the Secretary of the U.S. Department of Health and Human Services in guidance 
issued under Section 13402(H)(2) of Public Law 111-5. 
 
       vi.         To adopt technologies, safeguards and practices that align with the 
U.S. Department of Commerce National Institute for Standards and Technology 
Framework for Improving Critical Infrastructure Cybersecurity, “NIST 
Cybersecurity Framework” (Version 1.1). 


vii. To not sell Protected Data nor use or disclose it for any marketing 
or commercial purpose or facilitate its use or disclosure by any other party for 
any marketing or commercial purpose or permit another party to do so. 
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D.   PARENTS’ BILL OF RIGHTS AND SUPPLEMENTAL INFORMATION 
1.  Parents’ Bill of Rights 
 
Vendor acknowledges and agrees that the District’s Parents’ Bill of Rights as set 
forth herein and as posted on the District’s website is incorporated into these Terms and 
Conditions. 
 
PARENTS' BILL OF RIGHTS FOR DATA PRIVACY AND SECURITY 
 
City School District of The City of Niagara Falls is committed to protecting the 
privacy and security of student data and teacher and principal data. In accordance 
with New York Education Law Section 2-d and its implementing regulations, the 
District informs the school community of the following: 
 
1) A student's personally identifiable information cannot be sold or released 
for any commercial purposes. 
 
2) Parents have the right to inspect and review the complete contents of 
their child's education record. 
 
3) State and federal laws protect the confidentiality of personally identifiable 
information, and safeguards associated with industry standards and best 
practices, including but not limited to encryption, firewalls, and password 
protection, must be in place when data is stored or transferred. 
 
4) A complete list of all student data elements collected by New York State is 
available for public review at the following website 
http://www.nysed.gov/data-privacy-security/student-data-inventory or by 
writing to the Office of Information and Reporting Services, New York 
State Education Department, Room 865 EBA, 89 Washington Avenue, 
Albany, New York 12234. 
 
5) Parents have the right to have complaints about possible breaches of 
student data addressed. Complaints should be directed in writing to 
Privacy Complaint, Chief Privacy Officer, New York State Education 
Department, 89 Washington Avenue, Albany, New York 12234. 
Complaints may also be submitted using the form available at the 
following website 
http://www.nysed.gov/data-privacy-security/report-improper-disclosure 
 
 
 
 
 
 
 
 



http://www.nysed.gov/data-privacy-security/student-data-inventory

http://www.nysed.gov/data-privacy-security/report-improper-disclosure
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APPENDIX 


 
Supplemental Information Regarding Third-Party Contractors 


 
In the course of complying with its obligations under the law and providing 


educational services to District residents, the City School District of the City of Niagara Falls 
has entered into agreements with certain third-party contractors. Pursuant to these 
agreements, third-party contractors may have access to "student data" and/or 
"teacher or principal data," as those terms are defined by law and regulation. 
 


For each contract or other written agreement that the District enters into 
with a third-party contractor where the third-party contractor receives student data 
or teacher or principal data from the District, the following supplemental 
information will be included with this Bill of Rights: 
 


1)  The exclusive purposes for which the student data or teacher or principal 
data will be used by the third-party contractor, as defined in the contract; 
 


2)  How the third-party contractor will ensure that the subcontractors, or 
other authorized persons or entities to whom the third-party contractor 
will disclose the student data or teacher or principal data, if any, will abide 
by all applicable data protection and security requirements, including but 
not limited to those outlined in applicable laws and regulations (e.g., 
FERPA; Education Law Section 2-d); 
 


3) The duration of the contract, including the contract’s expiration date, and 
a description of what will happen to the student data or teacher or 
principal data upon expiration of the contract or other written agreement 
(e.g., whether, when, and in what format it will be returned to the 
District, and/or whether, when, and how the data will be destroyed); 
 


4) If and how a parent, student, eligible student, teacher, or principal may 
challenge the accuracy of the student data or teacher or principal data 
that is collected; 
 


5) Where the student data or teacher or principal data will be stored, 
described in a manner as to protect data security, and the security 
protections taken to ensure the data will be protected and data privacy 
and security risks mitigated; and 
 


6) Address how the data will be protected using encryption while in motion 
and at rest. 
 
2.  Supplemental Information 


i. The exclusive purpose for which Protected Data will be used is site 
licenses to CopierFax Business Technologies . Vendor will not use the Protected Data for any other 
purposes not explicitly authorized herein orwithin the Master Agreement. 
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ii. In the event that Vendor engages subcontractors or other 


authorized persons or entities (“Subcontractors”) to perform one or more of its 
obligations under the Master Agreement (including hosting of the Protected 
Data), Vendor will require Subcontractors to execute legally binding agreements 
acknowledging and agreeing to comply with all applicable data protection, 
privacy and security requirements required of Vendor under the Master 
Agreement, these Terms and Conditions, and applicable state and federal law 
and regulations. 
 


iii. The Master Agreement commences on July 1, 2020 and expires on 
June 30, 2021. Upon expiration of the Master Agreement without renewal, or 
upon termination of the Master Agreement prior to its expiration, Vendor will 
(select all that apply): 


☐ Securely delete or otherwise destroy all Protected Data 
remaining in the possession of Vendor or any of its Subcontractors. 
☐ Assist the District in exporting and returning all Protected Data 
previously received to the District in such formats as may be 
requested by the District. 
☐ Contact the District requesting instruction for the deletion or 
return of all Protected Data. 


 
In the event the Master Agreement is assigned to a successor Vendor (to 
the extent authorized by the Master Agreement), the Vendor will cooperate with 
the District as necessary to transition Protected Data to the successor Vendor 
prior to deletion. 
 


Neither Vendor nor any Subcontractors will retain any Protected Data, 
copies, summaries or extracts of the Protected Data, or any de-identified 
Protected Data, on any storage medium whatsoever. Upon request, Vendor 
and/or Subcontractors will provide the District with a certification from an 
appropriate officer that these requirements have been satisfied in full. 
 


iv. Parents or eligible students can challenge the accuracy of any 
Protected Data in accordance with the District’s procedures for requesting 
amendment of education records under the Family Educational Rights and 
Privacy Act (FERPA). Teachers or principals may request to challenge the 
accuracy of APPR data provided to Vendor by following the appeal process in 
the District’s applicable APPR Plan. 
 


v.  Any Protected Data will be stored on systems maintained by 
Vendor, or Subcontractor(s) under the direct control of Vendor, in a secure data 
center facility. The measures that Vendor (and, if applicable, Subcontractor(s)) 
will take to protect Protected Data include adoption of technologies, safeguards 
and practices that align with the U.S. Department of Commerce National Institute 
for Standards and Technology Framework for Improving Critical Infrastructure 
Cybersecurity, “NIST Cybersecurity Framework” (Version 1.1) and safeguards 
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associated with industry standards and best practices including, but not limited 
to, disk encryption, file encryption, firewalls, and password protection. 
 


vi.  Vendor (and, if applicable, Subcontractor(s)) will use encryption to 
protect Protected Data in its custody while in motion and at rest, using a 
technology or methodology specified or permitted by the Secretary of the U.S. 
Department of Health and Human Services in guidance issued under Section 
13402(H)(2) of Public Law 111-5. 
 
3.  Posting 
In accordance with Section 2-d, the District will publish the Parents’ Bill of Rights 
and Supplemental Information from these Terms and Conditions on its website. The 
District may redact the Parents’ Bill of Rights and Supplemental Information to the 
extent necessary to safeguard the privacy and/or security of the District’s data and/or 
technology infrastructure. 
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IN WITNESS WHEREOF, the Parties have indicated their acceptance of these Terms 
and Conditions including the Parents’ Bill of Rights and Supplemental Information by 
their signatures below on the dates indicated. 
 
BY THE VENDOR: 
___________________________________ 
Name (Print) 
___________________________________ 
Signature 
___________________________________ 
Title 
___________________________________ 
Date 
 
BY THE DISTRICT: 
Raymond Granieri_________________ 
Name (Print) 
Raymond Granieri_____________________ 
Signature 
Administrator for Information Services 
Title 
4/26/2022 
Date 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


DAVID SCIBETTA


PRESIDENT


5/2/2022
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Exhibit B 


 
Does your product or service utilize a clickwrap or clickthrough agreement? Yes or No  
 
Are there any advertisements on your product? Yes No  
 
What user data is collected by your product, service or company? 
_____________________________________________________________________________________ 
_____________________________________________________________________________________ 
_____________________________________________________________________________________ 
_____________________________________________________________________________________ 
_____________________________________________________________________________________ 
Please identify how data at rest is protected by your product, service or company? 
_____________________________________________________________________________________ 
_____________________________________________________________________________________ 
_____________________________________________________________________________________ 
_____________________________________________________________________________________ 
_____________________________________________________________________________________ 
Please identify how data in transit is protected by your product, service or company? 
_____________________________________________________________________________________ 
_____________________________________________________________________________________ 
_____________________________________________________________________________________ 
_____________________________________________________________________________________ 
_____________________________________________________________________________________ 
 


NONE


SOFTWARE INSTALLED ON YOUR SERVER


SOFTWARE INSTALLED ON YOUR SERVER





				2022-05-02T06:52:32-0700

		Agreement certified by Adobe Acrobat Sign
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EXHIBIT A 
DATA PRIVACY AND SECURITY TERMS AND CONDITIONS 


       for the Master Agreement between 
 City School District of The  City of Niagara Falls(“District”) and EveryDay Labs, Inc (“Vendor”) 


(collectively the “Parties”) 


WHEREAS, the District and Vendor are parties to a contract or other written 
Agreement for purposes of providing certain products or services to the District (“Master 
Agreement”); and 


WHEREAS, Education Law §2-d and Part 121 of the Regulations of the 
Commissioner of Education (collectively referred to as “Section 2-d”) require the Parties 
to have certain terms and conditions governing the privacy and security of certain data 
the Vendor will receive pursuant to the Master Agreement; and 


WHEREAS, the Parties are desirous to set forth such terms and conditions in 
this Exhibit to the Master Agreement; 


NOW THEREFORE, in consideration of the mutual promises set forth in the 
Master Agreement, the Parties agree to the following terms and conditions. 


A. DEFINITIONS


1. "Student Data" means personally identifiable information from the student
records of the District that Vendor receives pursuant to the Master Agreement.


2. “Teacher or Principal Data” means personally identifiable information from
the records of the District relating to the annual professional performance reviews of
classroom teachers or principals that is confidential and not subject to release under
Education Law §§ 3012-c and 3012-d that Vendor receives pursuant to the Master
Agreement.


3. “Protected Data” means Student Data and/or Teacher or Principal Data,
as defined above.


B. PURPOSE


1. Pursuant to the Master Agreement, the Vendor will receive Protected Data
from the District for purposes of providing certain products or services to the District.


2. To the extent that any terms contained in the Master Agreement, or any
terms contained in any other Exhibit(s) attached to and made a part of the Master
Agreement, conflict with these Terms and Conditions , these Terms and Conditions will
apply and be given effect. In addition, in the event that Vendor has online or written
Privacy Policies or Terms of Service (collectively, “TOS”) that would otherwise be
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applicable to its customers or users of the products or services that are the subject of 
the Master Agreement between the District and Vendor, these Terms and Conditions 
shall supersede any conflicting terms of the TOS. 
 
C. DATA SHARING AND CONFIDENTIALITY 


 
1.  Vendor Acknowledgments 


i. Vendor acknowledges that the Protected Data it receives pursuant 
to the Master Agreement originates from the District and that this Protected Data 
belongs to and is owned by the District. 
 


ii. Vendor will maintain the confidentiality of the Protected Data it 
receives in accordance with federal and state law (including but not limited to 
Section 2-d) and will comply with the District’s policy on data privacy and 
security. The District will provide Vendor with a copy of its policy on data privacy 
and security upon request. 
 
2.  Vendor’s Data Privacy and Security Plan 


i. Vendor will implement all state, federal, and local data privacy and 
security requirements and such requirements contained within the Master 
Agreement and these Terms and Conditions including but not limited to the 
requirements set forth in the Parents’ Bill of Rights and the Supplemental 
Information set forth below, consistent with the District’s data privacy and security 
policy. 
 


ii. Vendor will have specific administrative, operational and technical 
safeguards and practices in place to protect Protected Data that it receives from 
the District under the Master Agreement. 
 


iii. Vendor has provided or will provide training on the federal and state 
laws governing confidentiality of Protected Data for any of its officers or 
employees or assignees, if applicable, who will have access to Protected Data, 
prior to receiving access. 
 


iv. If Vendor uses any subcontractor(s), Vendor will require such 
subcontractor(s) or other authorized persons or entities to whom it may disclose 
Protected Data to execute written agreements acknowledging that the data 
protection obligations imposed on Vendor by state and federal law, the Master 
Agreement, and these Terms and Conditions shall apply to the subcontractor. 
 


v. Vendor will follow certain procedures for the return, transition, 
deletion, and/or destruction of Protected Data upon termination, expiration or 
assignment (to the extent authorized) of the Master Agreement as set forth in 
detail in the Supplemental Information below. 
  


vi. Vendor will manage data privacy and security incidents that 
implicate Protected Data and will develop and implement plans to identify 
breaches or unauthorized disclosures. Vendor will provide prompt notification to 
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the District of any breaches or unauthorized disclosures of Protected Data in 
accordance with the provisions of Section 3 herein. 
 
3.  Notification of Breach or Unauthorized Release 
With respect to any breach or unauthorized release of Protected Data, including 
any breach or unauthorized release of Protected Data by Vendor’s assignees or 
subcontractors, Vendor acknowledges and agrees to the following: 
 
i.  Vendor will promptly notify the District of any breach or 
unauthorized release of Protected Data, in the most expedient way possible and 
without unreasonable delay, but no more than seven (7) calendar days after 
Vendor has discovered or been informed of the breach or unauthorized release. 
 
ii.  Vendor will provide such notification to the District by contacting the 
Data Protection Officer directly by email at NRuffolo@NFSchools.net or by calling 
716-278-5860. 
 
iii.  Vendor will cooperate with the District and provide as much 
information as possible directly to the Data Protection Officer or his/her designee 
about the incident, including but not limited to: a list of users impacted, a 
description of the incident, the date of the incident, the date Vendor discovered or 
was informed of the incident, a description of the types of Protected Data 
involved, an estimate of the number of records affected, the schools within the 
District affected, what the Vendor has done or plans to do to investigate the 
incident, stop the breach and mitigate any further unauthorized access or release 
of Protected Data, and contact information for Vendor representatives who can 
assist affected individuals that may have additional questions. 
 
iv.  Vendor acknowledges that upon initial notification from Vendor, the 
District has an obligation under Section 2-d to in turn notify the Chief Privacy 
Officer in the New York State Education Department (“CPO”). Vendor agrees not 
to provide such notification to the CPO directly unless requested by the District or 
otherwise required by law. In the event the CPO contacts Vendor directly or 
requests more information from Vendor regarding the incident after having been 
initially informed of the incident by the District, Vendor will promptly inform the 
Data Protection Officer or his/her designee. 
 
v.  Vendor will cooperate with the District and law enforcement to 
protect the integrity of investigations into the breach or unauthorized release of 
Protected Data. 
 
vi.  Vendor will pay for or promptly reimburse the District for the full 
cost of notification, in the event the District is required under Section 2-d to notify 
affected parents, students, teachers or principals of a breach or unauthorized 
release of Protected Data attributed to Vendor, its subcontractors or assignees. 
 
 
 


DocuSign Envelope ID: 91D0AD16-7DB9-4B46-8F4C-AAF872D8D4CC







P a g e  4 | 10 
 


4.  Additional Statutory and Regulatory Obligations 
Vendor acknowledges additional obligations under Section 2-d and that any 
failure to fulfill one or more of these statutory or regulatory obligations will be deemed a 
breach of the Master Agreement and these Terms and Conditions. Vendor 
acknowledges and agrees to the following: 
 


i. To limit internal access to Protected Data to only those employees 
or subcontractors that need access to the Protected Data in order to assist 
Vendor in fulfilling one or more of its obligations to the District under the Master 
Agreement. 
 


ii.  To not use Protected Data for any purposes not explicitly 
authorized in the Master Agreement or these Terms and Conditions. 
 


iii. To not disclose any Protected Data to any other party, except for 
authorized employees, subcontractors, or assignees of Vendor using the 
information to carry out Vendor’s obligations to the District and in compliance 
with state and federal law, regulations and the terms of the Master Agreement, 
unless: 
 


a. the parent or eligible student provided prior written consent; 
or 


b. the disclosure is required by statute or court order and notice 
of the disclosure is provided to the District no later than the time of 
disclosure, unless such notice is expressly prohibited by the statute or 
court order. 
 


iv. To maintain reasonable administrative, technical, and physical 
safeguards to protect the security, confidentiality, and integrity of Protected Data 
in its custody. 
 


v. To use encryption to protect Protected Data in its custody while in 
motion and at rest, using a technology or methodology specified or permitted by 
the Secretary of the U.S. Department of Health and Human Services in guidance 
issued under Section 13402(H)(2) of Public Law 111-5. 
 
       vi.         To adopt technologies, safeguards and practices that align with the 
U.S. Department of Commerce National Institute for Standards and Technology 
Framework for Improving Critical Infrastructure Cybersecurity, “NIST 
Cybersecurity Framework” (Version 1.1). 


vii. To not sell Protected Data nor use or disclose it for any marketing 
or commercial purpose or facilitate its use or disclosure by any other party for 
any marketing or commercial purpose or permit another party to do so. 
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D.   PARENTS’ BILL OF RIGHTS AND SUPPLEMENTAL INFORMATION 
1.  Parents’ Bill of Rights 
 
Vendor acknowledges and agrees that the District’s Parents’ Bill of Rights as set 
forth herein and as posted on the District’s website is incorporated into these Terms and 
Conditions. 
 
PARENTS' BILL OF RIGHTS FOR DATA PRIVACY AND SECURITY 
 
City School District of The City of Niagara Falls is committed to protecting the 
privacy and security of student data and teacher and principal data. In accordance 
with New York Education Law Section 2-d and its implementing regulations, the 
District informs the school community of the following: 
 
1) A student's personally identifiable information cannot be sold or released 
for any commercial purposes. 
 
2) Parents have the right to inspect and review the complete contents of 
their child's education record. 
 
3) State and federal laws protect the confidentiality of personally identifiable 
information, and safeguards associated with industry standards and best 
practices, including but not limited to encryption, firewalls, and password 
protection, must be in place when data is stored or transferred. 
 
4) A complete list of all student data elements collected by New York State is 
available for public review at the following website 
http://www.nysed.gov/data-privacy-security/student-data-inventory or by 
writing to the Office of Information and Reporting Services, New York 
State Education Department, Room 865 EBA, 89 Washington Avenue, 
Albany, New York 12234. 
 
5) Parents have the right to have complaints about possible breaches of 
student data addressed. Complaints should be directed in writing to 
Privacy Complaint, Chief Privacy Officer, New York State Education 
Department, 89 Washington Avenue, Albany, New York 12234. 
Complaints may also be submitted using the form available at the 
following website 
http://www.nysed.gov/data-privacy-security/report-improper-disclosure 
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APPENDIX 
 


Supplemental Information Regarding Third-Party Contractors 
 
In the course of complying with its obligations under the law and providing 


educational services to District residents, the City School District of the City of Niagara Falls 
has entered into agreements with certain third-party contractors. Pursuant to these 
agreements, third-party contractors may have access to "student data" and/or 
"teacher or principal data," as those terms are defined by law and regulation. 
 


For each contract or other written agreement that the District enters into 
with a third-party contractor where the third-party contractor receives student data 
or teacher or principal data from the District, the following supplemental 
information will be included with this Bill of Rights: 
 


1)  The exclusive purposes for which the student data or teacher or principal 
data will be used by the third-party contractor, as defined in the contract; 
 


2)  How the third-party contractor will ensure that the subcontractors, or 
other authorized persons or entities to whom the third-party contractor 
will disclose the student data or teacher or principal data, if any, will abide 
by all applicable data protection and security requirements, including but 
not limited to those outlined in applicable laws and regulations (e.g., 
FERPA; Education Law Section 2-d); 
 


3) The duration of the contract, including the contract’s expiration date, and 
a description of what will happen to the student data or teacher or 
principal data upon expiration of the contract or other written agreement 
(e.g., whether, when, and in what format it will be returned to the 
District, and/or whether, when, and how the data will be destroyed); 
 


4) If and how a parent, student, eligible student, teacher, or principal may 
challenge the accuracy of the student data or teacher or principal data 
that is collected; 
 


5) Where the student data or teacher or principal data will be stored, 
described in a manner as to protect data security, and the security 
protections taken to ensure the data will be protected and data privacy 
and security risks mitigated; and 
 


6) Address how the data will be protected using encryption while in motion 
and at rest. 
 
2.  Supplemental Information 


i. The exclusive purpose for which Protected Data will be used is site 
licenses to VENDOR . Vendor will not use the Protected Data for any other purposes not explicitly 
authorized herein orwithin the Master Agreement. 
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ii. In the event that Vendor engages subcontractors or other
authorized persons or entities (“Subcontractors”) to perform one or more of its 
obligations under the Master Agreement (including hosting of the Protected 
Data), Vendor will require Subcontractors to execute legally binding agreements 
acknowledging and agreeing to comply with all applicable data protection, 
privacy and security requirements required of Vendor under the Master 
Agreement, these Terms and Conditions, and applicable state and federal law 
and regulations. 


iii. The Master Agreement commences on July 1, 2020 and expires on
June 30, 2021. Upon expiration of the Master Agreement without renewal, or 
upon termination of the Master Agreement prior to its expiration, Vendor will 
(select all that apply): 


☐ Securely delete or otherwise destroy all Protected Data
remaining in the possession of Vendor or any of its Subcontractors.


☐ Assist the District in exporting and returning all Protected Data
previously received to the District in such formats as may be
requested by the District.


☐ Contact the District requesting instruction for the deletion or
return of all Protected Data.


In the event the Master Agreement is assigned to a successor Vendor (to 
the extent authorized by the Master Agreement), the Vendor will cooperate with 
the District as necessary to transition Protected Data to the successor Vendor 
prior to deletion. 


Neither Vendor nor any Subcontractors will retain any Protected Data, 
copies, summaries or extracts of the Protected Data, or any de-identified 
Protected Data, on any storage medium whatsoever. Upon request, Vendor 
and/or Subcontractors will provide the District with a certification from an 
appropriate officer that these requirements have been satisfied in full. 


iv. Parents or eligible students can challenge the accuracy of any
Protected Data in accordance with the District’s procedures for requesting 
amendment of education records under the Family Educational Rights and 
Privacy Act (FERPA). Teachers or principals may request to challenge the 
accuracy of APPR data provided to Vendor by following the appeal process in 
the District’s applicable APPR Plan. 


v. Any Protected Data will be stored on systems maintained by
Vendor, or Subcontractor(s) under the direct control of Vendor, in a secure data 
center facility. The measures that Vendor (and, if applicable, Subcontractor(s)) 
will take to protect Protected Data include adoption of technologies, safeguards 
and practices that align with the U.S. Department of Commerce National Institute 
for Standards and Technology Framework for Improving Critical Infrastructure 
Cybersecurity, “NIST Cybersecurity Framework” (Version 1.1) and safeguards 
associated with industry standards and best practices including, but not limited 


X
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to, disk encryption, file encryption, firewalls, and password protection. 
 


vi.  Vendor (and, if applicable, Subcontractor(s)) will use encryption to 
protect Protected Data in its custody while in motion and at rest, using a 
technology or methodology specified or permitted by the Secretary of the U.S. 
Department of Health and Human Services in guidance issued under Section 
13402(H)(2) of Public Law 111-5. 
 
3.  Posting 
In accordance with Section 2-d, the District will publish the Parents’ Bill of Rights 
and Supplemental Information from these Terms and Conditions on its website. The 
District may redact the Parents’ Bill of Rights and Supplemental Information to the 
extent necessary to safeguard the privacy and/or security of the District’s data and/or 
technology infrastructure. 
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IN WITNESS WHEREOF, the Parties have indicated their acceptance of these Terms 
and Conditions including the Parents’ Bill of Rights and Supplemental Information by 
their signatures below on the dates indicated. 
 
BY THE VENDOR: 
___________________________________ 
Name (Print) 
___________________________________ 
Signature 
___________________________________ 
Title 
___________________________________ 
Date 
 
BY THE DISTRICT: 
Nicholas J. Ruffolo_________________ 
Name (Print) 
Nicholas J. Ruffolo_____________________ 
Signature 
Teacher on Special Assignment (Information Services) 
Title 
12/21/2020 
Date 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


Emily Bailard


CEO
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Exhibit B 


Does your product or service utilize a clickwrap or clickthrough agreement? Yes or No 


Are there any advertisements on your product? Yes No 


What user data is collected by your product, service or company? 
_____________________________________________________________________________________ 
_____________________________________________________________________________________ 
_____________________________________________________________________________________ 
_____________________________________________________________________________________ 
_____________________________________________________________________________________ 
Please identify how data at rest is protected by your product, service or company? 
_____________________________________________________________________________________ 
_____________________________________________________________________________________ 
_____________________________________________________________________________________ 
_____________________________________________________________________________________ 
_____________________________________________________________________________________ 
Please identify how data in transit is protected by your product, service or company? 
_____________________________________________________________________________________ 
_____________________________________________________________________________________ 
_____________________________________________________________________________________ 
_____________________________________________________________________________________ 
_____________________________________________________________________________________ 


The first time a user logs on to EveryDay Pro, they are required to click to accept the terms of our privacy policy (pro.everydaylabs.com/privacy)


Student data is encrypted at rest at all times, to a minimum 256-bit encryption standard


Student data is encrypted in transit at all times, to a minimum 256-bit encryption standard


No


All user data collected by the software is listed in the privacy policy (pro.everydaylabs.com/privacy)
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EXHIBIT H (CONTINUED) 


ERIE 1 BOCES 


BILL OF RIGHTS FOR DATA SECURITY AND PRIVACY 


Erie 1 BOCES is committed to protecting the privacy and security of student, teacher, and principal 
data. In accordance with New York Education Law § 2-d, the BOCES wishes to inform the 
community of the following: 


(1) A student's personally identifiable information cannot be sold or released for any
commercial purposes.


(2) Parents have the right to inspect and review the complete contents of their child's education
record.


(3) State and federal laws protect the confidentiality of personally identifiable information, and
safeguards associated with industry standards and best practices, including but not limited to,
encryption, firewalls, and password protection, must be in place when data is stored or transferred.


(4) A complete list of all student data elements collected by the State is available for public
review at http://www.nysed.gov/data-privacy-security/student-data-inventory, or by writing to the
Office of Information & Reporting Services, New York State Education Department, Room 863
EBA, 89 Washington Avenue, Albany, New York 12234.


(5) Parents have the right to have complaints about possible breaches of student data
addressed. Complaints should be directed in writing to the Chief Privacy Officer, New York State
Education Department, 89 Washington Avenue, Albany, New York 12234. Complaints may also
be submitted using the form available at the following website: http://www.nysed.gov/data-
privacy-security/report-improper-disclosure.


BY THE VENDOR: 


_____________________________ 


Signature  


______________________________ 


Title 


______________________________ 


Date 


Gregory A. Doran
CFO


August 13, 2020
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EXHIBIT H (CONTINUED) 


 


SUPPLEMENTAL INFORMATION ABOUT A CONTRACT BETWEEN 


ERIE 1 BOCES AND FRONTLINE TECHNOLOGIES GROUP, LLC 


 


Erie 1 BOCES has entered into a Master License and Service Agreement (“MSA”) with Frontline 
Technologies Group, LLC which governs the availability to Participating Educational Agencies of 
the following Product(s): 


Absence & Substitute Management 


Time & Attendance 


Applicant Tracking 


Professional Learning Management 


Learning & Collaboration Resources 


Employee Evaluation Management 


Evaluator Training & Calibration 


Frontline Central 


EHR & School Nursing Management 


Mental & Behavioral Health Management 


Immunization Registry 


 


Pursuant to this MSA, Participating Educational Agencies (i.e., those educational agencies that are 
authorized to use the above Product(s) by purchasing certain shared technology services and 
software through a Cooperative Educational Services Agreement with Erie 1 BOCES) may 
provide to Vendor, and Vendor will receive, personally identifiable information about students, or 
teachers and principals, that is protected by Section 2-d of the New York State Education Law 
(“Protected Data”). The MSA incorporates a Data Sharing and Confidentiality Agreement (“DSC 
Agreement”) with Erie 1 BOCES setting forth Vendor’s obligations to protect the confidentiality, 
privacy, and security of Protected Data it receives pursuant to the MSA.  


Exclusive Purpose for which Protected Data will be Used: The exclusive purpose for 
which Vendor is being provided access to Protected Data is to provide Participating Educational 
Agencies with the functionality of the Product(s) listed above.  Vendor agrees that it will not use 
the Protected Data for any other purposes not explicitly authorized in the MSA, including the DSC 
Agreement.  Protected Data received by Vendor, or any of Vendor’s subcontactors, assignees, or 







other authorized agents, will not be sold, or released or used for any commercial or marketing 
purposes.  


Oversight of Subcontractors: In the event that Vendor engages subcontactors, assignees, 
or other authorized agents to perform one or more of its obligations under the MSA (including any 
hosting service provider), it will require those to whom it discloses Protected Data to execute 
legally binding agreements acknowledging their obligation under Section 2-d of the New York 
State Education Law to comply with the same data security and privacy standards required of 
Vendor under the MSA and applicable state and federal law.  Vendor will ensure that such 
subcontactors, assignees, or other authorized agents abide by the provisions of these agreements 
by:  


Frontline Education requires that all service providers it uses go through an initial 
risk assessment.  Frontline then  qualifies its products/services for use based on 
their need to process, store, or interact with sensitive data.  Taking a risk-based 
approach, service providers classified as medium risk or higher are assessed on a 
periodic basis to ensure their security and privacy standards are in line with 
Frontline Education requirements. 


 


Duration of MSA and Protected Data Upon Expiration: 


• The MSA commences on December 17, 2019 and expires on June 30, 2022. 
• Upon expiration of the MSA without renewal, or upon termination of the MSA prior to 


expiration, Vendor will securely delete or otherwise destroy any and all Protected Data 
remaining in the possession of Vendor or its assignees or subcontractors or other 
authorized persons or entities to whom it has disclosed Protected Data. If requested by 
Erie 1 BOCES and/or any Participating Educational Agency, Vendor will assist a 
Participating Educational Agency in exporting all Protected Data previously received back 
to the Participating Educational Agency for its own use, prior to deletion, in such formats 
as may be requested by the Participating Educational Agency.  


• In the event the MSA is assigned to a successor Vendor (to the extent authorized by the 
MSA), the Vendor will cooperate with Erie 1 BOCES as necessary to transition Protected 
Data to the successor Vendor prior to deletion. 


• Neither Vendor nor any of its subcontractors or other authorized persons or entities to 
whom it has disclosed Protected Data will retain any Protected Data, copies, summaries 
or extracts of the Protected Data, or any de-identified Protected Data, on any storage 
medium whatsoever (except as otherwise specifically authorized in the MSA). Upon 
request, Vendor and/or its subcontractors or other authorized persons or entities to whom 
it has disclosed Protected Data, as applicable, will provide Erie 1 BOCES with a 
certification from an appropriate officer that these requirements have been satisfied in full. 
 


Challenging Accuracy of Protected Data: Parents or eligible students can challenge the 
accuracy of any Protected Data provided by a Participating Educational Agency to Vendor, by 
contacting the student's district of residence regarding procedures for requesting amendment of 
education records under the Family Educational Rights and Privacy Act (FERPA).  Teachers or 







principals may be able to challenge the accuracy of APPR data provided to Vendor by following 
the appeal process in their employing school district’s applicable APPR Plan. 


Data Storage and Security Protections: Any Protected Data Vendor receives will be stored 
on systems maintained by Vendor, or by a subcontractor under the direct control of Vendor, in a 
secure data center facility located within the United States.  The measures that Vendor will take to 
protect Protected Data include adoption of technologies, safeguards and practices that align with 
the NIST Cybersecurity Framework and industry best practices including, but not necessarily 
limited to, disk encryption, file encryption, firewalls, and password protection. 


Encryption of Protected Data: Vendor (or, if applicable, its subcontractors) will protect 
Protected Data in its custody from unauthorized disclosure while in motion or at rest, using a 
technology or methodology specified by the secretary of the U.S. Department of HHS in guidance 
issued under Section 13402(H)(2) of P.L. 111-5. 





		Amendment to MSA RT 8-12-20

		Exhibits B-4 C-2 D-1 Frontline Amendment[1]
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EXHIBIT H (CONTINUED) 


ERIE 1 BOCES 


BILL OF RIGHTS FOR DATA SECURITY AND PRIVACY 


Erie 1 BOCES is committed to protecting the privacy and security of student, teacher, and principal 
data. In accordance with New York Education Law § 2-d, the BOCES wishes to inform the 
community of the following: 


(1) A student's personally identifiable information cannot be sold or released for any
commercial purposes.


(2) Parents have the right to inspect and review the complete contents of their child's education
record.


(3) State and federal laws protect the confidentiality of personally identifiable information, and
safeguards associated with industry standards and best practices, including but not limited to,
encryption, firewalls, and password protection, must be in place when data is stored or transferred.


(4) A complete list of all student data elements collected by the State is available for public
review at http://www.nysed.gov/data-privacy-security/student-data-inventory, or by writing to the
Office of Information & Reporting Services, New York State Education Department, Room 863
EBA, 89 Washington Avenue, Albany, New York 12234.


(5) Parents have the right to have complaints about possible breaches of student data
addressed. Complaints should be directed in writing to the Chief Privacy Officer, New York State
Education Department, 89 Washington Avenue, Albany, New York 12234. Complaints may also
be submitted using the form available at the following website: http://www.nysed.gov/data-
privacy-security/report-improper-disclosure.


BY THE VENDOR: 


_____________________________ 


Signature  


______________________________ 


Title 


______________________________ 


Date 


Gregory A. Doran
CFO


August 13, 2020
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EXHIBIT H (CONTINUED) 


 


SUPPLEMENTAL INFORMATION ABOUT A CONTRACT BETWEEN 


ERIE 1 BOCES AND FRONTLINE TECHNOLOGIES GROUP, LLC 


 


Erie 1 BOCES has entered into a Master License and Service Agreement (“MSA”) with Frontline 
Technologies Group, LLC which governs the availability to Participating Educational Agencies of 
the following Product(s): 


Absence & Substitute Management 


Time & Attendance 


Applicant Tracking 


Professional Learning Management 


Learning & Collaboration Resources 


Employee Evaluation Management 


Evaluator Training & Calibration 


Frontline Central 


EHR & School Nursing Management 


Mental & Behavioral Health Management 


Immunization Registry 


 


Pursuant to this MSA, Participating Educational Agencies (i.e., those educational agencies that are 
authorized to use the above Product(s) by purchasing certain shared technology services and 
software through a Cooperative Educational Services Agreement with Erie 1 BOCES) may 
provide to Vendor, and Vendor will receive, personally identifiable information about students, or 
teachers and principals, that is protected by Section 2-d of the New York State Education Law 
(“Protected Data”). The MSA incorporates a Data Sharing and Confidentiality Agreement (“DSC 
Agreement”) with Erie 1 BOCES setting forth Vendor’s obligations to protect the confidentiality, 
privacy, and security of Protected Data it receives pursuant to the MSA.  


Exclusive Purpose for which Protected Data will be Used: The exclusive purpose for 
which Vendor is being provided access to Protected Data is to provide Participating Educational 
Agencies with the functionality of the Product(s) listed above.  Vendor agrees that it will not use 
the Protected Data for any other purposes not explicitly authorized in the MSA, including the DSC 
Agreement.  Protected Data received by Vendor, or any of Vendor’s subcontactors, assignees, or 







other authorized agents, will not be sold, or released or used for any commercial or marketing 
purposes.  


Oversight of Subcontractors: In the event that Vendor engages subcontactors, assignees, 
or other authorized agents to perform one or more of its obligations under the MSA (including any 
hosting service provider), it will require those to whom it discloses Protected Data to execute 
legally binding agreements acknowledging their obligation under Section 2-d of the New York 
State Education Law to comply with the same data security and privacy standards required of 
Vendor under the MSA and applicable state and federal law.  Vendor will ensure that such 
subcontactors, assignees, or other authorized agents abide by the provisions of these agreements 
by:  


Frontline Education requires that all service providers it uses go through an initial 
risk assessment.  Frontline then  qualifies its products/services for use based on 
their need to process, store, or interact with sensitive data.  Taking a risk-based 
approach, service providers classified as medium risk or higher are assessed on a 
periodic basis to ensure their security and privacy standards are in line with 
Frontline Education requirements. 


 


Duration of MSA and Protected Data Upon Expiration: 


• The MSA commences on December 17, 2019 and expires on June 30, 2022. 
• Upon expiration of the MSA without renewal, or upon termination of the MSA prior to 


expiration, Vendor will securely delete or otherwise destroy any and all Protected Data 
remaining in the possession of Vendor or its assignees or subcontractors or other 
authorized persons or entities to whom it has disclosed Protected Data. If requested by 
Erie 1 BOCES and/or any Participating Educational Agency, Vendor will assist a 
Participating Educational Agency in exporting all Protected Data previously received back 
to the Participating Educational Agency for its own use, prior to deletion, in such formats 
as may be requested by the Participating Educational Agency.  


• In the event the MSA is assigned to a successor Vendor (to the extent authorized by the 
MSA), the Vendor will cooperate with Erie 1 BOCES as necessary to transition Protected 
Data to the successor Vendor prior to deletion. 


• Neither Vendor nor any of its subcontractors or other authorized persons or entities to 
whom it has disclosed Protected Data will retain any Protected Data, copies, summaries 
or extracts of the Protected Data, or any de-identified Protected Data, on any storage 
medium whatsoever (except as otherwise specifically authorized in the MSA). Upon 
request, Vendor and/or its subcontractors or other authorized persons or entities to whom 
it has disclosed Protected Data, as applicable, will provide Erie 1 BOCES with a 
certification from an appropriate officer that these requirements have been satisfied in full. 
 


Challenging Accuracy of Protected Data: Parents or eligible students can challenge the 
accuracy of any Protected Data provided by a Participating Educational Agency to Vendor, by 
contacting the student's district of residence regarding procedures for requesting amendment of 
education records under the Family Educational Rights and Privacy Act (FERPA).  Teachers or 







principals may be able to challenge the accuracy of APPR data provided to Vendor by following 
the appeal process in their employing school district’s applicable APPR Plan. 


Data Storage and Security Protections: Any Protected Data Vendor receives will be stored 
on systems maintained by Vendor, or by a subcontractor under the direct control of Vendor, in a 
secure data center facility located within the United States.  The measures that Vendor will take to 
protect Protected Data include adoption of technologies, safeguards and practices that align with 
the NIST Cybersecurity Framework and industry best practices including, but not necessarily 
limited to, disk encryption, file encryption, firewalls, and password protection. 


Encryption of Protected Data: Vendor (or, if applicable, its subcontractors) will protect 
Protected Data in its custody from unauthorized disclosure while in motion or at rest, using a 
technology or methodology specified by the secretary of the U.S. Department of HHS in guidance 
issued under Section 13402(H)(2) of P.L. 111-5. 





		Amendment to MSA RT 8-12-20

		Exhibits B-4 C-2 D-1 Frontline Amendment[1]
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EXHIBIT H (CONTINUED) 


ERIE 1 BOCES 


BILL OF RIGHTS FOR DATA SECURITY AND PRIVACY 


Erie 1 BOCES is committed to protecting the privacy and security of student, teacher, and principal 
data. In accordance with New York Education Law § 2-d, the BOCES wishes to inform the 
community of the following: 


(1) A student's personally identifiable information cannot be sold or released for any
commercial purposes.


(2) Parents have the right to inspect and review the complete contents of their child's education
record.


(3) State and federal laws protect the confidentiality of personally identifiable information, and
safeguards associated with industry standards and best practices, including but not limited to,
encryption, firewalls, and password protection, must be in place when data is stored or transferred.


(4) A complete list of all student data elements collected by the State is available for public
review at http://www.nysed.gov/data-privacy-security/student-data-inventory, or by writing to the
Office of Information & Reporting Services, New York State Education Department, Room 863
EBA, 89 Washington Avenue, Albany, New York 12234.


(5) Parents have the right to have complaints about possible breaches of student data
addressed. Complaints should be directed in writing to the Chief Privacy Officer, New York State
Education Department, 89 Washington Avenue, Albany, New York 12234. Complaints may also
be submitted using the form available at the following website: http://www.nysed.gov/data-
privacy-security/report-improper-disclosure.


BY THE VENDOR: 


_____________________________ 


Signature  


______________________________ 


Title 


______________________________ 


Date 


Gregory A. Doran
CFO


August 13, 2020
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EXHIBIT H (CONTINUED) 


 


SUPPLEMENTAL INFORMATION ABOUT A CONTRACT BETWEEN 


ERIE 1 BOCES AND FRONTLINE TECHNOLOGIES GROUP, LLC 


 


Erie 1 BOCES has entered into a Master License and Service Agreement (“MSA”) with Frontline 
Technologies Group, LLC which governs the availability to Participating Educational Agencies of 
the following Product(s): 


Absence & Substitute Management 


Time & Attendance 


Applicant Tracking 


Professional Learning Management 


Learning & Collaboration Resources 


Employee Evaluation Management 


Evaluator Training & Calibration 


Frontline Central 


EHR & School Nursing Management 


Mental & Behavioral Health Management 


Immunization Registry 


 


Pursuant to this MSA, Participating Educational Agencies (i.e., those educational agencies that are 
authorized to use the above Product(s) by purchasing certain shared technology services and 
software through a Cooperative Educational Services Agreement with Erie 1 BOCES) may 
provide to Vendor, and Vendor will receive, personally identifiable information about students, or 
teachers and principals, that is protected by Section 2-d of the New York State Education Law 
(“Protected Data”). The MSA incorporates a Data Sharing and Confidentiality Agreement (“DSC 
Agreement”) with Erie 1 BOCES setting forth Vendor’s obligations to protect the confidentiality, 
privacy, and security of Protected Data it receives pursuant to the MSA.  


Exclusive Purpose for which Protected Data will be Used: The exclusive purpose for 
which Vendor is being provided access to Protected Data is to provide Participating Educational 
Agencies with the functionality of the Product(s) listed above.  Vendor agrees that it will not use 
the Protected Data for any other purposes not explicitly authorized in the MSA, including the DSC 
Agreement.  Protected Data received by Vendor, or any of Vendor’s subcontactors, assignees, or 







other authorized agents, will not be sold, or released or used for any commercial or marketing 
purposes.  


Oversight of Subcontractors: In the event that Vendor engages subcontactors, assignees, 
or other authorized agents to perform one or more of its obligations under the MSA (including any 
hosting service provider), it will require those to whom it discloses Protected Data to execute 
legally binding agreements acknowledging their obligation under Section 2-d of the New York 
State Education Law to comply with the same data security and privacy standards required of 
Vendor under the MSA and applicable state and federal law.  Vendor will ensure that such 
subcontactors, assignees, or other authorized agents abide by the provisions of these agreements 
by:  


Frontline Education requires that all service providers it uses go through an initial 
risk assessment.  Frontline then  qualifies its products/services for use based on 
their need to process, store, or interact with sensitive data.  Taking a risk-based 
approach, service providers classified as medium risk or higher are assessed on a 
periodic basis to ensure their security and privacy standards are in line with 
Frontline Education requirements. 


 


Duration of MSA and Protected Data Upon Expiration: 


• The MSA commences on December 17, 2019 and expires on June 30, 2022. 
• Upon expiration of the MSA without renewal, or upon termination of the MSA prior to 


expiration, Vendor will securely delete or otherwise destroy any and all Protected Data 
remaining in the possession of Vendor or its assignees or subcontractors or other 
authorized persons or entities to whom it has disclosed Protected Data. If requested by 
Erie 1 BOCES and/or any Participating Educational Agency, Vendor will assist a 
Participating Educational Agency in exporting all Protected Data previously received back 
to the Participating Educational Agency for its own use, prior to deletion, in such formats 
as may be requested by the Participating Educational Agency.  


• In the event the MSA is assigned to a successor Vendor (to the extent authorized by the 
MSA), the Vendor will cooperate with Erie 1 BOCES as necessary to transition Protected 
Data to the successor Vendor prior to deletion. 


• Neither Vendor nor any of its subcontractors or other authorized persons or entities to 
whom it has disclosed Protected Data will retain any Protected Data, copies, summaries 
or extracts of the Protected Data, or any de-identified Protected Data, on any storage 
medium whatsoever (except as otherwise specifically authorized in the MSA). Upon 
request, Vendor and/or its subcontractors or other authorized persons or entities to whom 
it has disclosed Protected Data, as applicable, will provide Erie 1 BOCES with a 
certification from an appropriate officer that these requirements have been satisfied in full. 
 


Challenging Accuracy of Protected Data: Parents or eligible students can challenge the 
accuracy of any Protected Data provided by a Participating Educational Agency to Vendor, by 
contacting the student's district of residence regarding procedures for requesting amendment of 
education records under the Family Educational Rights and Privacy Act (FERPA).  Teachers or 







principals may be able to challenge the accuracy of APPR data provided to Vendor by following 
the appeal process in their employing school district’s applicable APPR Plan. 


Data Storage and Security Protections: Any Protected Data Vendor receives will be stored 
on systems maintained by Vendor, or by a subcontractor under the direct control of Vendor, in a 
secure data center facility located within the United States.  The measures that Vendor will take to 
protect Protected Data include adoption of technologies, safeguards and practices that align with 
the NIST Cybersecurity Framework and industry best practices including, but not necessarily 
limited to, disk encryption, file encryption, firewalls, and password protection. 


Encryption of Protected Data: Vendor (or, if applicable, its subcontractors) will protect 
Protected Data in its custody from unauthorized disclosure while in motion or at rest, using a 
technology or methodology specified by the secretary of the U.S. Department of HHS in guidance 
issued under Section 13402(H)(2) of P.L. 111-5. 





		Amendment to MSA RT 8-12-20

		Exhibits B-4 C-2 D-1 Frontline Amendment[1]
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EXHIBIT H (CONTINUED) 


ERIE 1 BOCES 


BILL OF RIGHTS FOR DATA SECURITY AND PRIVACY 


Erie 1 BOCES is committed to protecting the privacy and security of student, teacher, and principal 
data. In accordance with New York Education Law § 2-d, the BOCES wishes to inform the 
community of the following: 


(1) A student's personally identifiable information cannot be sold or released for any
commercial purposes.


(2) Parents have the right to inspect and review the complete contents of their child's education
record.


(3) State and federal laws protect the confidentiality of personally identifiable information, and
safeguards associated with industry standards and best practices, including but not limited to,
encryption, firewalls, and password protection, must be in place when data is stored or transferred.


(4) A complete list of all student data elements collected by the State is available for public
review at http://www.nysed.gov/data-privacy-security/student-data-inventory, or by writing to the
Office of Information & Reporting Services, New York State Education Department, Room 863
EBA, 89 Washington Avenue, Albany, New York 12234.


(5) Parents have the right to have complaints about possible breaches of student data
addressed. Complaints should be directed in writing to the Chief Privacy Officer, New York State
Education Department, 89 Washington Avenue, Albany, New York 12234. Complaints may also
be submitted using the form available at the following website: http://www.nysed.gov/data-
privacy-security/report-improper-disclosure.


BY THE VENDOR: 


_____________________________ 


Signature  


______________________________ 


Title 


______________________________ 


Date 


Gregory A. Doran
CFO


August 13, 2020
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EXHIBIT H (CONTINUED) 


 


SUPPLEMENTAL INFORMATION ABOUT A CONTRACT BETWEEN 


ERIE 1 BOCES AND FRONTLINE TECHNOLOGIES GROUP, LLC 


 


Erie 1 BOCES has entered into a Master License and Service Agreement (“MSA”) with Frontline 
Technologies Group, LLC which governs the availability to Participating Educational Agencies of 
the following Product(s): 


Absence & Substitute Management 


Time & Attendance 


Applicant Tracking 


Professional Learning Management 


Learning & Collaboration Resources 


Employee Evaluation Management 


Evaluator Training & Calibration 


Frontline Central 


EHR & School Nursing Management 


Mental & Behavioral Health Management 


Immunization Registry 


 


Pursuant to this MSA, Participating Educational Agencies (i.e., those educational agencies that are 
authorized to use the above Product(s) by purchasing certain shared technology services and 
software through a Cooperative Educational Services Agreement with Erie 1 BOCES) may 
provide to Vendor, and Vendor will receive, personally identifiable information about students, or 
teachers and principals, that is protected by Section 2-d of the New York State Education Law 
(“Protected Data”). The MSA incorporates a Data Sharing and Confidentiality Agreement (“DSC 
Agreement”) with Erie 1 BOCES setting forth Vendor’s obligations to protect the confidentiality, 
privacy, and security of Protected Data it receives pursuant to the MSA.  


Exclusive Purpose for which Protected Data will be Used: The exclusive purpose for 
which Vendor is being provided access to Protected Data is to provide Participating Educational 
Agencies with the functionality of the Product(s) listed above.  Vendor agrees that it will not use 
the Protected Data for any other purposes not explicitly authorized in the MSA, including the DSC 
Agreement.  Protected Data received by Vendor, or any of Vendor’s subcontactors, assignees, or 







other authorized agents, will not be sold, or released or used for any commercial or marketing 
purposes.  


Oversight of Subcontractors: In the event that Vendor engages subcontactors, assignees, 
or other authorized agents to perform one or more of its obligations under the MSA (including any 
hosting service provider), it will require those to whom it discloses Protected Data to execute 
legally binding agreements acknowledging their obligation under Section 2-d of the New York 
State Education Law to comply with the same data security and privacy standards required of 
Vendor under the MSA and applicable state and federal law.  Vendor will ensure that such 
subcontactors, assignees, or other authorized agents abide by the provisions of these agreements 
by:  


Frontline Education requires that all service providers it uses go through an initial 
risk assessment.  Frontline then  qualifies its products/services for use based on 
their need to process, store, or interact with sensitive data.  Taking a risk-based 
approach, service providers classified as medium risk or higher are assessed on a 
periodic basis to ensure their security and privacy standards are in line with 
Frontline Education requirements. 


 


Duration of MSA and Protected Data Upon Expiration: 


• The MSA commences on December 17, 2019 and expires on June 30, 2022. 
• Upon expiration of the MSA without renewal, or upon termination of the MSA prior to 


expiration, Vendor will securely delete or otherwise destroy any and all Protected Data 
remaining in the possession of Vendor or its assignees or subcontractors or other 
authorized persons or entities to whom it has disclosed Protected Data. If requested by 
Erie 1 BOCES and/or any Participating Educational Agency, Vendor will assist a 
Participating Educational Agency in exporting all Protected Data previously received back 
to the Participating Educational Agency for its own use, prior to deletion, in such formats 
as may be requested by the Participating Educational Agency.  


• In the event the MSA is assigned to a successor Vendor (to the extent authorized by the 
MSA), the Vendor will cooperate with Erie 1 BOCES as necessary to transition Protected 
Data to the successor Vendor prior to deletion. 


• Neither Vendor nor any of its subcontractors or other authorized persons or entities to 
whom it has disclosed Protected Data will retain any Protected Data, copies, summaries 
or extracts of the Protected Data, or any de-identified Protected Data, on any storage 
medium whatsoever (except as otherwise specifically authorized in the MSA). Upon 
request, Vendor and/or its subcontractors or other authorized persons or entities to whom 
it has disclosed Protected Data, as applicable, will provide Erie 1 BOCES with a 
certification from an appropriate officer that these requirements have been satisfied in full. 
 


Challenging Accuracy of Protected Data: Parents or eligible students can challenge the 
accuracy of any Protected Data provided by a Participating Educational Agency to Vendor, by 
contacting the student's district of residence regarding procedures for requesting amendment of 
education records under the Family Educational Rights and Privacy Act (FERPA).  Teachers or 







principals may be able to challenge the accuracy of APPR data provided to Vendor by following 
the appeal process in their employing school district’s applicable APPR Plan. 


Data Storage and Security Protections: Any Protected Data Vendor receives will be stored 
on systems maintained by Vendor, or by a subcontractor under the direct control of Vendor, in a 
secure data center facility located within the United States.  The measures that Vendor will take to 
protect Protected Data include adoption of technologies, safeguards and practices that align with 
the NIST Cybersecurity Framework and industry best practices including, but not necessarily 
limited to, disk encryption, file encryption, firewalls, and password protection. 


Encryption of Protected Data: Vendor (or, if applicable, its subcontractors) will protect 
Protected Data in its custody from unauthorized disclosure while in motion or at rest, using a 
technology or methodology specified by the secretary of the U.S. Department of HHS in guidance 
issued under Section 13402(H)(2) of P.L. 111-5. 





		Amendment to MSA RT 8-12-20

		Exhibits B-4 C-2 D-1 Frontline Amendment[1]
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EXHIBIT A: PARENTS BILL OF RIGHTS FOR DATA PRIVACY AND SECURITY 


E2CCB is committed to protecting the privacy and security of student, teacher, and principal data. 
In accordance with New York Education Law § 2-d, E2CCB wishes to inform the community of 
the following: 


1. A student's personally identifiable information cannot be sold or released for any 
commercial purposes. 


2. Parents have the right to inspect and review the complete contents of their child's education 
record. 


3. State and federal laws protect the confidentiality of personally identifiable information, 
and safeguards associated with industry standards and best practices, including but not limited to, 
encryption, firewalls, and password protection, must be in place when data is stored or transferred. 


4. A complete list of all student data elements collected by the State is available for public 
review at http://www.p12.nysed.gov/irs/sirs/documentation/NYSEDstudentData.xlsx, or by 
writing to the Office of Information & Reporting Services, New York State Education Department, 
Room 863 EBA, 89 Washington Avenue, Albany, New York 12234. 


5. Parents have the right to have complaints about possible breaches of student data addressed. 
Complaints may be submitted to NYSED at www.nysed.gov/data-privacy-security; by mail to: 
Chief Privacy Officer, New York State Education Department, 89 Washington Avenue, Albany, NY 
12234; by email to privacy@nysed.gov; or by telephone at 518-474- 0937. 


Supplemental Information to Parents Bill or Rights for Data Privacy and Security: 


1. The exclusive purpose for which Agile Sports Technologies, Inc., d/b/a Hudl (hereinafter 
"Contractor") is being provided student data and/or teacher or principal data, and for which such 
information will be used, is to provide the products and services for which E2CCB has contracted. 
Student data and/or teacher or principal data received by Contractor, or by any assignee of 
Contractor, from E2CCB or its employees, officers, agents, and/or students will not be sold or used 
for commercial purpose or marketing purpose. 


2. Contractor agrees that any of its officers or employees, and any officers or employees of 
any assignee or subcontractor of Contractor, who have access to personally identifiable 
information will receive training on the federal and state law governing confidentiality of such 
data prior to receiving access to that data. More specifically, all of Contractor's employees are 
provided such training upon commencing employment and as necessary thereafter. Any 
subcontractors engaged by Contractor, and which have access to student data and/or teacher or 
principal data, are required to execute legally binding agreements with Contractors acknowledging 
the subcontractor's obligation to comply with data security and privacy standards at least as 
restrictive as those required of Contractor under the Data Privacy and Security Agreement between 
E2CCB and Hudl, as well as applicable state and federal law. 
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3. The agreement between Contractor and E2CCB for products and/or services expires on 
July 31, 2022. At the expiration of that agreement without a successor agreement in place, 
Contractor will either maintain any and all student data and/or teacher or principal data in its 
possession in accordance with the terms of this Agreement or assist E2CCB and/or the educational 
agency from which the data originated in transferring such data back to requesting educational 
agency. Additionally, upon request, Contractor will securely delete or otherwise destroy any and 
all student data and/or teacher or principal data remaining in the possession of Contractor or its 
assignees or subcontractors (including all hard copies, archived copies, electronic versions or 
electronic imaging of hard copies of such data) as well as any and all student data and/or teacher 
or principal data maintained on behalf of Contractor in secure data center facilities. Contractor 
shall ensure that no copy, summary, or extract of the student data and/or teacher or principal data 
or any related work papers are retained on any storage medium whatsoever by Contractor, its 
subcontractors or assignees, or the aforementioned secure data center facilities. Any and all 
measures related to the deletion or destruction of student data and/or teacher or principal data will 
be completed within 30 days of the request and will be accomplished utilizing an approved method 
of confidential destruction, including, shredding, burning or certified/witnessed destruction of 
physical materials and verified erasure of magnetic media using approved methods of electronic 
file destruction. To the extent that Contractor and/or its subcontractors or assignees may continue 
to be in possession of any de-identified data (i.e., data that has had all direct and indirect identifiers 
removed), they agree not to attempt to re-identify de-identified data and not to transfer de­
identified data to any party. Upon request, Contractor and/or its subcontractors or assignees will 
provide a certification to E2CCB from an appropriate officer that the requirements of this 
paragraph have been satisfied in full. 


4. In the event that a parent, student, or eligible student wishes to challenge the accuracy of 
student data concerning that student or eligible student, that challenge shall be processed through 
the procedures provided by the E2CCB for amendment of education records under the Family 
Educational Rights and Privacy Act (FERP A). In the event that a teacher or principal wishes to 
challenge the accuracy of the teacher or principal data that is collected, he or she may do so 
consistent with applicable provisions of 8 N.Y.C.R.R. Part 30 and the BOCES Annual Professional 
Performance Review Plan. 


5. Student data and/or teacher or principal data transferred to Contractor by E2CCB or 
E2CCB officers, employees, agents, or students will be stored in electronic format on systems 
maintained by Contractor in a secure data center facility, or a data facility maintained by a board 
of cooperative educational services, in the United States. In order to protect the privacy and 
security of student data and/or teacher or principal data stored in that manner, Contractor will take 
measures aligned with industry best practices and the NIST Cybersecurity Framework Version 
I. I. Such measures include, but are not necessarily limited to disk encryption, file encryption, 
firewalls, and password protection. More specifically, Contractor has implemented the following 
administrative, operational, and technical safeguards: 


a. Prospective employees are subject to extensive screening, testing, interviews, and 
referral checking. 


b. All personnel, including third parties, are subject to strict confidentiality 
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agreements which form part of the contracts that are signed when they work for or 
with Contractor. 


c. Physical access to Contractor's offices requires individually assigned secure door­
entry badges, with staffed reception desks and video surveillance cameras in use. 


d. For the purpose of data storage, Contractor utilizes Amazon Web Services, which 
has certification for compliance with ISO 27001, 27017, and 27018. 


e. Contractor utilizes malware protection systems in multiple locations, including 
within email message flows and on workstations. 


f. Contractor employs email content security solutions and other application aware 
systems to help protect against data leakage. 


g. Firewalls and virtual private networks help secure access to Contractor's systems, 
with more sensitive data placed in logical silos. 


h. All Contractor's systems send logs to a single central analysis center for monitoring 
and review. 


6. Any student data and/or teacher or principal data possessed by Contractor will be protected 
using encryption while in motion and at rest. 


Acknowledged and agreed to by: 


Signature: 


Name: McKenzie Swanson 


Title: Manager, Competitive Sales 


Date: 09/14/2021 
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EXHIBIT D (CONTINUED) 


ERIE 1 BOCES 


PARENTS BILL OF RIGHTS FOR DATA PRIVACY AND SECURITY 


Erie 1 BOCES is committed to protecting the privacy and security of student, teacher, and 
principal data. In accordance with New York Education Law § 2-d, the BOCES wishes to inform 
the community of the following: 


(1) A student's personally identifiable information cannot be sold or released for any commercial 
purposes. 


(2) Parents have the right to inspect and review the complete contents of their child's education 
record. 


(3) State and federal laws protect the confidentiality of personally identifiable information, and 
safeguards associated with industry standards and best practices, including but not limited to, 
encryption, firewalls, and password protection, must be in place when data is stored or 
transferred. 


(4) A complete list of all student data elements collected by the State is available for public 
review at http://www.nysed.gov/data-privacy-security/student-data-inventory, or by writing 
to the Office of Information & Reporting Services, New York State Education Department, Room 
863 EBA, 89 Washington Avenue, Albany, New York 12234. 


(5) Parents have the right to have complaints about possible breaches of student data 
addressed. Complaints should be directed in writing to the Chief Privacy Officer, New York 
State Education Department, 89 Washington Avenue, Albany, New York 12234. Complaints 
may also be submitted using the form available at the following 
website http://www.nysed.gov/data-privacy-security/report-improper-disclosure. 


 
BY THE VENDOR:      
 
______________________________ 
Signature  
 
__Aaron Barley_________________ 
Printed Name  
 
__Sales Manager_______________ 
Title 
 
___5/11/2020____________________ 
Date  
 



http://www.nysed.gov/data-privacy-security/student-data-inventory

http://www.nysed.gov/data-privacy-security/report-improper-disclosure

abarley@masterlibrary.com

Signature
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EXHIBIT D (CONTINUED) 
 


SUPPLEMENTAL INFORMATION 
 


ABOUT THE MASTER LICENSE AND SERVICE AGREEMENT 
BETWEEN 


ERIE 1 BOCES AND [MASTERLIBRARY.COM LLC.] 


 
Erie 1 BOCES has entered into a Master License and Service Agreement (“MLSA”) with 
[MasterLibrary.Com LLC.] which governs the availability to Participating Educational Agencies of 
the following Product(s): 
 


[ML Schedules, ML Work Orders, ML Binders, ML Plans, and ML Projects] 
 
Pursuant to the MLSA, Participating Educational Agencies may provide to Vendor, and Vendor 
will receive, personally identifiable information about students, or teachers and principals, that is 
protected by Section 2-d of the New York State Education Law (“Protected Data”). 
 
Exclusive Purpose for which Protected Data will be Used: The exclusive purpose for which 
Vendor is being provided access to Protected Data is to provide Participating Educational 
Agencies with the functionality of the Product(s) listed above.  Vendor agrees that it will not use 
the Protected Data for any other purposes not explicitly authorized in the MLSA.  Protected Data 
received by Vendor, or any of Vendor’s subcontactors, assignees, or other authorized agents, will 
not be sold, or released or used for any commercial or marketing purposes.  
 
Oversight of Subcontractors: In the event that Vendor engages subcontactors, assignees, or 
other authorized agents to perform one or more of its obligations under the MLSA (including any 
hosting service provider), it will require those to whom it discloses Protected Data to execute 
legally binding agreements acknowledging the obligation under Section 2-d of the New York State 
Education Law to comply with the same data security and privacy standards required of Vendor 
under the MLSA and applicable state and federal law.  Vendor will ensure that such 
subcontactors, assignees, or other authorized agents abide by the provisions of these 
agreements by: [MasterLibrary.Com will not be engaging with subcontractors to perform any 
obligations under the MLSA.] 
 
Duration of MLSA and Protected Data Upon Expiration: 
 


• The MLSA commences on [6/1/2020] and expires on [6/30/2023]. 


• Upon expiration of the MLSA without renewal, or upon termination of the MLSA prior to 
expiration, Vendor will securely delete or otherwise destroy any and all Protected Data 
remaining in the possession of Vendor or its assignees or subcontractors or other 
authorized persons or entities to whom it has disclosed Protected Data. If requested by 
Erie 1 BOCES and/or any Participating Educational Agency, Vendor will assist a 
Participating Educational Agency in exporting all Protected Data previously received back 
to the Participating Educational Agency for its own use, prior to deletion, in such formats 
as may be requested by the Participating Educational Agency.  
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• In the event the Master Agreement is assigned to a successor Vendor (to the extent 
authorized by the Master Agreement), the Vendor will cooperate with Erie 1 BOCES as 
necessary to transition Protected Data to the successor Vendor prior to deletion. 


• Neither Vendor nor any of its subcontractors or other authorized persons or entities to 
whom it has disclosed Protected Data will retain any Protected Data, copies, summaries 
or extracts of the Protected Data, or any de-identified Protected Data, on any storage 
medium whatsoever. Upon request, Vendor and/or its subcontractors or other authorized 
persons or entities to whom it has disclosed Protected Data, as applicable, will provide 
Erie 1 BOCES with a certification from an appropriate officer that these requirements 
have been satisfied in full. 
 


Challenging Accuracy of Protected Data: Parents or eligible students can challenge the 
accuracy of any Protected Data provided by a Participating Educational Agency to Vendor, by 
contacting the student's district of residence regarding procedures for requesting amendment of 
education records under the Family Educational Rights and Privacy Act (FERPA).  Teachers or 
principals may be able to challenge the accuracy of APPR data provided to Vendor by following 
the appeal process in their employing school district’s applicable APPR Plan. 
 
Data Storage and Security Protections: Any Protected Data Vendor receives will be stored 
on systems maintained by Vendor, or by a subcontractor under the direct control of Vendor, in a 
secure data center facility located within the United States.  The measures that Vendor will take 
to protect Protected Data include adoption of technologies, safeguards and practices that align 
with the NIST Cybersecurity Framework and industry best practices including, but not necessarily 
limited to, disk encryption, file encryption, firewalls, and password protection. 
 
Encryption of Protected Data: Vendor (or, if applicable, its subcontractors) will protect 
Protected Data in its custody from unauthorized disclosure while in motion or at rest, using a 
technology or methodology specified by the secretary of the U.S. Department of HHS in guidance 
issued under Section 13402(H)(2) of P.L. 111-5. 
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Optional Confirmation of Acceptance on Customer Request


Once Microsoft returns to its normal business processes, if Customer requests a Microsoft 
signature, an authorized representative of Microsoft will sign and deliver a copy of this
Alternative Acceptance Form below to confirm the effectiveness of the agreement as of the
Agreement Effective Date shown above. 


Optional Microsoft Confirmation of Acceptance 


Enter applicable Microsoft Affiliate: <choose one> 
By signature of its duly authorized representative below, Microsoft hereby acknowledges, ratifies 
and confirms that the agreement referenced on this Alternative Acceptance Form was duly 
accented, and is effective as of the Aareement Effective Date shown above. 
Signarure: ! sign your complete name


! I ' 
Printed First and last Name: . print your complete name 


, Printed TIiie: I print your title 
I Signature Date: 


AAForm(MSOnly)(WW)(ENG)(May2020) 


enter the date you signed this form 


MAAF01 Page 2 of2 
Document X20-12893 


,i 
\ 
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DATA SHARING AND CONFIDENTIALITY AGREEMENT (CONTINUED) 


ERIE 1 BOCES 


BILL OF RIGHTS FOR DATA SECURITY AND PRIVACY 


Erie 1 BOCES is committed to protecting the privacy and security of student, teacher, and principal data. 


In accordance with New York Education Law § 2-d, the BOCES wishes to inform the community of the 


following: 


(1) A student's personally identifiable information cannot be sold or released for any commercial


purposes.


(2) Parents have the right to inspect and review the complete contents of their child's education record.


(3) State and federal laws protect the confidentiality of personally identifiable information, and


safeguards associated with industry standards and best practices, including but not limited to, encryption,


firewalls, and password protection, must be in place when data is stored or transferred.


(4) A complete list of all student data elements collected by the State is available for public review


at http://www.nysed.gov/data-privacy-security/student-data-inventory, or by writing to the Office of


Information & Reporting Services, New York State Education Department, Room 863 EBA, 89


Washington Avenue, Albany, New York 12234.


(5) Parents have the right to have complaints about possible breaches of student data addressed.


Complaints should be directed in writing to the Chief Privacy Officer, New York State Education


Department, 89 Washington Avenue, Albany, New York 12234. Complaints may also be submitted using


the form available at the following website: http://www.nysed.gov/data-privacy-security/report-improper-


disclosure.


BY THE VENDOR: 


______________________________ 


Signature  


______________________________ 


Title 


 


______________________________ 


Date  


DocuSign Envelope ID: EFE71A4F-ED9F-4502-AE0F-8AB0DB7A25D3


7/29/2020


VP Controller
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DATA SHARING AND CONFIDENTIALITY AGREEMENT (CONTINUED) 


SUPPLEMENTAL INFORMATION ABOUT A CONTRACT 


BETWEEN POWERSCHOOL GROUP LLC AND ERIE 1 BOCES 


Erie 1 BOCES has entered into a Contract with PowerSchool Group LLC which governs the availability to 


Participating Educational Agencies of the following Product(s): 


PowerSchool Student Information System 


Pursuant to this Contract, Participating Educational Agencies (i.e., those educational agencies that are 


authorized to use the above Product(s) by purchasing certain shared technology services and software 


through a Cooperative Educational Services Agreement with Erie 1 BOCES) may provide to Vendor, and 


Vendor will receive, personally identifiable information about students, or teachers and principals, that is 


protected by Section 2-d of the New York State Education Law (“Protected Data”). Vendor has also entered 


into a separate Data Sharing and Confidentiality Agreement (“DSC Agreement”) with Erie 1 BOCES 


setting forth Vendor’s obligations to protect the confidentiality, privacy and security of Protected Data it 


receives pursuant to the Contract.  


Exclusive Purpose for which Protected Data will be Used:  The exclusive purpose for which Vendor is 


being provided access to the Protected Data is to provide Participating Educational Agencies with the 


functionality of the Product(s) listed above.  Vendor agrees that it will not use the Protected Data for any 


other purposes not explicitly authorized above or in the DSC Agreement.  Protected Data received by 


Vendor, or any of Vendor’s subcontractors, assignees, or other authorized agents, will not be sold, or 


released or used for any commercial or marketing purposes.  


Oversight of Subcontractors: In the event that Vendor engages subcontractors, assignees, or other 


authorized agents to perform one or more of its obligations under the Contract (including any hosting 


service provider), it will require those to whom it discloses Protected Data to execute legally binding 


agreements acknowledging their obligation under Section 2-d of the New York State Education Law to 


comply with the same data security and privacy standards required of Vendor under the Contract and 


applicable state and federal law.  Vendor will ensure that such subcontractors, assignees, or other authorized 


agents abide by the provisions of these agreements by: separate contract with any such subcontractors.  


Duration of Contract and Protected Data Upon Expiration: 


 The Contract commences on July 1, 2017, and renews annually.


 Upon expiration of the Contract without renewal, or upon termination of the Contract prior to


expiration, Vendor will securely delete or otherwise destroy any and all Protected Data remaining


in the possession of Vendor or its assignees or subcontractors or other authorized persons or


entities to whom it has disclosed Protected Data. If requested by Erie 1 BOCES and/or any


Participating Educational Agency, Vendor will assist a Participating Educational Agency in


exporting all Protected Data previously received back to the Participating Educational Agency for


its own use, prior to deletion, in such formats as may be requested by the Participating Educational


Agency.


 In the event the Contract is assigned to a successor Vendor (to the extent authorized by the


Contract), the Vendor will cooperate with Erie 1 BOCES as necessary to transition Protected Data


to the successor Vendor prior to deletion.


DocuSign Envelope ID: EFE71A4F-ED9F-4502-AE0F-8AB0DB7A25D3
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 Neither Vendor nor any of its subcontractors or other authorized persons or entities to whom it


has disclosed Protected Data will retain any Protected Data, copies, summaries or extracts of the


Protected Data, or any de-identified Protected Data, on any storage medium whatsoever. Upon


request, Vendor and/or its subcontractors or other authorized persons or entities to whom it has


disclosed Protected Data, as applicable, will provide Erie 1 BOCES with a certification from an


appropriate officer that these requirements have been satisfied in full.


Challenging Accuracy of Protected Data:  Parents or eligible students can challenge the accuracy of any 


Protected Data provided by a Participating Educational Agency to Vendor, by contacting the student's 


district of residence regarding procedures for requesting amendment of education records under the Family 


Educational Rights and Privacy Act (FERPA).  Teachers or principals may be able to challenge the accuracy 


of any APPR data provided to Vendor by following the appeal process in their employing school district’s 


applicable APPR Plan. 


Data Storage and Security Protections:  Any Protected Data Vendor receives will be stored on systems 


maintained by Vendor, or by a subcontractor under the direct control of Vendor, in a secure data center 


facility located within the United States.  The measures that Vendor will take to protect Protected Data 


include adoption of technologies, safeguards and practices that align with the NIST Cybersecurity 


Framework and industry best practices including, but not necessarily limited to, disk encryption, file 


encryption, firewalls, and password protection. 


Encryption of Protected Data: Vendor (or, if applicable, its subcontractors) will protect Protected Data in 


its custody from unauthorized disclosure while in motion or at rest, using a technology or methodology 


specified by the secretary of the U.S. Department of HHS in guidance issued under Section 13402(H)(2) of 


P.L. 111-5.
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EXHIBIT A 
DATA PRIVACY AND SECURITY TERMS AND CONDITIONS 


for the Master Agreement between 
City School District of The City of Niagara Falls(“District”) and Pure Data Consulting Inc. 


(“Vendor”) (collectively the “Parties”) 
 


WHEREAS, the District and Vendor are parties to a contract or other written 
Agreement for purposes of providing certain products or services to the District (“Master 
Agreement”); and 


 
WHEREAS, Education Law §2-d and Part 121 of the Regulations of the 


Commissioner of Education (collectively referred to as “Section 2-d”) require the Parties 
to have certain terms and conditions governing the privacy and security of certain data 
the Vendor will receive pursuant to the Master Agreement; and 


 
WHEREAS, the Parties are desirous to set forth such terms and conditions in 


this Exhibit to the Master Agreement; 
 


NOW THEREFORE, in consideration of the mutual promises set forth in the 
Master Agreement, the Parties agree to the following terms and conditions. 


 
A. DEFINITIONS 


 
1. "Student Data" means personally identifiable information from the student 
records of the District that Vendor receives pursuant to the Master Agreement. 


 
2. “Teacher or Principal Data” means personally identifiable information from 
the records of the District relating to the annual professional performance reviews of 
classroom teachers or principals that is confidential and not subject to release under 
Education Law §§ 3012-c and 3012-d that Vendor receives pursuant to the Master 
Agreement. 


 
3. “Protected Data” means Student Data and/or Teacher or Principal Data, 
as defined above. 


 
B. PURPOSE 


 
1. Pursuant to the Master Agreement, the Vendor will receive Protected Data 
from the District for purposes of providing certain products or services to the District. 


 
2. To the extent that any terms contained in the Master Agreement, or any 
terms contained in any other Exhibit(s) attached to and made a part of the Master 
Agreement, conflict with these Terms and Conditions , these Terms and Conditions will 
apply and be given effect. In addition, in the event that Vendor has online or written 
Privacy Policies or Terms of Service (collectively, “TOS”) that would otherwise be 
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applicable to its customers or users of the products or services that are the subject of 
the Master Agreement between the District and Vendor, these Terms and Conditions 
shall supersede any conflicting terms of the TOS. 


 
C. DATA SHARING AND CONFIDENTIALITY 


 
1. Vendor Acknowledgments 


i. Vendor acknowledges that the Protected Data it receives pursuant 
to the Master Agreement originates from the District and that this Protected Data 
belongs to and is owned by the District. 


 
ii. Vendor will maintain the confidentiality of the Protected Data it 


receives in accordance with federal and state law (including but not limited to 
Section 2-d) and will comply with the District’s policy on data privacy and 
security. The District will provide Vendor with a copy of its policy on data privacy 
and security upon request. 


 
2. Vendor’s Data Privacy and Security Plan 


i. Vendor will implement all state, federal, and local data privacy and 
security requirements and such requirements contained within the Master 
Agreement and these Terms and Conditions including but not limited to the 
requirements set forth in the Parents’ Bill of Rights and the Supplemental 
Information set forth below, consistent with the District’s data privacy and security 
policy. 


 
ii. Vendor will have specific administrative, operational and technical 


safeguards and practices in place to protect Protected Data that it receives from 
the District under the Master Agreement. 


 
iii. Vendor has provided or will provide training on the federal and state 


laws governing confidentiality of Protected Data for any of its officers or 
employees or assignees, if applicable, who will have access to Protected Data, 
prior to receiving access. 


 
iv. If Vendor uses any subcontractor(s), Vendor will require such 


subcontractor(s) or other authorized persons or entities to whom it may disclose 
Protected Data to execute written agreements acknowledging that the data 
protection obligations imposed on Vendor by state and federal law, the Master 
Agreement, and these Terms and Conditions shall apply to the subcontractor. 


 
v. Vendor will follow certain procedures for the return, transition, 


deletion, and/or destruction of Protected Data upon termination, expiration or 
assignment (to the extent authorized) of the Master Agreement as set forth in 
detail in the Supplemental Information below. 


 
vi. Vendor will manage data privacy and security incidents that 


implicate Protected Data and will develop and implement plans to identify 
breaches or unauthorized disclosures. Vendor will provide prompt notification to 
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the District of any breaches or unauthorized disclosures of Protected Data in 
accordance with the provisions of Section 3 herein. 


 
3. Notification of Breach or Unauthorized Release 
With respect to any breach or unauthorized release of Protected Data, including 
any breach or unauthorized release of Protected Data by Vendor’s assignees or 
subcontractors, Vendor acknowledges and agrees to the following: 


 
i. Vendor will promptly notify the District of any breach or 
unauthorized release of Protected Data, in the most expedient way possible and 
without unreasonable delay, but no more than seven (7) calendar days after 
Vendor has discovered or been informed of the breach or unauthorized release. 


 
ii. Vendor will provide such notification to the District by contacting the 
Data Protection Officer directly by email at NRuffolo@NFSchools.net or by calling 
716-278-5860. 


 
iii. Vendor will cooperate with the District and provide as much 
information as possible directly to the Data Protection Officer or his/her designee 
about the incident, including but not limited to: a list of users impacted, a 
description of the incident, the date of the incident, the date Vendor discovered or 
was informed of the incident, a description of the types of Protected Data 
involved, an estimate of the number of records affected, the schools within the 
District affected, what the Vendor has done or plans to do to investigate the 
incident, stop the breach and mitigate any further unauthorized access or release 
of Protected Data, and contact information for Vendor representatives who can 
assist affected individuals that may have additional questions. 


 
iv. Vendor acknowledges that upon initial notification from Vendor, the 
District has an obligation under Section 2-d to in turn notify the Chief Privacy 
Officer in the New York State Education Department (“CPO”). Vendor agrees not 
to provide such notification to the CPO directly unless requested by the District or 
otherwise required by law. In the event the CPO contacts Vendor directly or 
requests more information from Vendor regarding the incident after having been 
initially informed of the incident by the District, Vendor will promptly inform the 
Data Protection Officer or his/her designee. 


 
v. Vendor will cooperate with the District and law enforcement to 
protect the integrity of investigations into the breach or unauthorized release of 
Protected Data. 


 
vi. Vendor will pay for or promptly reimburse the District for the full 
cost of notification, in the event the District is required under Section 2-d to notify 
affected parents, students, teachers or principals of a breach or unauthorized 
release of Protected Data attributed to Vendor, its subcontractors or assignees. 
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4. Additional Statutory and Regulatory Obligations 
Vendor acknowledges additional obligations under Section 2-d and that any 
failure to fulfill one or more of these statutory or regulatory obligations will be deemed a 
breach of the Master Agreement and these Terms and Conditions. Vendor 
acknowledges and agrees to the following: 


 
i. To limit internal access to Protected Data to only those employees 


or subcontractors that need access to the Protected Data in order to assist 
Vendor in fulfilling one or more of its obligations to the District under the Master 
Agreement. 


 
ii. To not use Protected Data for any purposes not explicitly 


authorized in the Master Agreement or these Terms and Conditions. 
 


iii. To not disclose any Protected Data to any other party, except for 
authorized employees, subcontractors, or assignees of Vendor using the 
information to carry out Vendor’s obligations to the District and in compliance 
with state and federal law, regulations and the terms of the Master Agreement, 
unless: 


 


a. the parent or eligible student provided prior written consent; 
or 


b. the disclosure is required by statute or court order and notice 
of the disclosure is provided to the District no later than the time of 
disclosure, unless such notice is expressly prohibited by the statute or 
court order. 


 
iv. To maintain reasonable administrative, technical, and physical 


safeguards to protect the security, confidentiality, and integrity of Protected Data 
in its custody. 


 
v. To use encryption to protect Protected Data in its custody while in 


motion and at rest, using a technology or methodology specified or permitted by 
the Secretary of the U.S. Department of Health and Human Services in guidance 
issued under Section 13402(H)(2) of Public Law 111-5. 


 
vi. To adopt technologies, safeguards and practices that align with the 


U.S. Department of Commerce National Institute for Standards and Technology 
Framework for Improving Critical Infrastructure Cybersecurity, “NIST 
Cybersecurity Framework” (Version 1.1). 


vii. To not sell Protected Data nor use or disclose it for any marketing 
or commercial purpose or facilitate its use or disclosure by any other party for 
any marketing or commercial purpose or permit another party to do so. 
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D. PARENTS’ BILL OF RIGHTS AND SUPPLEMENTAL INFORMATION 
1. Parents’ Bill of Rights 


 


Vendor acknowledges and agrees that the District’s Parents’ Bill of Rights as set 
forth herein and as posted on the District’s website is incorporated into these Terms and 
Conditions. 


 
PARENTS' BILL OF RIGHTS FOR DATA PRIVACY AND SECURITY 


 
City School District of The City of Niagara Falls is committed to protecting the 
privacy and security of student data and teacher and principal data. In accordance 
with New York Education Law Section 2-d and its implementing regulations, the 
District informs the school community of the following: 


 
1) A student's personally identifiable information cannot be sold or released 
for any commercial purposes. 


 
2) Parents have the right to inspect and review the complete contents of 
their child's education record. 


 
3) State and federal laws protect the confidentiality of personally identifiable 
information, and safeguards associated with industry standards and best 
practices, including but not limited to encryption, firewalls, and password 
protection, must be in place when data is stored or transferred. 


 
4) A complete list of all student data elements collected by New York State is 
available for public review at the following website 
http://www.nysed.gov/data-privacy-security/student-data-inventory or by 
writing to the Office of Information and Reporting Services, New York 
State Education Department, Room 865 EBA, 89 Washington Avenue, 
Albany, New York 12234. 


 
5) Parents have the right to have complaints about possible breaches of 
student data addressed. Complaints should be directed in writing to 
Privacy Complaint, Chief Privacy Officer, New York State Education 
Department, 89 Washington Avenue, Albany, New York 12234. 
Complaints may also be submitted using the form available at the 
following website 
http://www.nysed.gov/data-privacy-security/report-improper-disclosure 
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APPENDIX 
 


Supplemental Information Regarding Third-Party Contractors 
 


In the course of complying with its obligations under the law and providing 
educational services to District residents, the City School District of the City of Niagara Falls 
has entered into agreements with certain third-party contractors. Pursuant to these 
agreements, third-party contractors may have access to "student data" and/or 
"teacher or principal data," as those terms are defined by law and regulation. 


 
For each contract or other written agreement that the District enters into 


with a third-party contractor where the third-party contractor receives student data 
or teacher or principal data from the District, the following supplemental 
information will be included with this Bill of Rights: 


 
1) The exclusive purposes for which the student data or teacher or principal 


data will be used by the third-party contractor, as defined in the contract; 
 


2) How the third-party contractor will ensure that the subcontractors, or 
other authorized persons or entities to whom the third-party contractor 
will disclose the student data or teacher or principal data, if any, will abide 
by all applicable data protection and security requirements, including but 
not limited to those outlined in applicable laws and regulations (e.g., 
FERPA; Education Law Section 2-d); 


 
3) The duration of the contract, including the contract’s expiration date, and 


a description of what will happen to the student data or teacher or 
principal data upon expiration of the contract or other written agreement 
(e.g., whether, when, and in what format it will be returned to the 
District, and/or whether, when, and how the data will be destroyed); 


 
4) If and how a parent, student, eligible student, teacher, or principal may 


challenge the accuracy of the student data or teacher or principal data 
that is collected; 


 
5) Where the student data or teacher or principal data will be stored, 


described in a manner as to protect data security, and the security 
protections taken to ensure the data will be protected and data privacy 
and security risks mitigated; and 


 
6) Address how the data will be protected using encryption while in motion 


and at rest. 
 
2. Supplemental Information 


i. The exclusive purpose for which Protected Data will be used is site 
licenses to VENDOR . Vendor will not use the Protected Data for any other purposes not explicitly 
authorized herein orwithin the Master Agreement. 
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ii. In the event that Vendor engages subcontractors or other 
authorized persons or entities (“Subcontractors”) to perform one or more of its 
obligations under the Master Agreement (including hosting of the Protected 
Data), Vendor will require Subcontractors to execute legally binding agreements 
acknowledging and agreeing to comply with all applicable data protection, 
privacy and security requirements required of Vendor under the Master 
Agreement, these Terms and Conditions, and applicable state and federal law 
and regulations. 


 
iii. The Master Agreement commences on July 1, 2020 and expires on 


June 30, 2021. Upon expiration of the Master Agreement without renewal, or 
upon termination of the Master Agreement prior to its expiration, Vendor will 
(select all that apply): 


☐ Securely delete or otherwise destroy all Protected Data 
remaining in the possession of Vendor or any of its Subcontractors. 
☐ Assist the District in exporting and returning all Protected Data 
previously received to the District in such formats as may be 
requested by the District. 
☐ Contact the District requesting instruction for the deletion or 
return of all Protected Data. 


 
In the event the Master Agreement is assigned to a successor Vendor (to 
the extent authorized by the Master Agreement), the Vendor will cooperate with 
the District as necessary to transition Protected Data to the successor Vendor 
prior to deletion. 


 
Neither Vendor nor any Subcontractors will retain any Protected Data, 


copies, summaries or extracts of the Protected Data, or any de-identified 
Protected Data, on any storage medium whatsoever. Upon request, Vendor 
and/or Subcontractors will provide the District with a certification from an 
appropriate officer that these requirements have been satisfied in full. 


 
iv. Parents or eligible students can challenge the accuracy of any 


Protected Data in accordance with the District’s procedures for requesting 
amendment of education records under the Family Educational Rights and 
Privacy Act (FERPA). Teachers or principals may request to challenge the 
accuracy of APPR data provided to Vendor by following the appeal process in 
the District’s applicable APPR Plan. 


 
v. Any Protected Data will be stored on systems maintained by 


Vendor, or Subcontractor(s) under the direct control of Vendor, in a secure data 
center facility. The measures that Vendor (and, if applicable, Subcontractor(s)) 
will take to protect Protected Data include adoption of technologies, safeguards 
and practices that align with the U.S. Department of Commerce National Institute 
for Standards and Technology Framework for Improving Critical Infrastructure 
Cybersecurity, “NIST Cybersecurity Framework” (Version 1.1) and safeguards 
associated with industry standards and best practices including, but not limited 
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to, disk encryption, file encryption, firewalls, and password protection. 
 


vi. Vendor (and, if applicable, Subcontractor(s)) will use encryption to 
protect Protected Data in its custody while in motion and at rest, using a 
technology or methodology specified or permitted by the Secretary of the U.S. 
Department of Health and Human Services in guidance issued under Section 
13402(H)(2) of Public Law 111-5. 


 
3. Posting 
In accordance with Section 2-d, the District will publish the Parents’ Bill of Rights 
and Supplemental Information from these Terms and Conditions on its website. The 
District may redact the Parents’ Bill of Rights and Supplemental Information to the 
extent necessary to safeguard the privacy and/or security of the District’s data and/or 
technology infrastructure. 
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IN WITNESS WHEREOF, the Parties have indicated their acceptance of these Terms 
and Conditions including the Parents’ Bill of Rights and Supplemental Information by 
their signatures below on the dates indicated. 


 
BY THE VENDOR: 


   Talha Yousuf 


Name (Print) 
 


Signature 
   Founder/Chief Data Officer 


Title 
   08/24/2022 


Date 
 


BY THE DISTRICT: 
Nicholas J. Ruffolo  
Name (Print) 
Nicholas J. Ruffolo  
Signature 
Teacher on Special Assignment (Information Services) 
Title 
12/21/2020 
Date 
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Exhibit B 
 


Does your product or service utilize a clickwrap or clickthrough agreement? Yes or No 


Are there any advertisements on your product? Yes No 


What user data is collected by your product, service or company? 
Data such as name, student ID, school information, attendance information (meeting and daily) is processed 
within PowerSchool and the product does not store any personal information externally. 
 
 
 
 


Please identify how data at rest is protected by your product, service or company? 
Since the plugin are designed & installed within PowerSchool, the stored data complies based on PowerSchool’s 
regulations. 
 
 
 


Please identify how data in transit is protected by your product, service or company? 
Since the plugin is designed & installed within PowerSchool, standard procedures for PowerSchool are 
utilized to transit the data. 
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EXHIBIT A

DATA PRIVACY AND SECURITY TERMS AND CONDITIONS

                   for the Master Agreement between

 City School District of The City of Niagara Falls(“District”) and Tyler Technologies (“Vendor”)

(collectively the “Parties”)



WHEREAS, the District and Vendor are parties to a contract or other written

Agreement for purposes of providing certain products or services to the District (“Master

Agreement”); and



WHEREAS, Education Law §2-d and Part 121 of the Regulations of the

Commissioner of Education (collectively referred to as “Section 2-d”) require the Parties

to have certain terms and conditions governing the privacy and security of certain data

the Vendor will receive pursuant to the Master Agreement; and



WHEREAS, the Parties are desirous to set forth such terms and conditions in

this Exhibit to the Master Agreement;



NOW THEREFORE, in consideration of the mutual promises set forth in the

Master Agreement, the Parties agree to the following terms and conditions.



A. DEFINITIONS



1. 	"Student Data" means personally identifiable information from the student

records of the District that Vendor receives pursuant to the Master Agreement.



2. 	“Teacher or Principal Data” means personally identifiable information from

the records of the District relating to the annual professional performance reviews of

classroom teachers or principals that is confidential and not subject to release under

Education Law §§ 3012-c and 3012-d that Vendor receives pursuant to the Master

Agreement.



3. 	“Protected Data” means Student Data and/or Teacher or Principal Data,

as defined above.



B. PURPOSE



1. 	Pursuant to the Master Agreement, the Vendor will receive Protected Data

from the District for purposes of providing certain products or services to the District.



2. 	To the extent that any terms contained in the Master Agreement, or any

terms contained in any other Exhibit(s) attached to and made a part of the Master

Agreement, conflict with these Terms and Conditions , these Terms and Conditions will

apply and be given effect. In addition, in the event that Vendor has online or written

Privacy Policies or Terms of Service (collectively, “TOS”) that would otherwise be







applicable to its customers or users of the products or services that are the subject of

the Master Agreement between the District and Vendor, these Terms and Conditions

shall supersede any conflicting terms of the TOS.



C. DATA SHARING AND CONFIDENTIALITY



1. 	Vendor Acknowledgments

i. Vendor acknowledges that the Protected Data it receives pursuant

to the Master Agreement originates from the District and that this Protected Data

belongs to and is owned by the District.



ii. Vendor will maintain the confidentiality of the Protected Data it

receives in accordance with federal and state law (including but not limited to

Section 2-d) and will comply with the District’s policy on data privacy and

security. The District will provide Vendor with a copy of its policy on data privacy

and security upon request.



2. 	Vendor’s Data Privacy and Security Plan

i. Vendor will implement all state, federal, and local data privacy and

security requirements and such requirements contained within the Master

Agreement and these Terms and Conditions including but not limited to the

requirements set forth in the Parents’ Bill of Rights and the Supplemental

Information set forth below, consistent with the District’s data privacy and security

policy.



ii. Vendor will have specific administrative, operational and technical

safeguards and practices in place to protect Protected Data that it receives from

the District under the Master Agreement.



iii. Vendor has provided or will provide training on the federal and state

laws governing confidentiality of Protected Data for any of its officers or

employees or assignees, if applicable, who will have access to Protected Data,

prior to receiving access.



iv. If Vendor uses any subcontractor(s), Vendor will require such

subcontractor(s) or other authorized persons or entities to whom it may disclose

Protected Data to execute written agreements acknowledging that the data

protection obligations imposed on Vendor by state and federal law, the Master

Agreement, and these Terms and Conditions shall apply to the subcontractor.



v. Vendor will follow certain procedures for the return, transition,

deletion, and/or destruction of Protected Data upon termination, expiration or

assignment (to the extent authorized) of the Master Agreement as set forth in

detail in the Supplemental Information below.

	

vi. Vendor will manage data privacy and security incidents that

implicate Protected Data and will develop and implement plans to identify

breaches or unauthorized disclosures. Vendor will provide prompt notification to

the District of any breaches or unauthorized disclosures of Protected Data in

accordance with the provisions of Section 3 herein.



3. 	Notification of Breach or Unauthorized Release

With respect to any breach or unauthorized release of Protected Data, including

any breach or unauthorized release of Protected Data by Vendor’s assignees or

subcontractors, Vendor acknowledges and agrees to the following:



i. 	Vendor will promptly notify the District of any breach or

unauthorized release of Protected Data, in the most expedient way possible and

without unreasonable delay, but no more than seven (7) calendar days after

Vendor has discovered or been informed of the breach or unauthorized release.



ii.	 Vendor will provide such notification to the District by contacting the

Data Protection Officer directly by email at RGranieri@nfschools.net or by calling

716-286-4292.



iii. 	Vendor will cooperate with the District and provide as much

information as possible directly to the Data Protection Officer or his/her designee

about the incident, including but not limited to: a list of users impacted, a

description of the incident, the date of the incident, the date Vendor discovered or

was informed of the incident, a description of the types of Protected Data

involved, an estimate of the number of records affected, the schools within the

District affected, what the Vendor has done or plans to do to investigate the

incident, stop the breach and mitigate any further unauthorized access or release

of Protected Data, and contact information for Vendor representatives who can

assist affected individuals that may have additional questions.



iv. 	Vendor acknowledges that upon initial notification from Vendor, the

District has an obligation under Section 2-d to in turn notify the Chief Privacy

Officer in the New York State Education Department (“CPO”). Vendor agrees not

to provide such notification to the CPO directly unless requested by the District or

otherwise required by law. In the event the CPO contacts Vendor directly or

requests more information from Vendor regarding the incident after having been

initially informed of the incident by the District, Vendor will promptly inform the

Data Protection Officer or his/her designee.



v. 	Vendor will cooperate with the District and law enforcement to

protect the integrity of investigations into the breach or unauthorized release of

Protected Data.



vi. 	Vendor will pay for or promptly reimburse the District for the full

cost of notification, in the event the District is required under Section 2-d to notify

affected parents, students, teachers or principals of a breach or unauthorized

release of Protected Data attributed to Vendor, its subcontractors or assignees.







4.	 Additional Statutory and Regulatory Obligations

Vendor acknowledges additional obligations under Section 2-d and that any

failure to fulfill one or more of these statutory or regulatory obligations will be deemed a

breach of the Master Agreement and these Terms and Conditions. Vendor

acknowledges and agrees to the following:



i. To limit internal access to Protected Data to only those employees

or subcontractors that need access to the Protected Data in order to assist

Vendor in fulfilling one or more of its obligations to the District under the Master

Agreement.



ii.  To not use Protected Data for any purposes not explicitly

authorized in the Master Agreement or these Terms and Conditions.



iii. To not disclose any Protected Data to any other party, except for

authorized employees, subcontractors, or assignees of Vendor using the

information to carry out Vendor’s obligations to the District and in compliance

with state and federal law, regulations and the terms of the Master Agreement,

unless:



a. the parent or eligible student provided prior written consent;

or

b. the disclosure is required by statute or court order and notice

of the disclosure is provided to the District no later than the time of

disclosure, unless such notice is expressly prohibited by the statute or

court order.



iv. To maintain reasonable administrative, technical, and physical

safeguards to protect the security, confidentiality, and integrity of Protected Data

in its custody.



v. To use encryption to protect Protected Data in its custody while in

motion and at rest, using a technology or methodology specified or permitted by

the Secretary of the U.S. Department of Health and Human Services in guidance

issued under Section 13402(H)(2) of Public Law 111-5.



       vi.	        To adopt technologies, safeguards and practices that align with the

U.S. Department of Commerce National Institute for Standards and Technology

Framework for Improving Critical Infrastructure Cybersecurity, “NIST

Cybersecurity Framework” (Version 1.1).

vii. To not sell Protected Data nor use or disclose it for any marketing

or commercial purpose or facilitate its use or disclosure by any other party for

any marketing or commercial purpose or permit another party to do so.











D.   PARENTS’ BILL OF RIGHTS AND SUPPLEMENTAL INFORMATION

1. 	Parents’ Bill of Rights



Vendor acknowledges and agrees that the District’s Parents’ Bill of Rights as set

forth herein and as posted on the District’s website is incorporated into these Terms and

Conditions.



PARENTS' BILL OF RIGHTS FOR DATA PRIVACY AND SECURITY



City School District of The City of Niagara Falls is committed to protecting the

privacy and security of student data and teacher and principal data. In accordance

with New York Education Law Section 2-d and its implementing regulations, the

District informs the school community of the following:



1) A student's personally identifiable information cannot be sold or released

for any commercial purposes.



2) Parents have the right to inspect and review the complete contents of

their child's education record.



3) State and federal laws protect the confidentiality of personally identifiable

information, and safeguards associated with industry standards and best

practices, including but not limited to encryption, firewalls, and password

protection, must be in place when data is stored or transferred.



4) A complete list of all student data elements collected by New York State is

available for public review at the following website

http://www.nysed.gov/data-privacy-security/student-data-inventory or by

writing to the Office of Information and Reporting Services, New York

State Education Department, Room 865 EBA, 89 Washington Avenue,

Albany, New York 12234.



5) Parents have the right to have complaints about possible breaches of

student data addressed. Complaints should be directed in writing to

Privacy Complaint, Chief Privacy Officer, New York State Education

Department, 89 Washington Avenue, Albany, New York 12234.

Complaints may also be submitted using the form available at the

following website

http://www.nysed.gov/data-privacy-security/report-improper-disclosure



















APPENDIX



Supplemental Information Regarding Third-Party Contractors



In the course of complying with its obligations under the law and providing

educational services to District residents, the City School District of the City of Niagara Falls

has entered into agreements with certain third-party contractors. Pursuant to these

agreements, third-party contractors may have access to "student data" and/or

"teacher or principal data," as those terms are defined by law and regulation.



For each contract or other written agreement that the District enters into

with a third-party contractor where the third-party contractor receives student data

or teacher or principal data from the District, the following supplemental

information will be included with this Bill of Rights:



1)  The exclusive purposes for which the student data or teacher or principal

data will be used by the third-party contractor, as defined in the contract;



2)  How the third-party contractor will ensure that the subcontractors, or

other authorized persons or entities to whom the third-party contractor

will disclose the student data or teacher or principal data, if any, will abide

by all applicable data protection and security requirements, including but

not limited to those outlined in applicable laws and regulations (e.g.,

FERPA; Education Law Section 2-d);



3) The duration of the contract, including the contract’s expiration date, and

a description of what will happen to the student data or teacher or

principal data upon expiration of the contract or other written agreement

(e.g., whether, when, and in what format it will be returned to the

District, and/or whether, when, and how the data will be destroyed);



4) If and how a parent, student, eligible student, teacher, or principal may

challenge the accuracy of the student data or teacher or principal data

that is collected;



5) Where the student data or teacher or principal data will be stored,

described in a manner as to protect data security, and the security

protections taken to ensure the data will be protected and data privacy

and security risks mitigated; and



6) Address how the data will be protected using encryption while in motion

and at rest.



2.	 Supplemental Information

i.	The exclusive purpose for which Protected Data will be used is site

licenses to Tyler Technologies . Vendor will not use the Protected Data for any other purposes not explicitly authorized herein orwithin the Master Agreement.



ii.	In the event that Vendor engages subcontractors or other

authorized persons or entities (“Subcontractors”) to perform one or more of its

obligations under the Master Agreement (including hosting of the Protected

Data), Vendor will require Subcontractors to execute legally binding agreements

acknowledging and agreeing to comply with all applicable data protection,

privacy and security requirements required of Vendor under the Master

Agreement, these Terms and Conditions, and applicable state and federal law

and regulations.



iii.	The Master Agreement commences on July 1, 2020 and expires on

June 30, 2021. Upon expiration of the Master Agreement without renewal, or

upon termination of the Master Agreement prior to its expiration, Vendor will

(select all that apply):

☐ Securely delete or otherwise destroy all Protected Data

remaining in the possession of Vendor or any of its Subcontractors.

☐ Assist the District in exporting and returning all Protected Data

previously received to the District in such formats as may be

requested by the District.

☐ Contact the District requesting instruction for the deletion or

return of all Protected Data.



In the event the Master Agreement is assigned to a successor Vendor (to

the extent authorized by the Master Agreement), the Vendor will cooperate with

the District as necessary to transition Protected Data to the successor Vendor

prior to deletion.



Neither Vendor nor any Subcontractors will retain any Protected Data,

copies, summaries or extracts of the Protected Data, or any de-identified

Protected Data, on any storage medium whatsoever. Upon request, Vendor

and/or Subcontractors will provide the District with a certification from an

appropriate officer that these requirements have been satisfied in full.



iv.	Parents or eligible students can challenge the accuracy of any

Protected Data in accordance with the District’s procedures for requesting

amendment of education records under the Family Educational Rights and

Privacy Act (FERPA). Teachers or principals may request to challenge the

accuracy of APPR data provided to Vendor by following the appeal process in

the District’s applicable APPR Plan.



v. 	Any Protected Data will be stored on systems maintained by

Vendor, or Subcontractor(s) under the direct control of Vendor, in a secure data

center facility. The measures that Vendor (and, if applicable, Subcontractor(s))

will take to protect Protected Data include adoption of technologies, safeguards

and practices that align with the U.S. Department of Commerce National Institute

for Standards and Technology Framework for Improving Critical Infrastructure

Cybersecurity, “NIST Cybersecurity Framework” (Version 1.1) and safeguards

associated with industry standards and best practices including, but not limited

to, disk encryption, file encryption, firewalls, and password protection.



vi.  Vendor (and, if applicable, Subcontractor(s)) will use encryption to

protect Protected Data in its custody while in motion and at rest, using a

technology or methodology specified or permitted by the Secretary of the U.S.

Department of Health and Human Services in guidance issued under Section

13402(H)(2) of Public Law 111-5.



3. 	Posting

In accordance with Section 2-d, the District will publish the Parents’ Bill of Rights

and Supplemental Information from these Terms and Conditions on its website. The

District may redact the Parents’ Bill of Rights and Supplemental Information to the

extent necessary to safeguard the privacy and/or security of the District’s data and/or

technology infrastructure.







































































IN WITNESS WHEREOF, the Parties have indicated their acceptance of these Terms

and Conditions including the Parents’ Bill of Rights and Supplemental Information by

their signatures below on the dates indicated.



BY THE VENDOR:

___________________________________

Name (Print)

___________________________________

Signature

___________________________________

Title

___________________________________

Date



BY THE DISTRICT:

Raymond Granieri_________________

Name (Print)

[bookmark: _GoBack]Raymond Granieri_____________________

Signature

Administrator for Information Services

Title

4/5/2022
Date

















































Exhibit B



Does your product or service utilize a clickwrap or clickthrough agreement? Yes or No 



Are there any advertisements on your product? Yes No 



What user data is collected by your product, service or company? _____________________________________________________________________________________ _____________________________________________________________________________________ _____________________________________________________________________________________ _____________________________________________________________________________________ _____________________________________________________________________________________ Please identify how data at rest is protected by your product, service or company? _____________________________________________________________________________________ _____________________________________________________________________________________ _____________________________________________________________________________________ _____________________________________________________________________________________ _____________________________________________________________________________________ Please identify how data in transit is protected by your product, service or company? _____________________________________________________________________________________ _____________________________________________________________________________________ _____________________________________________________________________________________ _____________________________________________________________________________________ _____________________________________________________________________________________
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EXHIBIT A

DATA PRIVACY AND SECURITY TERMS AND CONDITIONS

                   for the Master Agreement between

 City School District of The City of Niagara Falls(“District”) and Tyler Technologies (“Vendor”)

(collectively the “Parties”)



WHEREAS, the District and Vendor are parties to a contract or other written

Agreement for purposes of providing certain products or services to the District (“Master

Agreement”); and



WHEREAS, Education Law §2-d and Part 121 of the Regulations of the

Commissioner of Education (collectively referred to as “Section 2-d”) require the Parties

to have certain terms and conditions governing the privacy and security of certain data

the Vendor will receive pursuant to the Master Agreement; and



WHEREAS, the Parties are desirous to set forth such terms and conditions in

this Exhibit to the Master Agreement;



NOW THEREFORE, in consideration of the mutual promises set forth in the

Master Agreement, the Parties agree to the following terms and conditions.



A. DEFINITIONS



1. 	"Student Data" means personally identifiable information from the student

records of the District that Vendor receives pursuant to the Master Agreement.



2. 	“Teacher or Principal Data” means personally identifiable information from

the records of the District relating to the annual professional performance reviews of

classroom teachers or principals that is confidential and not subject to release under

Education Law §§ 3012-c and 3012-d that Vendor receives pursuant to the Master

Agreement.



3. 	“Protected Data” means Student Data and/or Teacher or Principal Data,

as defined above.



B. PURPOSE



1. 	Pursuant to the Master Agreement, the Vendor will receive Protected Data

from the District for purposes of providing certain products or services to the District.



2. 	To the extent that any terms contained in the Master Agreement, or any

terms contained in any other Exhibit(s) attached to and made a part of the Master

Agreement, conflict with these Terms and Conditions , these Terms and Conditions will

apply and be given effect. In addition, in the event that Vendor has online or written

Privacy Policies or Terms of Service (collectively, “TOS”) that would otherwise be







applicable to its customers or users of the products or services that are the subject of

the Master Agreement between the District and Vendor, these Terms and Conditions

shall supersede any conflicting terms of the TOS.



C. DATA SHARING AND CONFIDENTIALITY



1. 	Vendor Acknowledgments

i. Vendor acknowledges that the Protected Data it receives pursuant

to the Master Agreement originates from the District and that this Protected Data

belongs to and is owned by the District.



ii. Vendor will maintain the confidentiality of the Protected Data it

receives in accordance with federal and state law (including but not limited to

Section 2-d) and will comply with the District’s policy on data privacy and

security. The District will provide Vendor with a copy of its policy on data privacy

and security upon request.



2. 	Vendor’s Data Privacy and Security Plan

i. Vendor will implement all state, federal, and local data privacy and

security requirements and such requirements contained within the Master

Agreement and these Terms and Conditions including but not limited to the

requirements set forth in the Parents’ Bill of Rights and the Supplemental

Information set forth below, consistent with the District’s data privacy and security

policy.



ii. Vendor will have specific administrative, operational and technical

safeguards and practices in place to protect Protected Data that it receives from

the District under the Master Agreement.



iii. Vendor has provided or will provide training on the federal and state

laws governing confidentiality of Protected Data for any of its officers or

employees or assignees, if applicable, who will have access to Protected Data,

prior to receiving access.



iv. If Vendor uses any subcontractor(s), Vendor will require such

subcontractor(s) or other authorized persons or entities to whom it may disclose

Protected Data to execute written agreements acknowledging that the data

protection obligations imposed on Vendor by state and federal law, the Master

Agreement, and these Terms and Conditions shall apply to the subcontractor.



v. Vendor will follow certain procedures for the return, transition,

deletion, and/or destruction of Protected Data upon termination, expiration or

assignment (to the extent authorized) of the Master Agreement as set forth in

detail in the Supplemental Information below.

	

vi. Vendor will manage data privacy and security incidents that

implicate Protected Data and will develop and implement plans to identify

breaches or unauthorized disclosures. Vendor will provide prompt notification to

the District of any breaches or unauthorized disclosures of Protected Data in

accordance with the provisions of Section 3 herein.



3. 	Notification of Breach or Unauthorized Release

With respect to any breach or unauthorized release of Protected Data, including

any breach or unauthorized release of Protected Data by Vendor’s assignees or

subcontractors, Vendor acknowledges and agrees to the following:



i. 	Vendor will promptly notify the District of any breach or

unauthorized release of Protected Data, in the most expedient way possible and

without unreasonable delay, but no more than seven (7) calendar days after

Vendor has discovered or been informed of the breach or unauthorized release.



ii.	 Vendor will provide such notification to the District by contacting the

Data Protection Officer directly by email at RGranieri@nfschools.net or by calling

716-286-4292.



iii. 	Vendor will cooperate with the District and provide as much

information as possible directly to the Data Protection Officer or his/her designee

about the incident, including but not limited to: a list of users impacted, a

description of the incident, the date of the incident, the date Vendor discovered or

was informed of the incident, a description of the types of Protected Data

involved, an estimate of the number of records affected, the schools within the

District affected, what the Vendor has done or plans to do to investigate the

incident, stop the breach and mitigate any further unauthorized access or release

of Protected Data, and contact information for Vendor representatives who can

assist affected individuals that may have additional questions.



iv. 	Vendor acknowledges that upon initial notification from Vendor, the

District has an obligation under Section 2-d to in turn notify the Chief Privacy

Officer in the New York State Education Department (“CPO”). Vendor agrees not

to provide such notification to the CPO directly unless requested by the District or

otherwise required by law. In the event the CPO contacts Vendor directly or

requests more information from Vendor regarding the incident after having been

initially informed of the incident by the District, Vendor will promptly inform the

Data Protection Officer or his/her designee.



v. 	Vendor will cooperate with the District and law enforcement to

protect the integrity of investigations into the breach or unauthorized release of

Protected Data.



vi. 	Vendor will pay for or promptly reimburse the District for the full

cost of notification, in the event the District is required under Section 2-d to notify

affected parents, students, teachers or principals of a breach or unauthorized

release of Protected Data attributed to Vendor, its subcontractors or assignees.







4.	 Additional Statutory and Regulatory Obligations

Vendor acknowledges additional obligations under Section 2-d and that any

failure to fulfill one or more of these statutory or regulatory obligations will be deemed a

breach of the Master Agreement and these Terms and Conditions. Vendor

acknowledges and agrees to the following:



i. To limit internal access to Protected Data to only those employees

or subcontractors that need access to the Protected Data in order to assist

Vendor in fulfilling one or more of its obligations to the District under the Master

Agreement.



ii.  To not use Protected Data for any purposes not explicitly

authorized in the Master Agreement or these Terms and Conditions.



iii. To not disclose any Protected Data to any other party, except for

authorized employees, subcontractors, or assignees of Vendor using the

information to carry out Vendor’s obligations to the District and in compliance

with state and federal law, regulations and the terms of the Master Agreement,

unless:



a. the parent or eligible student provided prior written consent;

or

b. the disclosure is required by statute or court order and notice

of the disclosure is provided to the District no later than the time of

disclosure, unless such notice is expressly prohibited by the statute or

court order.



iv. To maintain reasonable administrative, technical, and physical

safeguards to protect the security, confidentiality, and integrity of Protected Data

in its custody.



v. To use encryption to protect Protected Data in its custody while in

motion and at rest, using a technology or methodology specified or permitted by

the Secretary of the U.S. Department of Health and Human Services in guidance

issued under Section 13402(H)(2) of Public Law 111-5.



       vi.	        To adopt technologies, safeguards and practices that align with the

U.S. Department of Commerce National Institute for Standards and Technology

Framework for Improving Critical Infrastructure Cybersecurity, “NIST

Cybersecurity Framework” (Version 1.1).

vii. To not sell Protected Data nor use or disclose it for any marketing

or commercial purpose or facilitate its use or disclosure by any other party for

any marketing or commercial purpose or permit another party to do so.











D.   PARENTS’ BILL OF RIGHTS AND SUPPLEMENTAL INFORMATION

1. 	Parents’ Bill of Rights



Vendor acknowledges and agrees that the District’s Parents’ Bill of Rights as set

forth herein and as posted on the District’s website is incorporated into these Terms and

Conditions.



PARENTS' BILL OF RIGHTS FOR DATA PRIVACY AND SECURITY



City School District of The City of Niagara Falls is committed to protecting the

privacy and security of student data and teacher and principal data. In accordance

with New York Education Law Section 2-d and its implementing regulations, the

District informs the school community of the following:



1) A student's personally identifiable information cannot be sold or released

for any commercial purposes.



2) Parents have the right to inspect and review the complete contents of

their child's education record.



3) State and federal laws protect the confidentiality of personally identifiable

information, and safeguards associated with industry standards and best

practices, including but not limited to encryption, firewalls, and password

protection, must be in place when data is stored or transferred.



4) A complete list of all student data elements collected by New York State is

available for public review at the following website

http://www.nysed.gov/data-privacy-security/student-data-inventory or by

writing to the Office of Information and Reporting Services, New York

State Education Department, Room 865 EBA, 89 Washington Avenue,

Albany, New York 12234.



5) Parents have the right to have complaints about possible breaches of

student data addressed. Complaints should be directed in writing to

Privacy Complaint, Chief Privacy Officer, New York State Education

Department, 89 Washington Avenue, Albany, New York 12234.

Complaints may also be submitted using the form available at the

following website

http://www.nysed.gov/data-privacy-security/report-improper-disclosure



















APPENDIX



Supplemental Information Regarding Third-Party Contractors



In the course of complying with its obligations under the law and providing

educational services to District residents, the City School District of the City of Niagara Falls

has entered into agreements with certain third-party contractors. Pursuant to these

agreements, third-party contractors may have access to "student data" and/or

"teacher or principal data," as those terms are defined by law and regulation.



For each contract or other written agreement that the District enters into

with a third-party contractor where the third-party contractor receives student data

or teacher or principal data from the District, the following supplemental

information will be included with this Bill of Rights:



1)  The exclusive purposes for which the student data or teacher or principal

data will be used by the third-party contractor, as defined in the contract;



2)  How the third-party contractor will ensure that the subcontractors, or

other authorized persons or entities to whom the third-party contractor

will disclose the student data or teacher or principal data, if any, will abide

by all applicable data protection and security requirements, including but

not limited to those outlined in applicable laws and regulations (e.g.,

FERPA; Education Law Section 2-d);



3) The duration of the contract, including the contract’s expiration date, and

a description of what will happen to the student data or teacher or

principal data upon expiration of the contract or other written agreement

(e.g., whether, when, and in what format it will be returned to the

District, and/or whether, when, and how the data will be destroyed);



4) If and how a parent, student, eligible student, teacher, or principal may

challenge the accuracy of the student data or teacher or principal data

that is collected;



5) Where the student data or teacher or principal data will be stored,

described in a manner as to protect data security, and the security

protections taken to ensure the data will be protected and data privacy

and security risks mitigated; and



6) Address how the data will be protected using encryption while in motion

and at rest.



2.	 Supplemental Information

i.	The exclusive purpose for which Protected Data will be used is site

licenses to Tyler Technologies . Vendor will not use the Protected Data for any other purposes not explicitly authorized herein orwithin the Master Agreement.



ii.	In the event that Vendor engages subcontractors or other

authorized persons or entities (“Subcontractors”) to perform one or more of its

obligations under the Master Agreement (including hosting of the Protected

Data), Vendor will require Subcontractors to execute legally binding agreements

acknowledging and agreeing to comply with all applicable data protection,

privacy and security requirements required of Vendor under the Master

Agreement, these Terms and Conditions, and applicable state and federal law

and regulations.



iii.	The Master Agreement commences on July 1, 2020 and expires on

June 30, 2021. Upon expiration of the Master Agreement without renewal, or

upon termination of the Master Agreement prior to its expiration, Vendor will

(select all that apply):

☐ Securely delete or otherwise destroy all Protected Data

remaining in the possession of Vendor or any of its Subcontractors.

☐ Assist the District in exporting and returning all Protected Data

previously received to the District in such formats as may be

requested by the District.

☐ Contact the District requesting instruction for the deletion or

return of all Protected Data.



In the event the Master Agreement is assigned to a successor Vendor (to

the extent authorized by the Master Agreement), the Vendor will cooperate with

the District as necessary to transition Protected Data to the successor Vendor

prior to deletion.



Neither Vendor nor any Subcontractors will retain any Protected Data,

copies, summaries or extracts of the Protected Data, or any de-identified

Protected Data, on any storage medium whatsoever. Upon request, Vendor

and/or Subcontractors will provide the District with a certification from an

appropriate officer that these requirements have been satisfied in full.



iv.	Parents or eligible students can challenge the accuracy of any

Protected Data in accordance with the District’s procedures for requesting

amendment of education records under the Family Educational Rights and

Privacy Act (FERPA). Teachers or principals may request to challenge the

accuracy of APPR data provided to Vendor by following the appeal process in

the District’s applicable APPR Plan.



v. 	Any Protected Data will be stored on systems maintained by

Vendor, or Subcontractor(s) under the direct control of Vendor, in a secure data

center facility. The measures that Vendor (and, if applicable, Subcontractor(s))

will take to protect Protected Data include adoption of technologies, safeguards

and practices that align with the U.S. Department of Commerce National Institute

for Standards and Technology Framework for Improving Critical Infrastructure

Cybersecurity, “NIST Cybersecurity Framework” (Version 1.1) and safeguards

associated with industry standards and best practices including, but not limited

to, disk encryption, file encryption, firewalls, and password protection.



vi.  Vendor (and, if applicable, Subcontractor(s)) will use encryption to

protect Protected Data in its custody while in motion and at rest, using a

technology or methodology specified or permitted by the Secretary of the U.S.

Department of Health and Human Services in guidance issued under Section

13402(H)(2) of Public Law 111-5.



3. 	Posting

In accordance with Section 2-d, the District will publish the Parents’ Bill of Rights

and Supplemental Information from these Terms and Conditions on its website. The

District may redact the Parents’ Bill of Rights and Supplemental Information to the

extent necessary to safeguard the privacy and/or security of the District’s data and/or

technology infrastructure.







































































IN WITNESS WHEREOF, the Parties have indicated their acceptance of these Terms

and Conditions including the Parents’ Bill of Rights and Supplemental Information by

their signatures below on the dates indicated.



BY THE VENDOR:

___________________________________

Name (Print)

___________________________________

Signature

___________________________________

Title

___________________________________

Date



BY THE DISTRICT:

Raymond Granieri_________________

Name (Print)

[bookmark: _GoBack]Raymond Granieri_____________________

Signature

Administrator for Information Services

Title

4/5/2022
Date
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